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In recent years, many NATO member states have reported violations of cyber sovereignty,
accusing the People’s Republic of China (PRC). PRC has its own vision of cyberspace, employing
technological advances to strengthen its position as a global leader. This article addresses
NATO’s cyber security challenges, analysing how Beijing’s actions influence international
politics and cyber stability. Utilizing a combination of qualitative and quantitative analysis,
the research explores the ways in which the PRC pursues its geopolitical goals in cyberspace,
as well as NATO’s response measures. From the analysis of cyber security policies, we draw
insights into the strategic directions each side is pursuing. The article also assesses the long-
term impact of cyber tensions between the PRC and NATO and exposes the importance of
international collaboration in promoting a stable and secure cyberspace. The conclusions
emphasize the need for a coordinated and proactive approach to counter cyber threats and
strengthen the Alliance’s cyber defence.
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INTRODUCTION

The accelerated progress in information and communication technology in
recent years has been of significant importance in the development of cyber
capabilities worldwide. With this technological advancement, the People’s Republic
of China, hereafter referred to as the PRC, has become a major force not only
economically and militarily, but also in cyberspace, strengthening its presence in
this key area of international security. In the context of these developments, NATO,
the alliance of Western democratic states, is facing unprecedented challenges posed
by aggressive cyber-aggression in cyberspace. In the view of the member states,
the main countries funding non-state actors or conducting offensive cyber activities
are considered to be the Russian Federation, the People’s Republic of China, North
Korea and Iran (Diotte, 2020).

The PRC’s expansion into cyberspace has attracted the attention of major
Western powers, especially the United States of America, which sees Beijing as the
main cyber security threat. According to reports by NATO and other international
organizations, the PRC has developed complex cyber espionage strategies, using
sophisticated methods of infiltration and intelligence collection to gain economic,
military, and geopolitical advantages (Hamilton, 2020). The PRC is increasingly
manifesting its influence in cyberspace through policies and strategies specifically
designed and tailored to achieve sovereignty in cyberspace. Its conception of
this operational domain is considered innovative and forward-looking, as it views
cyberspace as a virtual extension of its territory, which it seeks to control in the same
way it manages its physical territory. This approach creates particular challenges
for the North Atlantic Alliance, which promotes a free, open, peaceful and secure
cyberspace and strives to increase stability and reduce friction between countries.
These goals are intended to be achieved through international law and accepted
norms of responsible state behaviour in cyberspace (NATO, 2024).

The PRC’s cyber strategy focuses on deterrence and coercion in cyberspace
(Hamilton, ib.), where Beijing conducts offensive actions against government
entities and critical infrastructures of its adversaries, including NATO member states.
This tactic is part of a broader strategy of geopolitical influence, through which
the PRC seeks to expand its presence and consolidate its status as a global power.
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The PRC’s intense cyber activities are one of the main concerns for NATO, due to
the complexity and high frequency of cyber attacks launched. These attacks range
from DDoS (Distributed Denial of Service) attacks to sophisticated infiltration of
government, civilian or even military networks, with the aim of weakening networks
and obtaining information critical to national security. The big challenge for NATO
is to strengthen its defences against these increasingly advanced cyber attacks.
In this context, the Alliance has implemented initiatives to foster coordination and
cooperation among member states in the field of cyber security. However, the
PRC’s rapid advances in cutting-edge technologies, such as artificial intelligence and
quantum computing, are amplifying the complexity of this landscape, prompting
NATO to intensify its efforts to develop more effective countering techniques.

The main purpose of this paper is to analyse the cyber developments and
activities of the PRC and their impact on the security of the North Atlantic Alliance.
In this context, the proposed objectives are: to analyse the tactics employed by the
PRCin cyberspace and to correlate the North Atlantic Alliance’s responses to counter
PRC threats in this environment. Furthermore, the paper also aims to analyse the
long-term implications of this cyber conflict and how international alliances can
play a decisive role in maintaining global security in the digital age.

The research methodology consists mainly of qualitative methods, but includes
some quantitative methods by analysing the content of laws, strategies and policies
governing cyberspace in the PRC and NATO, as well as the scientific literature. Based
on this analysis, the present study aims to answer the following research question:
Is NATO prepared to effectively counter the increasingly sophisticated cyberspace
actions initiated by the PRC?

The content analysis of the Beijing administration’s cyber policies underlines
its intention to use cyberspace to achieve its geopolitical, economic and national
security ambitions. A strategy that integrates technological advancement with
rigorous domestic control, cyber sovereignty and information control, are critical
for Beijing, both for maintaining domestic stability and for expanding its global
influence. At the same time, the PRC’s ability to offensively develop and deploy
advanced technologies poses significant risks to global cyber security, requiring a
coordinated response from NATO and its partners.
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THE EVOLUTION AND PERSPECTIVES OF THE CYBER POLICIES
OF THE PEOPLE’S REPUBLIC OF CHINA

To understand the actions of the PRC in cyberspace, it is essential to analyse
some of the motivations and goals behind these actions. It is not intended to justify
the PRC’s behaviour, but to provide insight into the factors influencing the decisions
and strategies adopted. After the end of the Cold War, when there were basically
two major centres of power, new international actors emerged to claim their
authority in various areas. As these new powers asserted their influence, many
of them, including the PRC, experienced a rapid rise in areas such as technology,
economics and military power. The PRC, with clear ambitions to become a major
player in the global economy, has invested heavily in the development of advanced
technologies, as it seeks to consolidate its geopolitical influence and reduce its
dependence on other states. This global competition, fuelled by the egos and
political ambitions of China’s leaders, has led to an accelerated pace of research
and innovation in emerging technologies such as artificial intelligence, 5G and
6G technology, Internet of Things (loT) and quantum computing. In this context,
the PRC has quickly recognized the value and potential of cyberspace, not only
as a medium for economic development, but also as a strategic area for gaining
competitive advantage over other states, whether through cyber espionage,
intellectual property theft, or attacks on critical infrastructure (Chafetz, 2023).
These actions are motivated by the PRC’s desire to expand its global influence,
protect its economic interests, and position itself as an international technological
leader. Through this aggressive, politically and administratively driven approach,
Beijing seeks not only to assert its supremacy in cyberspace, but also to consolidate
its role as a global power capable of influencing the international order and asserting
itself in an increasingly competitive geopolitical landscape. These actions are deeply
rooted in the autocratic structure of the state, which favours centralized control and
the subordination of economic and legal interests to the Communist Party.

Over the past decade, the overall competition between the People’s Republic of
China and the United States of America has intensified significantly, and a new front
of this rivalry has emerged in cyberspace. In this context, both countries accuse
each other of cyber espionage, unfair competitive practices and interference in
national critical infrastructures. Critical infrastructure, which includes electricity
grids, transportation systems and communications, is a particularly sensitive
national asset and the security of these systems is essential to the functioning of
any modern nation. Moreover, intrusion into these networks is perceived as a threat
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to national security and is addressed by most states in their national strategies and
cyber security strategies.

Much of the tension in cyberspace between the PRC and the USA centres on
accusations of espionage, both in the military and economic spheres. Although
both nations accuse each other of extensive espionage, the practice is not limited
to just the two states. Most NATO member states have experienced a wider range
of cyber incidents from state or non-state actors with ties to the PRC. Paradoxically,
the complexity and economic interdependencies between states lead to a certain
caution in carrying out such actions. Nonetheless, competition continues to be
waged through DDoS attacks, infiltration of government institution networks and
disinformation influence campaigns, all of which fall within the boundaries of hybrid
warfare. However, cyberattacks are often considered a component of contemporary
diplomatic and military strategy without escalating the threshold that would trigger
direct armed conflict (Jinghua, 2019).

Beginning in the 1990s, the PRC began to understand the profound impact that
new technologies could have on the future. Officials in Beijing saw the potential of
developing cyber capabilities, first for their low cost, and second for the efficiency
with which they could replace conventional technologies. Internet networks were
put under tight control as the leadership was concerned about controlling access
to the internet and digital infrastructure. There were fears that the country could
become vulnerable to attacks from other nations, which had already begun to
integrate advanced digital solutions into their military strategies (Jiang, T., 2022).

This period has been one of consolidation, influenced by military conflicts in
which advanced technologies for the time were used in conflicts such asthe 1991 Gulf
War, which served as a clear demonstration of American technological advantage.
The conflict is considered by many analysts as the first “computerized war” due
to its extensive use of modern technologies such as advanced communications
systems, radar, satellites, and guided weapons. Essentially, electronic warfare
techniques were used to disrupt and intercept Iragi communications as well as
to precisely coordinate attacks. Although no actual cyber-attacks were launched,
the war demonstrated the increasing reliance on cyber technologies in warfare,
foreshadowing the importance of cyberspace actions in future conflicts. It was only
during the Kosovo conflict in 1999 that cyber-attacks were employed, marking the
event as the first “internet war”. Governmental and non-governmental actors alike
used the internet to disseminate information, spread propaganda, spread fake news
and solicit support for their positions (Denning, 2001). In the wake of global events,
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the PRC perceived the need to accelerate its own cyber capabilities as a preventive
measure. At the same time, the groundwork is being laid to strengthen control over
the PRC’s national cyber infrastructures. The ambitions for cyberspace security
are heavily shaped by the trajectory of the PRC’s informatization strategy. In 2000,
it set the goal of becoming an advanced information society, where businesses,
scientists, and citizens use the latest information and communication technologies
(ICTs) to improve performance and enhance social benefits (Austin, 2018, p. 11).

At the national level, cyber research and development has been stepped up
to secure its territory against external threats. Moreover, Beijing’s strategy focuses
heavily on “network sovereignty”, which translates into the government’s ability to
control the flow of information on the internet. It has included the implementation
of strict censorship and data traffic monitoring measures designed to prevent
external infiltration and protect national interests (Jiang, T., ib.). According to
the same author, since 2008, the PRC has become the largest internet market in
the world with over 253 million users. This rapid expansion of the internet has
coincided with its rise to the global economic podium. However, the growth of the
internet has not only been an engine of economic growth, but also a source of
vulnerabilities, and it has become increasingly focused on the dangers associated
with cyber security. Above all, the state has begun to realize the need to protect
its critical infrastructures, such as financial institutions and energy grids, against
potential threats from cyberspace. Like most countries, the PRCis heavily dependent
on technology, prompting the government to closely monitor developments related
to the internet and the flow of information it generates. The Chinese authorities
perceive uncontrolled information as a threat to the regime and make considerable
efforts to take advantage of the economic opportunities offered by the internet
while maintaining political control over it (Grauman, 2012).

In this context, the Chinese Communist Party perceived the Internet as a threat
to the regime’s stability, given the possible impact of external influences on the
Chinese population. To combat these risks, the PRC began in 1998 to develop a
strategy based on surveillance and restricting access to information. A key first step
was the launch, in 2003, of the Golden Shield Project, the basis of the PRC’s “Great
Firewall”, which allows the regime to censor online content and block access to
foreign information sources deemed harmful or subversive. The project is intended
to filter and control internet traffic, blocking access to content outside the country’s
borders that is deemed sensitive (Austin, p. 11), effectively isolating the national
internet from the global internet. In other words, the authorities combine digital
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censorship with social surveillance, allowing them to track and control citizens’
online behaviour. As part of this project, since 2009, the PRC has made efforts to
block certain US software applications (such as Facebook, Twitter and YouTube)
because of their incompatibility with its censorship laws (The International Institute
for Strategic Studies, 2021).

To ensure regulatory compliance, the project also integrates digital identification
measures whereby citizens are obliged to use real names on online platforms as a
goal of maintaining cyber security (Triolo, Sacks, 2017). Users thus become directly
responsible for their online activities, reducing the possibility of anonymous dissent
and increasing self-censorship. Moreover, the Golden Shield has thus become a
central pillar in the PRC’s cyber strategy, setting standards for control and internet
censorship. It thus marks a fundamental aspect of the PRC’s broader cyber security
and information sovereignty policies, establishing a model for a state-controlled
internet that closely aligns with national security priorities. This framework is
critical for understanding the development and implementation of Chinese cyber
policies in the future.

After 2007, several events took place in cyberspace. Russia was accused of
using cyberspace for offensive actions against Estonia and Georgia, and the USA
was accused of being behind the Stuxnet attack. Moreover, the uprisings during
the Arab Spring underlined the importance for the PRC to strengthen its cyber
capabilities in order to protect its critical infrastructure and maintain national
stability. The Stuxnet incident demonstrated the vulnerabilities of industrial
networks to sophisticated attacks, prompting the PRC to reassess cyber strategies
to prevent such threats. During this period, the USA recognized cyberspace as a
new operational domain in addition to land, air, sea, and space (The White House,
2011). This recognition emphasized Beijing’s focus on technology development to
protect national interests and maintain internal security in an increasingly complex
global landscape. Consequently, during this period, as the PRC rose to become the
world’s second-largest economy, its political, economic, and social development
became deeply intertwined with global cyberspace (Jiang, T., ib.).

In 2010, the PRC published a White Paper on the status of lIoT, emphasizing the
need for cyber security to protect national security and state interests within its
sovereign territory (Hwang, 2023), which reveals the recognition of the importance
of cyber security in the context of national security. A year later, the PRC together
with other states, including Russia, Tajikistan and Uzbekistan, presented an
International Code of Conduct for Information Security to the UN General Assembly.
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It reaffirmed the belief that rights and decision-making responsibilities for
Internet-related public policies should be under the jurisdiction of the host state
(United Nations General Assembly, 2011).

A new stage in the PRC’s cyber security was ushered in when the country’s
President Xi Jinping announced the country’s intention to become a cyber power.
He initiated a series of institutional changes to achieve this goal. One of the most
significant developments was the establishment of the Cyberspace Administration
of China (CAC) in 2014. This institution becomes responsible for regulating,
administering, and licensing the Internet in the PRC. The official view in the PRC, as
in most rich and middle-income countries, is that cyber security affects and shapes
the entire range of government, economic, social, technological, political, and
security activities in the country (Austin, p. 7).

In 2015, the China Information Technology Security Evaluation Centre was
established under the CAC with a role in strengthening national defence against
cyber threats. Through its research work, the centre has provided key insights
and strategies for effectively protecting the PRC from cyberattacks (Jiang, T., ib.).
Also in the same year, the government issued new regulations targeting foreign
IT companies that supply Chinese banks, requiring them to disclose the source
codes of the IT products they supply. The measure was imposed to strengthen
both domestic cyber security and localization of the cyber security industry (Austin,
p. 14). The response came along political-diplomatic lines when PRC-USA bilateral
relations cooled, prompting the PRC to suspend the measures also in the same year.

As the internet and cyber technologies have become an essential part of the
economy and national security, the PRC’s strategy has evolved from control and
offense to defence and deterrence. Against this backdrop, Beijing has adjusted its
policies to address both internal and external challenges, focusing on preventing
cyberattacks and protectingits criticalinfrastructure. ltsascentas acyber superpower
has been marked by a transition from aggressive expansion to strategic protection
as it has become more deeply integrated into the global economy. Since 2015, the
PRC has begun to adopt a more defensive posture in its cyber strategy. While in the
early stages the strategy was focused on pre-emptive attacks and strengthening
cyber sovereignty, gradually the focus shifted to defence and deterrence (Jiang, T,,
ib.). This shift reflects a growing awareness of the risks of large-scale cyber warfare
and its associated economic and political costs (Soesanto, 2022).

Politically, the current Chinese administration has fully recognized the
importance of cyber security and declared it part of national security. As a result,
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it has issued several national laws and strategies to strengthen the country’s cyber
defence capabilities. The 2015 National Security Law of the People’s Republic of
China provides the general framework for national security and cyber security
(Jiang, M., 2020). Moreover, Article 25 of the National Security Law emphasizes the
importance of scientific development, innovation and national control over core
information technologies, critical infrastructures, important information systems
and data. It also sets goals of preventing, stopping and managing cyber-attacks,
network intrusions, cyber-theft, online distribution of compromising information,
ultimately leading to achieving security and sovereignty in cyberspace. In terms
of the cyber strategies published by the Chinese Cyberspace Administration, the
International Strategy for Cyberspace Cooperation, approved in 2016, stands out as
the PRC seeks to take the lead in international cyber governance, following President
Xi’s call to “establish a community of common future in cyberspace” (Jiang, M., ib.).
This strategy particularly emphasizes the principles of peace, sovereignty, shared
governance and upholds peace through cooperation and strategic mutual trust.

At the national level, several institutions have implemented laws or issued
policies on personal data protection, administrative regulations or rules on
information activities in cyberspace. In terms of criminal activity, China’s Criminal
Law has been revised several times in 2005, 2009 and 2015 to reflect the increase
in criminal activities involving personal information. The 2017 Cyber security Law
of the PRC similarly contains several provisions regulating the collection, storage,
transmission and use of “personal information” by network and critical information
infrastructure operators (Jiang, M., ib.). This law was created to protect national
network infrastructure and control the activities of foreign companies in Chinese
cyberspace. The law requires companies to implement strict security standards
and report information about vulnerabilities in their networks to the authorities.
We can say that this law reiterates the concept of cyber sovereignty as a national
security tool.

In terms of cyberspace as an operational domain, the Beijing administration is
publishing China’s National Defence in the New Era White Paper in 2019. This lays
out an assessment of the current national and international security situation and
outlines the PRC’s defence missions, reforms, and spending. This paper provides a
detailed analysis of the current state of national and international security, outlining
the PRC’s missions, reforms, and spending in the defence sector. Moreover, it
emphasizes the need for the Chinese military to adapt to the “new era” of strategic
competition by improving training and increasing combat capabilities, thus aligning
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with the PRC’s global status, as well as its commitment to maintaining “world
peace”. In the area of cyber defence, the White Paper highlights Beijing’s interest in
adopting the most advanced technologies in the military sector, including artificial
intelligence, big data, cloud computing, quantum computing and the internet of
things (1oT) (The State Council Information Office of the People’s Republic of China,
2019). In addition, the military modernization program entails a “civil-military
fusion” strategy, strengthening the relationship between civilian companies and
defence establishments. Through this fusion, the Chinese military could benefit
from technological advances in many areas, such as nuclear technology, aerospace,
aviation, semiconductors, cloud computing, robotics, and Big Data processing (Ford,
2019).

Similar to other states, the PRC aims to dominate cyberspace while recognizing
the need for a substantial transformation of its armed forces to achieve this
strategic goal. President Xi Jinping and his team have laid the groundwork for
transforming the People’s Liberation Army (PLA) into a “world-class army” by
2050. Achieving it depends on the state’s ability to adapt emerging technologies
and artificial intelligence to existing military doctrine (Burke, Gunness, Cooper
[ll, Coza, 2020). Further, the authors expound that the PLA Strategic Guidelines
emphasize the importance of cyberspace as an operational domain and a critical
tool in the conduct of military operations in an era dominated by confrontation
between “information-driven systems of systems”. In this context, one of the most
important developments in the field of “informatization” is the establishment of the
PLA Strategic Support Force, a structure dedicated to coordinating all information
aspects of warfare, including cyber attack and defence as well as electronic warfare.
These state structures may be joined by other forces specially trained to conduct
offensive or defensive actions in cyberspace such as state-sponsored state actors,
non-state actors or even patriots acting out of their own convictions.

For the future, the PRC aims to develop the digital infrastructure globally,
creating economic and thus political dependencies for many countries. This strategy
strengthens the PRC’s role as a global player and gives it considerable influence
in international decision-making processes, especially in relation to its policies on
Taiwan. As the US Ambassador-at-Large for Cyberspace and Digital Policy pointed
outin 2023, the PRC’s strategy to build the global internet infrastructure — from fibre
optics and satellites to data centres and wireless technology — shows that focusing
solely on data and application security would ultimately mean “delivering highly
secure and uncorrupted packages directly to Beijing in an untrusted architecture”
(Hamilton, 2024).
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NATO POLICIES IN CYBERSPACE

NATO has had a significant evolution in its policy and vision in cyberspace.
The analysis of the evolution of NATO'’s cyber policy reflects a continuous adaptation
to the increasingly complex and diverse threats in the digital environment. Starting
from the Cold War, where global power had a bicephalous component, we arrive at
the contemporary situation where the “Thucydides trap” may be more valid than
ever. As the PRC, the Russian Federation or any other country seeks to become
increasingly influential on the global stage, there are fears that economic, cyber,
military or geopolitical frictions could escalate into a major conflict, although
there is also the possibility of avoiding them through diplomacy and cooperation.
Thus, the concept highlights how risky the geopolitical landscape can become
when a rising economic, military or other nation challenges an established one.

Whether it is the PRC or NATO, their actions in cyberspace are closely linked
to their history and political leadership. For example, the autocratic regime in
Beijing seeks to control and censor activities in cyberspace, while NATO advocates
a common, open and secure cyberspace. Cyber security and cyber defence are part
of NATO'’s core mission of collective defence. Its main objectives in this area are to
protect its own networks, to operate in cyberspace, to help allies build resilience to
protect national networks and to provide a platform for consultation and collective
action.

NATO’s cyber security policy direction is being driven by the growing threat of
state-sponsored cyber attacks. In response, North Atlantic Organization member
states are increasingly adopting active cyber defence strategies. These combine
real-time attack detection with proactive countermeasures to reduce potential
damage. The United States and the United Kingdom are leading the way in their
implementation, using technical and policy responses, including hackbacks, to
deter and attribute cyber threats (Jun, 2023).

Cyber defence appeared on NATO’s agenda at the Prague Summit in 2002
and was subsequently confirmed as a priority in 2006 at the Riga Summit. For the
first time a policy was agreed by Heads of State and Government at the Bucharest
Summit in April 2008. The rapid evolution, sophistication and increasing frequency
of cyber threats and attacks to the Alliance’s security have put the issue back on
NATO’s security agenda. The Strategic Concept adopted at the Lisbon Summit in
2010 recognizes that attacks in cyberspace can affect the security of national critical
infrastructures and jeopardize “national and Euro-Atlantic prosperity, security and
stability” (NATO Strategic Concept, 2010) and their impact could be as damaging
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as a conventional attack. Accordingly, Lisbon laid the foundations for the Alliance
to develop the capacity to prevent, detect, defend against and recover from such
threats.

In 2014, at the Welsh Summit, no one denied that cyberspace operations could
have an impact equal to that of conventional attacks. Moreover, for the first time,
it was recognized that a member could invoke Article 5 following a cyber attack of
significant magnitude, similar to those faced by Estonia in 2007. Following these
cyber attacks in Estonia, NATO approved its first cyber defence policy in 2008 and
established the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE) in
Tallinn.

At the Munich Security Conference in 2011, NATO adopted a new cyber defence
policy that focuses on preventing cyber attacks and building resilience. The creation
of the Rapid Response Team was the result of the review of the Alliance’s cyber
defence policy, as well as the implementation of a cyber defence capability of its own
networks (Hasanov, Iskandarov, Sadiyev, 2019). As a result of the lessons identified
and learned from cyber threats and attacks to date, the major powers have stepped
up their activity in the digital environment concomitant with the development of
laws, strategies, policies, and doctrines regulating the activity.

As a consequence of cyber activities to that point, in July 2016, at the Warsaw
Summit, the Allies recognized cyberspace as an operational area in which NATO
must defend itself as “effectively as in the air, on land and at sea” (NATO, 2016).
The Allies agreed on a military vision and strategy for cyberspace operations and
committed to prioritize action to strengthen national cyber capabilities by making
a political commitment to do so (Cyber Defence Pledge), to increase the resilience
of national networks and infrastructure, and to improve the responsiveness,
responding quickly and effectively to cyber attacks. Predictably, at the 2018 NATO
Summit in Brussels, the Allies agreed to establish a Cyber Operations Centre (CYOC)
as part of NATO’s consolidated command structure. They also agreed that NATO
can draw on member states’ national cyber capabilities for Alliance operations and
missions. A year later, in February 2019, the Allies endorsed a NATO Guidance that
sets out a range of tools (political, diplomatic, military) to strengthen NATQ's ability
to respond to malicious cyber actions (NATO, 2024).

At the 2023 NATO Summit in Vilnius, the Allies adopted a new Concept aimed
at enhancing the Alliance’s contribution to cyber defence and deterrence. Alliance
members also reaffirmed and strengthened their commitment to cyber defence,
setting more ambitious goals for strengthening national cyber defences, including
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critical infrastructure. Recognizing the need for rapid assistance, NATO has initiated
the Virtual Cyber Incident Support Capability to assist national efforts to mitigate
significant cyber incidents (NATO, 2023). It is interesting that the name of the
People’s Republic of China appears twice in the communiqué preceding the Summit.
The coercive interests and policies of the People’s Republic of China are recognized
as directly challenging international interests, security and values. The PRC uses
a variety of political, economic and military tools to expand its global influence
and project power. It also conducts harmful hybrid and cyber operations, uses
aggressive rhetoric and practices disinformation, targeting allies and compromising
the security of alliances. The PRC seeks to dominate key technological, industrial
and critical infrastructure sectors and control strategic materials and supply
chains. It uses economic leverage to create strategic dependencies and increase
its influence, striving to undermine the rules-based international order, including
in the space, cyber, and maritime domains (lb.). Also in the same communiqué, it
is stated that instability in Africa and the Middle East directly affects the security
of both NATO and partners. The Alliance is facing cyber, space, hybrid and other
asymmetric threats, and the clear intentions and coercive policies of the Beijing
government defy NATO'’s interests and jeopardize its security (Ib.). Practically, as of
this moment, the People’s Republic of China is officially recognized by NATO as, if
not an adversary, at least a significant competitor in the cyber domain.

At the 2024 NATO Summit in Washington, DC, the allies decided to establish
a new Integrated Cyber Defense Center at SHAPE to improve network protection
and cyber deployment in various peace, crisis and conflict scenarios. NATO also
encourages a unified approach in developing cyber defence capabilities by setting
specific objectives for allied countries, supporting them to strengthen their
national cyber defence by sharing information and best practices and organizing
specialized exercises. This facility allows member states to voluntarily contribute to
strengthening the cyber capabilities of other allies (NATO, 2024).

Overthe last decade, NATO’s cyber policies have also facilitated the development
of links with the civilian institutions of the European Union, thereby strengthening
civil-military partnerships. This dynamic takes place in a context where most EU
member states are also NATO member states. Cyber defence is one of the areas of
enhanced cooperation between NATO and the EU, as part of the two organizations’
increasingly coordinated efforts to counter hybrid threats. NATO and the EU exchange
information and best practices. Cooperation is also strengthened in training,
research and exercises with tangible results in combating cyber threats. The North
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Atlantic Alliance and the European Union cooperate on cyber defence through a
technical agreement, which was signed in 2016. Given common challenges, NATO
and the EU are strengthening their cooperation in the field of cyber defence, in
particular in training and responses to cyber attacks.

CYBER THREATS FROM THE PEOPLE’S REPUBLIC OF CHINA
AND IMPLICATIONS FOR NATO CYBER SECURITY

The rise of the People’s Republic of China has fuelled competition between it
and the USA, particularly in trade and technology. Even the USA has recognized
the PRC as “the only one country that has both the will and the ability to reshape
the regional and international order” (Zhang, 2024). The competition between the
two superpowers is also taking place at a time when internet-based economies and
cyber policymaking increasingly revolve around the three main models established
by the USA, the PRC and the EU. Chinese cyber security policies remain at the centre
of global debate and research (Jiang M., 2023). Cyberspace is an inherently insecure
environment, so the cyber threats posed by the PRC to NATO security are multiple
and complex, with significant implications for the security of the Alliance and its
member states.

Thousands of cyber threats are reported worldwide every day, and many of
them are attributed to the People’s Republic of China. A recent study ranked the
PRC as “the most comprehensive cyber power” after the USA, which is due to its
prioritization of education in information science and technology and training of
specialists for military cyber operations (Hlavek, 2021). As expected, the main
country targeted by Chinese cyberspace operations is the USA, the most powerful
NATO member state. Washington has also identified Beijing as the most significant
espionage threat, with over $300 billion in annual losses from intellectual property
theft (Kobzova, 2023). In addition, other NATO member states, particularly in
Europe, have reported attacks originating from Chinese hackers. These attacks
intensified when a number of European states banned PRC firms from participating
in the development of 5G technology in their respective states (Reuters, 2023).
Chinese IT companies, including Huawei, are receiving substantial government
support, including subsidies and investment in research and development,
which has propelled some of them, Huawei in particular, to the forefront of the
global 5G technology industry alongside other well-known Western companies.
The introduction of 5G technology by Chinese firms in global markets has met

vehement opposition from some Western states, whose political leaders are
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concerned about the security risks associated with Chinese technology and its
potential to be used for espionage or disruptive purposes (The International
Institute for Strategic Studies, 2021).

Moreover, in July 2023, new cyber operations were identified in NATO
countries such as the UK, Slovakia, Czech Republic and Hungary (Sharwood, 2023).
Frequent targets were diplomatic entities, foreign ministries, the private sector
and various other institutions. A few months earlier, the European Union Agency
for Cyber Security (ENISA) had issued a report exposing numerous cases of cyber
espionage attacks on member states, including activities directed against German
companies, Belgian ministries, French organizations, EU institutions and many
others (ENISA, CERT-EU, 2023). On the other hand, the collection of data and
other information about citizens or institutions of NATO member states through
various media platforms further enhances Beijing’s strategic advantage over its
competitors. Along with its massive investments in emerging technologies and in
educating specialists, Beijing has improved its techniques, tactics and effectiveness
through the complexities of operating in the digital environment. The combination
of all these elements have strengthened the PRC’s leadership position by becoming
one of the most important challenges facing NATO (Kobzova, ib.).

The overall objective of the threats targeted by the PRC is to gain political,
military and economic advantage over Western nations. From a cyber security
perspective, Beijing’s strategic approach differs from that of other significant actors
in this field, such as the Russian Federation, North Korea or Iran. The goal is not to
compromise critical infrastructure, but rather, cyber espionage. Over time, Beijing
has gained notoriety for its sustained cyber espionage activities in both industrial
and military sectors. However, it is worth noting that, on occasion, Chinese hackers
have also been involved in attacks aimed at disrupting critical infrastructure (Ib.).

Another aspect of the confrontation between the PRC and the USA is the
geostrategic Asia-Pacific area of influence, where the two great powers have
interests. One of the PRC’s most recent and worrying cyber campaigns targeted the
US island of Guam (Sanger, 2023). The cyber operation in Guam has highlighted the
strategic role of this territory, given its geographic location close to Taiwan and the
important military facilities it possesses, which are essential to the USA response
capability in the event of an escalation of the conflict in the South China Sea.
These cyberattacks, which targeted critical infrastructure such as military bases and

transportation and telecommunications systems, indicate a significant departure
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from conventional methods of cyber espionage, suggesting a dual purpose:
reconnaissance and potential preparation for disruptive action. In support of this, a
report published by New Zealand and Canada indicated that the Chinese malware
was not solely intended for cyber espionage (Kobzova, ib.).

In its 2022 Global Threat Report, US-based cyber security company Crowd
Strike ranked the PRC as a world leader in exploiting cyber vulnerabilities.
The report emphasizes the advanced exploitation skills possessed by the Chinese
hacker community, highlighting the significant technical development capability
of the Chinese (US-China Economic and Security Review Commission, 2022).
According to other public reports, over the past two decades, the PRC has been
continuously engaged in offensive cyber operations. With the expansion of its
economic and political ambitions, its influence in cyberspace has grown significantly.
It is reflected by the growing number of state-sponsored non-state actors
developing and deploying offensive cyber capabilities in support of national
objectives, ranging from economic to national security (Handler, 2023). In response
to all the activities in cyberspace involving NATO or its members, heads of state and
government have taken some measures, either reactive or proactive, depending on
the situation.

With the proliferation and sophistication of threats — including terrorism, cyber-
attacks, disruptive technologies, climate change and challenges from Russia and
the PRC to the international order —, NATO has adopted the NATO 2030 Initiative.
This document aims to strengthen transatlantic cooperation and proactively
address security challenges related to emerging and disruptive technologies,
responding to the PRC’s ambitions to dominate the artificial intelligence sector.
Through this initiative, NATO is committed to investing in broadening and deepening
strategic partnerships that reflect shared values and common interests, thereby
strengthening transatlantic cooperation. Also, the PRC’s activities in cyberspace
are considered threats that require deep and rapid strategic adaptation on NATO’s
part to remain effective and relevant in protecting the security and prosperity of its
members (NATO, 2021).

As a result, in order to effectively manage cyber incidents, NATO engages
in continuous and coordinated preparedness. To this end, member states’
representatives have agreed on the establishment of dedicated institutions capable
of preventing, promptly responding to and rapidly remediating security problems

in Alliance networks. These structures are essential for strengthening NATO’s
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resilience against cyber threats and maintaining operational stability in the face of
modern challenges.

Operationally, the North Atlantic Alliance established a Cyberspace Operations
Centre at Allied Command Operations (ACO) in Mons, Belgium in 2019. The main
purpose of this centre is to monitor cyberspace and to coordinate and synchronize
cyberspace operations with land, sea, and air operations (Brzozowski, 2018).
This centre is essential for the Alliance’s cyber security, as it can act as a deterrent
and allows NATO to respond quickly and effectively to potential cyber attacks.
The centre also enhances collaboration between member states and can form the
basis for a NATO Cyber Command essential in the face of evolving cyber threats.

From a technical perspective, the NATO Communications and Informatics
Agency (NCIA) interacts with the NATO Cyber Security Centre (NCSC) and the NATO
Computer Incident Response Capability (NCIRC), and is responsible for developing,
managing and securing the Alliance’s cyber infrastructure. In addition, the
NCIRC, through a dedicated coordination centre, enables member states to share
information and techniques on cyber threats, including some indicators that may
provide clues to the nature of the attacks. These NATO structures have contracts
with leading IT defence companies on cyber protection services for the Alliance.
Moreover, NATO’s cyber rapid response teams are available for prompt deployment
in support of Allies suffering cyber attacks (Marrone, Sabatino, 2021). This type of
civil-military partnership strengthens cooperation and resilience in cyber security
and defence.

It is widely recognized that the challenges in cyberspace are considerably
different from those in other operational domains because it is an artificial domain,
which is almost entirely man-made and controlled. In this context, the human
resource is essential. As a result, adequate training of personnel becomes crucial
for the prevention of cyber incidents or the effective management of existing ones.
NATO invests strategically in the training of its specialists by organizing intensive
courses at various academic institutions affiliated to the Alliance.

The PRC’s cyber capabilities are a concern within the North Atlantic Alliance,
which is why numerous countermeasures have been taken. In cyberspace, NATO
should take a leading role in the international community in terms of legislation
and legal regulation. Accordingly, the Alliance has established the Cooperative
Cyber Defence Centre of Excellence (CCDCOE) in Tallinn to strengthen cyber
defence capabilities. This centre serves as the main hub for cyber research and
strategic thinking facilitating not only advanced research but also the development
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of innovative cyber defence strategies. It also emphasizes doctrine development,
training and education to support interoperability and the exchange of best practices
among NATO members and partners. The centre has developed a comprehensive
guide to the rules and laws applicable to cyber warfare called the Tallinn Manual
(Pfannenstiel, Cox, 2024). Itisan academic document developed to provide a detailed
interpretation of how existing international laws apply to cyber conflicts. This treaty
would strengthen global security and allow NATO to more effectively defend against
Chinese threats. At the same time, NATO specialists benefit from numerous training
opportunities through participation in joint exercises and activities, organized by
the Alliance or in cooperation with other partners. For example, in 2023, more than
3,000 participants from 38 countries — including NATO Allies and partners — took
part in the annual Locked Shields exercise hosted by CCDCOE. This is the world’s
largest cyber defence exercise, which involved protecting information systems from
real-time attacks and simulating tactical and strategic decisions in critical situations
(NATO, 2023).

Such exercises are fundamental to enhancing cooperation and facilitating
the exchange of best practices, playing a key role in strengthening ties between
member nations. They create valuable opportunities for allies to test and improve
common procedures in simulated situations, thereby increasing the effectiveness
of responses in real crises. Moreover, these activities provide a new perspective on
the importance of civil-military cooperation. By involving civilian entities, including
universities and private sector research institutions, the exercises contribute not
only to improving cyber defence capabilities, but also to enhancing synergies
between civilian and military assets, a crucial factor in adapting to new technological
challenges and managing complex cyber threats.

In an increasingly technology-dependent global context, such initiatives are
vital for maintaining a strategic advantage in cyberspace. They not only strengthen
the individual capabilities of each member state, but also provide a solid basis for
effective collective defence. Exercises, together with other similar initiatives, also
play a very important role in deterring adversaries, enabling the Alliance to respond
promptly and cohesively to emerging threats and to protect critical infrastructure in
member states. These activities enhance NATO'’s ability to effectively anticipate and
counter potential attacks, thereby ensuring the security and stability of the region.

Another measure that NATO should apply would be to invest more in
equipment, in the development of emerging technologies, in the specialization
of personnel and in the development of cyber hygiene among the population,
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so as to counter the disruptive effect of offensive actions targeting the Alliance’s
security. NATO can also remain competitive in the field of cyber defence and
cyber security only through close cooperation with civilian, academic and private
institutions, and it is through this civil-military synergy that the Alliance will be
able to have a comprehensive response to cyber threats. Moreover, improving
information sharing and collaborative practices between member states through
the use of common platforms to share threat and vulnerability data in real time
is key.

Last but not least, cyber diplomacy can set international norms and rules
for behaviour in cyberspace, seeking to build a global agreement on prohibiting
disruptive practices that could harm critical data, networks and infrastructure
without remedy.

CONCLUSIONS

This study is not intended to be exhaustive research. Therefore, its approach is
limited to specific aspects of cyber security without fully exploring all the associated
geopolitical dimensions and multivalences. It represents a deliberate delimitation of
the scope and breadth of the analysis, focusing on specific contributions of existing
policy and scientific literature.

The limitations in this research consisted in the choice of only one alliance for
the study, which allowed for a detailed focus, but also restricted the generalizability
of the findings to other states or alliances. In addition, open-source materials on this
topic are often contradictory, sketchy and unclear. This methodological decision was
driven by the need for an in-depth analysis, which, despite its specificity, provides
a solid basis for further extrapolations and comparative research in the field of
cyber security. As a result, future research directions could include the analysis of
cyber activities and their impact on cyber security, both at EU and international
level. Therefore, for a proper understanding, cyber security requires a holistic
perspective that integrates and analyses its multiple dimensions and the interactions
between them.

The answer to the research question is not simple. Cyber security within an
alliance must be assessed from a multi-layered and comprehensive perspective. So
far, the People’s Republic of China has not challenged the North Atlantic Alliance;
however, its ambitions to dominate cyberspace loom as imminent challenges for
NATO. In order to better manage cyber incidents, various measures have been
proposed.

274 ROMANIAN MILITARY THINKING INTERNATIONAL CONFERENCE

The People’s Republic of China and the Threats to NATO’s Cyber Security

Finally, NATO must take a comprehensive approach to the PRC’s cyber threats
by investing in emerging technologies, strengthening cooperation with civilian and
military partners, and educating cyber specialists. Also, through joint exercises
and cyber diplomacy, NATO can contribute to the development of an international
framework to promote responsible behaviour in cyberspace. The Alliance’s response
must be one based on prevention, deterrence and cooperation to preserve stability
and security in an increasingly contested area.
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