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The identification, analysis and management of security risks is a real challenge for any 
state, especially in the current geostrategic context. All of them belong to the risk management 
process and cannot be left to assumptions, but require a specialized approach by people with 
expertise in the field. No developed state can afford to leave security risks to chance, because 
it can cost its very existence as a sovereign and independent state.

In the current security environment, the lack of a correct risk analysis can lead to a weakening 
of the administrative capacity to respond to new forms of regional or international security 
threats. In its absence, the state will not be able to take appropriate measures and will not be 
able to take the necessary actions to protect its interests in the face of vulnerabilities of any 
type. A careful and in-depth analysis can facilitate the reduction of exposure to different types 
of risk, resulting in minimizing the negative effects determined by the possible manifestation 
of the identified security risks. However, risk identification is only a primordial stage in the 
complex process of risk management.
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INTRODUCTION
Why Security Risk Management? Security risk management is a topic 

extensively addressed and debated both in the media and official documents, 
ranging from Romania’s National Defence Strategy to various risk registers within 
public organizations. At times, it may seem overly discussed or even insignificant. 
However, we believe otherwise. On the contrary, improperly managed security risks 
lead to organizational decline and, on a larger scale, to the administrative decline of 
a country, causing a decrease in credit ratings, economic performance, and, in some 
cases, creating hard-to-repair security breaches.

Even though this subject is widely discussed, debated, and written about, we 
question whether these risks are managed scientifically within Romania’s public 
entities or if the process is mostly formalism, relying on opinions and assumptions 
without a solid scientific foundation. It would be intriguing to determine how much 
of the approach is based on science versus formalism. It would be a significant 
challenge and difficult to ascertain.

Public entities collectively form the administrative system of the state – its 
organism. Administrative capacity can be compared to the body’s functioning.  
Good administrative capacity thus reflects a healthy organism. Just as we strengthen 
the immune system for colder seasons, enhancing administrative capacity must be 
a priority for any state seeking to counter threats or vulnerabilities to its security.

But how can this be achieved for security risks? What mechanisms and measures 
ensure the proper functioning of the risk management process in this context?  
To answer these questions, we have conducted an analysis of documents from 
other NATO member states to gain an overview of how they manage security risks. 
We believe that, by adopting examples already implemented in more developed 
countries and systematically applying them, an organizational culture in this area 
can be developed.
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RISK ANALYSIS IN MOST IMPORTANT NATIONAL DOCUMENTS
Unsurprisingly, this aspect of administrative capacity of managing risks closely tied 

to public finance management, is identified as a primary vulnerability in Romania’s 
National Defence Strategy for 2020-2024: “The capacity of state institutions to 
evaluate and mitigate the impact of risks and threats is limited by the persistence 
of vulnerabilities in the allocation and management of public funds, as well as 
in accessing European funds (including those under the 2021-2027 Multiannual 
Financial Framework); the regulation and organization of essential sectors such 
as health and education; the development and implementation of public policies.” 
(National Defence Strategy, 2020, p. 29). Interestingly, this document acknowledges 
a limited administrative capacity to manage risks due to these vulnerabilities.

Returning to this aspect, for good risk management, a scientific and professional 
approach is needed, as well as promptness in determining them. As outlined in 
the National Defence Strategy for 2020-2024, Romania faces various security risks, 
including: “1. The so-called illiberal temptation; 2. The evolution of the Republic of 
Moldova represents a risk, due to the prospect of counterbalancing the European 
orientation; 3. The indefinite stagnation of EU enlargement in the Western Balkans; 
4. Risks to EU and NATO states from the south; 5. The increasing fragmentation of 
the international order and the decline of multilateralism; 6. The absence of real 
multiannual budgetary planning; 7. The persistence of inadequate infrastructure, a 
deficit in specialized resources, and underfunding; 8. Illegitimate actions undertaken 
by interest groups; 9. Ongoing dysfunctions in the organization of major public 
systems (health, education, and social assistance); 10. Intensification of Islamist-
jihadist propaganda; 11. The accentuation of demographic decline; 12. Economic 
challenges, perpetuation of the shadow economy and corruption; 13. Difficulties in 
managing European funds; 14. The risk of losing cultural heritage; 15. Organized 
crime groups; 16. Extremist actions; 17. The use of new technologies; 18. Dependence 
on a limited number of technology providers for communication services; 19. The 
risk of triggering an interstate armed conflict remains low, but the risk of adapting 
hybrid offensive operations is looming”. (Ib., p. 27).

Many of the mentioned aspects can be considered risks according to the 
theoretical definition, uncertain events likely to occur in the future. However, 
others are no longer risks, but unresolved problems or manifested risks, which were 
once in the category of risks, but were not managed well enough to not manifest, 
such as: “Persistence of poor infrastructure, shortage of specialized resources  
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and underfunding; Absence of real multiannual budgetary planning; Accentuation 
of demographic decline”. (Ib.).

According to the same document, Romania also faces additional “sources of 
risks”, which are represented by:

	• “Re-evaluation of arms control regimes, rising defence budgets, and 
accelerated development of military capabilities by state actors;

	• Volatility in the security situation in the Western Balkans, along with 
unresolved conflict hotspots in the broader Black Sea region and limited 
prospects for resolving frozen conflicts in the region, compounded by a lack 
of transparency regarding Russian weaponry stationed in the separatist 
Transnistrian region and prolonged security crises in eastern Ukraine, 
triggered by the illegal annexation of Crimea;

	• Phenomena with low probability but with major impact: low-intensity 
military confrontations, but persistent over time; massive influx of migrants; 
ecological disasters, natural catastrophes; aggressions against the quality 
of environmental factors or other calamities.” (Ib.).

Another important national document referencing security risks is the Military 
Strategy of Romania. We believe that it should address risk management aspects. 
If significant risks are not included, likely due to public policy decisions we cannot 
analyse here, such omissions are noteworthy. For instance, in Chapter I – Risks and 
Military Threats to Romania’s Security (Military Strategy of Romania, 2021, p. 7), 
while the title mentions “risks”, no specific risks are described. Instead, the causes 
that could generate risks and the geopolitical context are described! The latter 
represent, from a scientific point of view related to risk management, the aspects 
that must be taken into account in identifying a risk. From the text, we can infer the 
possibility of a low-probability armed conflict on Romanian territory, but no more 
than that!
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Image 1: Risks and threats of a military nature to Romania’s security 
(Military Strategy of Romania, ib.)

Continuing with Romania’s important documents, we find the White Paper 
on Defence1, which, according to the Defence Planning Law no. 203/2015, is the 
departmental-level defence planning document aimed at fulfilling the provisions of 
the National Defence Strategy and implementing the defence objectives established 
by the Government Program. The White Paper is developed by the Ministry of 
National Defence, endorsed by the Government of Romania, approved by the 
Supreme Council of National Defence, and adopted by Parliament, as stipulated 
by law, for a four-year horizon. In this document, we find, on page 12, the section 
on Risks and Threats. Upon closer analysis, we can observe that the main risks and 
threats, as well as their causes, are not clearly delineated. There is mention of the 
risk of a major conflict, which, in 2021, was categorized as a low-level risk – meaning 
the probability of such a conflict was considered minimal. We can also deduce the 
potential occurrence of cyberattacks, identified as possible threats, but there is no 
identification of potential risks in this area.

1	 Hotărârea nr. 28 din 11 mai 2021 a Parlamentului României, pentru aprobarea Cartei Albe a Apărării/Romanian 
Parliament Decision no. 28 on 11 May 2021 to adopt the White Paper on Defence, published in the Official 
Gazette of Romania, Part I, no. 499/13 May 2021.
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As we now know, an armed conflict of uncertain duration is currently unfolding 
near Romania: “On 24 February 2022, Russia invaded Ukraine, escalating the 
Russo-Ukrainian war that began in 2014. The invasion, the largest conflict in Europe 
since World War II, has caused hundreds of thousands of military casualties and 
tens of thousands of Ukrainian civilian casualties. By 2024, Russian forces occupied 
approximately 20% of Ukraine’s territory. Out of a population of 41 million, about 8 
million Ukrainians were internally displaced, and over 8.2 million left the country by 
April 2023, creating the largest refugee crisis in Europe since World War II”2.

In the previously mentioned documents, we observe inconsistencies in 
the description of risks and cannot identify a clear separation between risks, 
vulnerabilities, and threats. This simple textual analysis reveals a beginner-level 
approach to risk management, which, we believe, will not create future opportunities 
but rather vulnerabilities. This is precisely why we believe it is necessary to develop 
an organizational culture within public entities, especially in those belonging to the 
National Security System, that employs advanced risk management practices.

In this context, the examples from other countries that have been utilizing this 
process for a long time can serve as valuable resources. For illustration, we will 
mention diverse approaches found in the national documents of the United States of 
America and the United Kingdom. The snapshots from these documents, identified 
online, are considered representative and necessary to present for understanding 
the importance these countries place on risk management.

RISK MANAGEMENT IN DOCUMENTS  
FROM OTHER NATO MEMBER STATES – USA AND UK
The US National Defense Strategy 2022 (National Defense Strategy, 2022) 

contains an entire chapter – Chapter IX, page 22 of the introductory section – 
dedicated to risk management (Risk management/https://media.defense.gov/2022/
Oct/27/2003103845/-1/-1/1/2022-NATIONAL-DEFENSE-STRATEGY-NPR-MDR.PDF). 
It highlights the importance of managing all types of risks and acknowledges the 
possibility of sometimes failing to identify all risks, which could lead to financial 
efforts being misdirected if risks are not correctly identified. Although not all risks 
are enumerated (as it is expected since they are the subject of more detailed 
documents, not the strategy itself), a few key risks are identified that would pose a 
real danger if intensified. The content emphasizes risks in the areas of cybersecurity 
and nuclear weapons (Ib.). We also observe the use of specific scientific terms 

2	 Invazia Rusiei în Ucraina (2022–prezent)/Russia’s invasion of Ukraine (2022-present), https://ro.wikipedia.org/
wiki/Invazia_Rusiei_%C3%AEn_Ucraina_(2022%E2%80%93prezent), retrieved on 5 September 2024.
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related to risk management, such as “escalation risk” (which occurs when a certain 
threshold is reached, either based on a time interval or another risk condition, thus 
requiring higher attention – for example, a risk left untreated for more than two 
fiscal periods might be flagged for additional controls. Another condition might 
arise if monitoring reveals that the risk exposure rating is expected to significantly 
exceed initial estimates (https://csrc.nist.gov/glossary/term/risk_escalation) and 
“risk mitigation (the prioritization, evaluation, and implementation of appropriate 
controls/countermeasures recommended in the risk management process to reduce 
the impact of a risk” (https://csrc.nist.gov/glossary/term/risk_mitigation).

Thus, it can be deduced that a comprehensive analysis was conducted prior to 
risk identification, and medium- and long-term measures were certainly proposed 
and outlined for managing these risks.

For a practical example of how risk identification is performed in other 
countries, we have chosen the United Kingdom model, which we consider very 
well-applied and organized. In the UK, at the governmental level, there is a 
public National Risk Register of Security Risks reflecting the National Security Risk 
Assessment (NSRA) (https://access-national-risk-register.service.cabinetoffice.gov.
uk/risk-methodology). Also, on the governmental webpage, we find details on the 
identification process and can observe the teamwork behind this process.

HOW RISKS ARE IDENTIFIED AND EVALUATED  
FOR INCLUSION IN THE UK RISK REGISTER 
First, risks are identified for inclusion in the NSRA through consultation with a 

broad range of experts from UK government departments, devolved administrations, 
the governmental scientific community, and external partners (such as partner 
agencies, academic institutions, and industry). Impact and probability assessments 
are conducted by specialized departments for each identified risk within their area 
of responsibility.

The next step is their classification through evaluation as “reasonable worst-case 
scenarios”. These scenarios represent the most incorrect plausible manifestation of 
a specific risk (once highly unlikely variations are eliminated), enabling specialized 
entities to engage in proportional planning. Scenarios for each risk were developed 
in consultation with experts, with data collected from a wide range of sources.

The NSRA does not aim to capture every risk the UK might face. Instead, it 
seeks to identify a representative range of risks. The National Risk Register (NRR) 
is the public-facing version, essentially a snapshot of the NSRA, representing the 
government’s assessment of the most severe risks facing the UK.
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Not all risks are included in the register, only those that meet a certain “tolerance 
threshold”, meaning those that could have a serious impact on the UK’s safety, 
security, and/or critical infrastructures at the national level. The register includes 
89 risks across nine risk themes – although many risks could be classified under 
multiple themes. These themes are: terrorism, cyber risks, state threats, geographic 
and diplomatic risks, accidents and system failures, natural and environmental risks, 
human, animal, and plant health risks, societal risks, and conflicts and instability.

The register presents the probability and impact of each risk, following a 
rigorous and well-tested methodology. 

Risks can manifest in various ways, with varying levels of severity. To ensure the 
UK is prepared for a wide range of scenarios, the NRR establishes a “reasonable 
worst-case scenario” for each risk. It enables planning for all possible scenarios. 
Additionally, the register includes information on the capacities required for 
emergency response and recovery methods should a risk materialize.

Image 2: The UK National Risk Register 
(https://access-national-risk-register.service.cabinetoffice.gov.uk/, retrieved on 9 September 2024)
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For example, we will present the probability and impact identified for a risk 
in the register, as well as how to frame the probability and impact according to 
different possible scenarios, subsequently leading to gradual measures depending 
on the resulting exposure.

Image 3: How to determine likelihood and impact 
(Geographic and diplomatic, https://access-national-risk-register.service.cabinetoffice.gov.uk/risk-themes/

geographic-and-diplomatic, retrieved on 9 September 2024)

Image 4: Exposure to the risk “Disruption of Russian gas supplies to Europe” presented in the matrix used 
(https://access-national-risk-register.service.cabinetoffice.gov.uk, retrieved on 11 September 2024)
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Image 5: Scenario and management of the materialization of the risk in Image 4 
(Disruption of Russian gas supplies to Europe, https://access-national-risk-register.service.cabinetoffice.gov.uk, 

retrieved on 11 September 2024)

In the same platform created for the risk register, we find a grouping of risks 
identified by themes and a brief description of the management of each risk, 
depending on a possible scenario, with very easy access to the presentation of each 
risk, on the page called “Risk Management”3.

IDENTIFICATION, ANALYSIS, AND MANAGEMENT  
OF SECURITY RISKS – A TRUE CHALLENGE
National security risks must be analysed and managed with the utmost care. 

It is every state’s responsibility to issue coherent public policies that enable the 
creation of a strong state administration capable of handling various processes, 
whether simple or complex. Public entities within the national security system must 
receive increased attention and be allocated the necessary resources to effectively 
manage security risks. Primarily, human resources make the difference. Competent 
human resources always add value to any organization; however, they are the most 
challenging to attract, especially in the current economic context.

3	 “Risk Management” page in Risk Assessments (cabinetoffice.gov.uk), retrieved on 11 September 2024.
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Image 6: How to access risks by topic and related scenarios 

(Risk scenario, https://access-national-risk-register.service.cabinetoffice.gov.uk/risk-assessments, 

retrieved on 14 September 2024)
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The primary goal is to maintain a strong and democratic state. In the risk 
management process, the correct identification of risks is crucial. We cannot proceed 
to analyse and manage risks with concrete and coherent measures unless we first 
succeed in correctly identifying them. According to specialists in the field, risks can 
be most easily identified through the cause-risk-effect formulation (Mulcahy, 2010, 
pp. 70-77). To pinpoint the cause(s), several techniques are recommended, the 
most commonly used being the question: What if?

Risk always pertains to the future, which is why it requires information resources, 
data connections, and complex analyses for accurate identification. Identified risks 
are not uncovered through revelations or premonitions but through thorough 
research.

It is also crucial to have constant resources that can be relied upon at any 
moment for risk identification. The stability of resources is essential; otherwise, the 
entire risk management process could be jeopardized.

In professional terminology, risks are defined as uncertain events that can 
positively or negatively impact objectives, projects etc. For this reason, risk 
management involves minimizing the consequences of negative events (threats) 
and maximizing the outcomes of potential positive events (opportunities) (Mulcahy, 
p. 3).

In any case, a risk exists when the percentage of certainty is far below 100% – 
otherwise, it becomes a fact or a problem, not a risk.

The risk management process itself involves a series of sub-processes. According 
to Rita Mulcahy, they can be summarized into seven:

1. Establishing institutional rules and policies for risk management or Risk 
Management Planning (It entails setting up the type of matrix to be used, defining 
the structure of the risk register and other necessary documents. Examples  
of methodologies and document templates can be found in Order no. M.100/ 
13 May 2019, issued by the Minister of National Defence, approving the 
Methodological Norms for the internal managerial control system within the 
Ministry of National Defence, published in the Official Gazette no. 456/6 June 2019). 
This sub-process encompasses several key activities, illustrated in Figure 1:

2. Identification of risks through specific techniques, which we find described in 
the international standard SR EN 31010/2019 – Risk management. Risk assessment 
techniques, as well as in the specialized literature. This sub-process entails a series 
of main activities, presented in figure 2.
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Figure 1: Establishing work rules and policies at the institutional level 
(authors’ design)

3. Qualitative risk analysis which involves establishing a hierarchy of risks 
based on the estimated level of probability and impact. The main activities of this 
sub-process would be:

4. Quantitative risk analysis, a sub-process that involves a numerical analysis of 
the financial impact of risks. The main activities involved would be:

5. Developing the risk response plan, a sub-process that mainly involves 
establishing coherent and concrete measures to respond to the possible 
manifestation of risks. The main activities include:

6. Effective implementation of risk response measures, a complex sub-process 
that involves multiple activities to put into practice the measures established in 
response with allocated resources. The main activities are:

7. Risk monitoring and risk control, a sub-process that involves maintaining 
a state of vigilance and carefully monitoring any variations that could change the 
characteristics of a risk.
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Figure 2: Risk identification (authors’ design)

Figure 3: Qualitative risk analysis (authors’ design)
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Figure 4: Quantitative risk analysis (authors’ design)

Figure 5: Developing a risk response plan (authors’ design)
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Figure 6: Effective implementation of risk response measures (authors’ design)

Figure 7: Risk monitoring and risk control (authors’ design)

Each security risk, once identified, must go through all the necessary  
sub-processes to be considered and properly managed. Allocating access to 
multiple types of resources is a real challenge and must be prioritized not only  
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for identifying security risks but also for analysing and managing them.  
The complexity of this process requires teamwork and constant communication 
between the actors involved.

CONCLUSIONS
Risk management is the complex process of identifying, evaluating, and 

managing risks of all kinds, including security risks. Security risks arise from a 
variety of sources, such as financial uncertainties, technological issues, strategic 
management errors, accidents, and natural disasters, among others.

The safety of a country lies in its ability to respond to the potential manifestations 
of identified security risks. For this reason, we believe that continuous preparation 
through plans, projects, and strategies is a vital necessity for the public administration 
of any country.

A well-structured risk management program helps to account for the full 
spectrum of risks a country might face and is implemented in all developed nations 
around the world. Such programs aid in identifying complex processes that require 
attention in order to prepare, in advance, the most appropriate response to risks.

Today, more than ever, thanks to the internet, the media, and rapid mobility 
between states, a risk manifested in one country can easily manifest shortly 
thereafter in another. For example, risks related to public health issues such as 
various diseases, or cybersecurity risks. It makes professional risk management all 
the more necessary and desirable. Risk management is directly influenced by the 
professionalism of human resources. Human resources should be the number one 
priority of any nation.

The implementation of clear and consistent policies promoting proper risk 
management is an essential step toward creating a cohesive approach to national 
security. Establishing and sustaining a risk management culture requires continuous 
commitment and support. The development of risk management capabilities 
demands time, resources, training, and ongoing support from top-level managers, 
adhering to the much-cited principle of the “Tone of the Top”4.

The examples and analyses presented in this text provide a practical 
demonstration of the necessity and benefits of prioritizing security risk 
management. Risk management plays a crucial role in achieving the objectives 
of entities of any kind and aids in identifying risks that may sometimes present 

4	 The first ingredient in a world-class ethics and compliance program Tone at the Top, https://www2.deloitte.
com/us/en/pages/risk/articles/tone-at-the-top-the-first-ingredient-in-a-world-class-ethics-and-compliance-
program.html, retrieved on 17 September 2024.
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opportunities. International standards in the field ensure the use of a universally 
accepted terminology.

There are numerous benefits to utilizing this process, such as: preparing in 
advance for potential adverse events and/or opportunities, making well-informed, 
strategic decisions. Top managers of any organization must constantly take into 
account potential risks that could impact their established objectives.

The consequences of poor risk management in public administration will directly 
affect the responsiveness of state entities. These consequences can sometimes be 
disastrous, leading to the failure of projects, strategies, or actions.
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