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The Russia-Ukraine war has demonstrated the increasing importance of unmanned aerial
vehicles (UAVs), commonly known as drones, in modern warfare. Drones have been pivotal in
reconnaissance, surveillance, targeting, and direct strikes, altering the tactical and strategic
landscape of the conflict. This paper examines the types of drones used by both Russia and
Ukraine, their operational roles, technological advancements, and the implications for future
warfare. The use of drones in the war illustrates both their capabilities and vulnerabilities,
providing lessons for military strategists and policymakers worldwide. The incidents of
drones dropping in Romanian territory during the Russia-Ukraine war highlight the complex
and often unpredictable nature of modern warfare, where technology, geography and
geopolitics intersect in challenging ways. These incidents underscore the risks of escalation
and miscalculation in a conflict that already threatens regional and global security.
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INTRODUCTION

Since the Russian invasion of Ukraine in February 2022, the conflict has involved
various military tactics and technologies, including the extensive use of drones for
surveillance, reconnaissance, and attack. Both Russia and Ukraine have deployed
a wide range of unmanned aerial vehicles (UAVs) to achieve tactical and strategic
objectives, such as gathering intelligence, targeting enemy positions, and delivering
payloads. The use of drones has become a crucial element of modern warfare due
to their cost-effectiveness, versatility, and ability to operate in contested airspace
without risking human life.

Drones have emerged as crucial tools in contemporary warfare, offering
unique advantages in terms of surveillance, reconnaissance, and targeted attacks.
The ongoing conflict between Russia and Ukraine has underscored the growing
significance of drones in both offensive and defensive operations. Since the
beginning of the conflict in 2014, drones have played an increasingly prominent
role, with both sides deploying a variety of UAVs for different tactical purposes.
This paper explores the use of drones in the Russia-Ukraine war, highlighting
their strategic impact, operational roles, and the broader implications for military
operations (figure 1).

Figure 1: Map of Ukraine indicating areas of drone operations and major battles, 9 September 2024
(https://liveuamap.com)
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TYPES OF DRONES USED BY RUSSIA AND UKRAINE

Ukrainian Drones

Ukraine has utilized a range of drones for surveillance, reconnaissance, and

strike missions, mentioned in table 1.

Table 1: Drones used by Ukraine (Sotoudehfar, Sarkin, 2024)

Drone Made in Type Function

Bayraktar (TB2) Turkey Military ISR, Targeting, Strike missions

Phoenix Ghost USA Military Loitering munitions, Surveillance

WB Group Warmate Poland Military ISR, Loitering

RAM I Ukraine Military Loitering

Spectator-M1 Ukraine Military Reconnaissance, Search, Rescue

UJ-22 Airborne Ukraine Military Intelligence, Search, Rescue

Punisher Ukraine Military Strike military targets

Leleka-100 (stork) Ukraine Military & Commercial Reconnaissance,
Surveillance, Target acquisition

Athlon Avia A1-CM Ukraine Military Reconnaissance, Surveillance

Furia

R18 Ukraine Military Surveillance, Search, Delivery of
cargo, Inflicting damage

Autel Evo Il China Commercial Photography, Videography,
Inspection, Mapping

DJI Mavic Series China Commercial Photography, Videography,
Search, Rescue

Golden Eagle USA Commercial Surveillance

Skydio X2 USA Commercial Search, Inspection, Rescue
Mapping

PD-1 (People’s Ukraine Military Reconnaissance, Monitoring,

Drone) Anti-jamming

WB FlyEye Poland Military Unknown

Quantum System Germany Commercial ISR

Vector

RQ-20 Puma USA Military ISR

Tupolev Tu-143 Reis | Former Soviet | Military Reconnaissance, Surveillance

Union AeroVironment Quantix Inspection
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Drone Made in Type Function
Mini-Bayraktar Turkey Military Reconnaissance, Surveillance
Switchblade 300 USA Military Reconnaissance, surveillance,

Target acquisition, Loitering
Switchblade 600 USA Military Loitering munition

Notable among them is the Turkish-made Bayraktar TB2, a medium-altitude,
long-endurance (MALE) drone capable of both surveillance and precision strikes.
The Bayraktar TB2 (table 2 and figure 2) has been highly effective in targeting
Russian armoured vehicles, artillery, and supply lines, earning it a reputation as a
“game-changer” in the conflict (Kamp, 2022).

Table 2: Bayraktar Technical Specifications (https://baykartech.com/en/uav/bayraktar-tb2/)

Fully Automatic Operational 16.000 Payload - 4 Laser
Navigation and Route - Maximum -22.000 feet | Munitions | Guided Smart
Tracking Feature Altitude Ammunition
Precise Auto Take- Payload 145 kg Engine 100 hp
off and Landing with Capacity (Gasoline)
Built-in Sensor Fusion
Fully Automatic Taxi Travel - 70 knot - 120 | Endurance 20+ hours
and Parking Feature Maximum KTAS
Speed
Semi-Autonomous Take Off/ Autonomous Length 6.5m
Flight Modes Support | Landing/Cruise/
Taxi
Fault Tolerant and 3 MTOW 700 kg Payload - Switchable
Redundant Sensor ISR EO/IR/LD or
Fusion Application Multi-Purpose
AESA Radar
Cross Redundant YKI Height 2.2m
System
Unique Redundant Wingspan 12m
Servo Actuator Units
Unique Redundant | Communication | LOS & BLOS
Lithium-Based Battery Range
Units
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Figure 2: Bayraktar TB2 Drone
(https://baykartech.com/en/uav/bayraktar-th2/)

Ukraine has also developed its indigenous UAV capabilities. The PD-1 and PD-2
drones, produced by the Ukrainian company Ukrspecsystems, have been used for
both surveillance and artillery spotting missions. These drones are relatively small,
making them harder to detect and intercept by enemy air defences.

Russian Drones

Russia has deployed a diverse array of UAVs in its military operations against
Ukraine as it can be seen in table 3.

Table 3: Drones used by Russia (Sotoudehfar, Sarkin, ib.)

Drone Made in Type Function

Zala Russia Military ISR, Kamikaze

Shahed136 Iran Military Kamikaze

(Geran-2)

Mohajer 6 Iran Military ISR, Air to ground strike

Orlan-10 Russia Military ISR, Jamming

Orion Russia Military ISR, TA, Battle damage assessment
KBLA-IVT Russia Military Aerial target, Reconnaissance
Forpost Russia Military ISR

Zala Russia Military ISR

Granat-4 Russia Russia Military ISR

Orlan-30 Russia Military Reconnaissance, Surveillance

E95 (E95M) Russia Military Aerial target, Reconnaissance
Zastava Russia & Israel | Military Reconnaissance

Tachyon Russia Military Reconnaissance

Eleron-3 Russia Commercial Reconnaissance
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They include the Orlan-10, a versatile reconnaissance drone, and the ZALA
Aero, designed for electronic warfare and intelligence gathering. The Orlan-10, in
particular, has been widely used for directing artillery fire and gathering intelligence
on Ukrainian positions (Komarov, 2023).

The Orlan-10 complex consists of unmanned aerial vehicles, launch and recovery
systems, ground control segment, and swappable payloads. The UAV features
modular design with high-wing configuration, while its tail section comprises a
tailplane and a vertical stabiliser. It has a wingspan of 3.1 m and its aerodynamic
fuselageis 2-m long. The empty weight and maximum take-off weights of the UAV are
12.5 kg and 16.5 kg respectively (figure 3). The drone is launched using a collapsible
catapult and recovered using a parachute landing system. The UAV’s modular design
is provided with several interchangeable payloads allowing for increased mission
flexibility. It carries a day-light camera, a thermal imaging camera, a video camera
and a radio transmitter in a gyro-stabilised camera pod that is fitted under the
fuselage. The cameras provide real-time intelligence, 3D maps, surveillance, and
aerial reconnaissance of ground-based targets. The imagery, video and other sensor
data collected by the payloads are transmitted to the ground control station in
real-time, through a data link using 3G/4G cellular networks. The Orlan-10 is fitted
with electronic warfare capability and can differentiate between friendly and enemy
means of transmitting information. It can mount interference transmitters and set
up zones for cellular jamming. Russia’s drone arsenal also includes the Forpost,
a license-produced version of the lIsraeli Searcher Il, which has been used for
long-range reconnaissance missions. Moreover, Russia has integrated the use of
loitering munitions, such as the Lancet and KUB-BLA, to conduct precision strikes
against Ukrainian targets (TASS, 2023).

Figure 3: Orlan 10 Drone
(https://www.airforce-technology.com/projects/orlan-10-unmanned-aerial-vehicle-uav/?cf-view)
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Russian forces have deployed various types of drones (unmanned aerial
vehicles or UAVs) in their military operations in Ukraine. These drones serve
multiple purposes, including surveillance, reconnaissance, electronic warfare, and
direct attacks. The most commonly used Russian drones in the conflict include:

e Orlan-10: A versatile, medium-range drone primarily used for
reconnaissance, surveillance, and electronic warfare. The Orlan-10 can
fly at altitudes of up to 5,000 meters and has an operational range of
about 120 kilometres. It is equipped with cameras, infrared sensors, and
communication jammers, making it valuable for gathering intelligence and
disrupting enemy communications.

e Shahed-136 (Geran-2): While of Iranian origin, the Shahed-136 has been
heavily used by Russian forces under the local designation Geran-2.
This loitering munition, or “kamikaze” drone, is designed to dive into its
target with a payload of explosives, making it a potent tool for attacking
fixed positions, infrastructure, and enemy concentrations.

e Forpost: A medium-altitude, long-endurance UAV, based on the Israeli
IAl Searcher I, the Forpost is employed for both surveillance and combat
missions and can carry various payloads, including cameras and electronic
warfare equipment. It is capable of flying for up to 17 hours, providing
extended operational capacity for Russian forces.

e Eleron-3: A lightweight, short-range drone used for tactical reconnaissance.
The Eleron-3 is launched by hand or from a catapult and is used for close-
range missions to provide real-time intelligence to ground units.

e ZALA Lancet: Another loitering munition, the ZALA Lancet, is a small, fast,
and relatively inexpensive drone capable of hitting both stationary and
moving targets. It has been used for precision strikes against specific targets,
such as vehicles and artillery positions.

These drones have been deployed in various capacities throughout the conflict,
contributing significantly to Russian operations along Ukraine’s southern and
eastern fronts, including areas near the Romanian border.
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Drones have been extensively used for surveillance and reconnaissance by both
sides. The ability to gather real-time intelligence and monitor enemy movements has
been crucial in a conflict characterized by rapid changes on the ground. Ukrainian
forces have used drones to identify and locate Russian troops and artillery positions,
enabling more accurate targeting by artillery and ground forces (Bender, 2022).

Similarly, Russian drones have played a vital role in gathering intelligence
on Ukrainian defences, spotting for artillery, and assessing the impact of strikes.
The use of drones for continuous surveillance has allowed both sides to maintain
a persistent “eye in the sky”, enhancing situational awareness and battlefield
transparency (Carroll, 2022).

Targeting and Precision Strikes

Drones have also been employed for direct strikes, especially by Ukrainian
forces using Bayraktar TB2s to target Russian tanks, artillery, and logistics. Videos
released by the Ukrainian Ministry of Defence have shown numerous successful
strikes against Russian convoys and positions, demonstrating the effectiveness of
drones in degrading the enemy’s combat capabilities (Kyiv Independent, 2023)
(Figure 4).

Figure 4: A drone equipped with an incendiary mixture captured the edge of the woods
and began burning it meter by meter (Schcherbak, 2024)

On the Russian side, loitering munitions, such as the Lancet, have been used
to target Ukrainian artillery and air defence systems. These drones, also known as
“kamikaze drones”, can loiter over a target area and strike when an opportunity
presents itself, adding a new dimension to precision warfare (Defense Express,
2023).
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FACTORS INFLUENCING DRONE EFFECTIVENESS IN THE WAR
Technological Advancements

Technological advancements have greatly enhanced the capabilities of drones
used in the conflict. Drones such as the Bayraktar TB2 are equipped with advanced
sensors, cameras, and precision-guided munitions, allowing them to strike targets
with high accuracy. Electronic warfare capabilities, such as jamming and spoofing,
have also been used to protect drones from enemy air defences (Grossman, 2022).

Countermeasures and Vulnerabilities

Despitetheireffectiveness, dronesare notinvulnerable. Bothsides have deployed
various countermeasures, including electronic warfare systems, anti-aircraft guns,
and surface-to-air missiles, to neutralize enemy drones. In several instances,
Ukrainian and Russian drones have been shot down or jammed, highlighting the
challenges and vulnerabilities associated with drone warfare (Roblin, 2022).

Tactical and Strategic Impact

The tactical and strategic impact of drones in the Russia-Ukraine war has been
significant. Drones have provided both sides with real-time intelligence, improved
targeting accuracy, and the ability to conduct precision strikes with minimal risk to
personnel. The psychological impact of drone strikes on both military personnel and
civilian populations cannot be underestimated, as drones have become symbols of
persistent surveillance and sudden, unpredictable attacks (Bachmann, 2022).

In the context of International Humanitarian Law (IHL), it is not solely the drones’
technology itself, but rather the combination of unmanned systems and their
advanced capabilities that make them a critical issue for IHL. The autonomy and
precision of drones, along with their ability to conduct surveillance and strike with
reduced or no human intervention, introduce unique challenges for international
law. Drones possess a level of autonomy that differentiates them from traditional
weaponry.

REGIONS IN UKRAINE NEAR ROMANIA ATTACKED
BY RUSSIAN FORCES

Several Ukrainian regions near the Romanian border have been subjected to
Russian drone and missile attacks since the beginning of the war. The following
regions are particularly relevant due to their proximity to Romania:

e a. Odesa Oblast: Located along the Black Sea coast, Odesa is a crucial
port region for Ukraine. Russian forces have frequently targeted Odesa
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Ukrainian logistics and supply lines and damage critical infrastructure,
including grain storage facilities and ports.

e b. Vinnytsia Oblast: This region, while not directly on the Romanian border,
is relatively close and has seen sporadic Russian missile and drone strikes.
The strikes have targeted military facilities, transportation infrastructure,
and civilian areas, leading to significant damage and casualties.

e c. Chernivtsi Oblast: While Chernivtsi is not a primary target of the war, its
proximity to Romania makes it a potential area of concern. As of now, it has
not experienced direct attacks, but the presence of military activity nearby
has heightened the region’s alert status.

e d. Zakarpattia Oblast: Like Chernivtsi, Zakarpattia has remained relatively
unscathed by direct attacks. However, its strategic location along the
Ukrainian border with Romania and other NATO members means any
spillover of conflict could have significant implications.

Specific Incidents of Drone Parts Dropping in Romania

The ongoing conflict between Russia and Ukraine has not only profoundly
affected the countries directly involved but has also sent shockwaves across the
region, particularly in Eastern Europe. A recent and concerning development in this
conflict has been the unintentional dropping of drones in Romanian territory. As a
member of the North Atlantic Treaty Organization (NATO) and the European Union,
Romania’s involvement adds a complex layer to the already tense geopolitical
situation. This paper examines the circumstances surrounding the drones that have
been dropping in Romania, the potential causes and motivations behind these
incidents, the broader geopolitical implications, and the challenges they present to
regional security and international relations.

There have been several reported incidents where parts of Russian drones have
dropped or been discovered in Romanian territory, raising concerns about potential
escalation:

e First Incident: September 2023: The first significant incident occurred in
early September 2023, when Romanian authorities discovered debris from
a drone near the village of Plauru, close to the Danube River. The drone was
identified as a part of a Russian Shahed-136 (Geran-2) loitering munition.
This incident coincided with intensified Russian attacks on Ukrainian ports
along the Danube, particularly near Izmail and Reni, which are very close to

the Romanian border.
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e Second Incident: Mid-September 2023: Another incident occurred in

mid-September when additional drone debris was found near the village
of Ceatalchioi, in the Tulcea region of Romania. The debris was linked
to a Russian drone attack on Ukrainian infrastructure along the Danube
River. Romanian officials expressed serious concern over these findings, as
they represented a potential threat to Romanian territorial integrity and
NATO'’s security.

Subsequent Incidents: October and November 2023: Further incidents were
reported in October and November 2023, where Romanian authorities
discovered additional parts of Russian drones in areas near the Ukrainian
border. The Romanian government, in collaboration with NATO, initiated
investigations to determine the cause and intent of these incidents, but
the findings remained inconclusive as to whether they were accidental or
deliberate provocations.

Russian Attacks Near the Romanian Border: Frequency and Impact

Russian forces have launched numerous drone and missile attacks on Ukrainian

targets near the Romanian border. The most significant attacks occurred during the

following periods, reported by the international media:

514

e August 2023: Russian forces began increasing drone and missile attacks

on Ukrainian ports along the Danube River, particularly targeting the ports
of Izmail and Reni. These attacks aimed to disrupt Ukraine’s grain exports
following the collapse of the Black Sea Grain Initiative, which had allowed
Ukrainian grain to reach international markets.

September 2023: Attacks continued throughout September, with multiple
strikes reported near the Danube ports. During that period, parts of drones
used in these attacks were discovered on Romanian soil, suggesting that
some drones may have overshot their targets or been downed by Ukrainian
air defences, drifting into Romanian territory.

October-November 2023: The frequency of attacks remained high,
with ongoing strikes against Ukrainian infrastructure along the Danube.
The attacks caused significant damage to port facilities, grain silos, and
energy infrastructure, prompting continued concerns about the security of

Romanian airspace and the potential for further spillover incidents.
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The Romanian media has reported the following incidents related to the

consequences of Russian drone attacks on Ukrainian regions near the Romanian

border:

9 September 2023 — the President of Romania announces, “Today’s
identification by the Romanian authorities on Romanian territory, near the
border with Ukraine, of new drone fragments, similar to those used by the
Russian military, indicates that an absolutely unacceptable violation of the
sovereign airspace of Romania, a NATO ally state, has taken place, with real
risks to the security of Romanian citizens in the area”.

11 October 2023 — a new Russian kamikaze drone is discovered in Romania,
after a new Russian bombing of Ukrainian ports on the Danube in the
Odessa region;

14 December 2023 — a new drone crashes in Romania, in an uninhabited
perimeter about 4 km upstream from the village of Grindu in the border
area with Ukraine, the Ministry of National Defence announces.

9 to 10 February 2024 — Authorities in Tulcea and Galati Counties issue
three Ro -Alert messages and F-16 fighter jets are deployed to monitor
the situation after Russian forces execute drone strikes on Ukrainian port
infrastructure at Izmail and Reni, near the Ukrainian-Romanian border.

25 July 2024 — The Ministry of Defence announces that it has found debris
from a Russian-origin Geran1/2 drone near Plauru, Tulcea County.

20 August 2024. Specialists of the Romanian Ministry of National Defence
have picked up fragments of a drone crashed at the end of July on the
Romanian Danube bank after Russian attacks on port infrastructure in
Ukraine.

Damages and Casualties from Russian Drone Attacks Near Romania

The Russian drone and missile attacks on Ukrainian targets near the Romanian

border have caused considerable damage and casualties:

Damage to Infrastructure: The attacks have primarily targeted critical
infrastructure, including port facilities, grain storage silos, fuel depots, and
energy installations. Ukrainian authorities reported significant damage to
the port facilities in Izmail and Reni, which are vital for Ukraine’s grain export
routes. These attacks have disrupted shipping operations and inflicted
substantial economic losses on Ukraine, affecting global grain markets.
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e Casualties: Ukrainian officials reported several civilian casualties, including

deaths and injuries, resulting from the drone and missile attacks near the
Danube ports. In August and September 2023, at least 10 people were
reported killed, and dozens were injured in strikes on lzmail and Reni.
The continued assaults have strained local emergency services and
prompted evacuations in some areas.

Spillover Effects on Romania: Although there have been no direct casualties
or damage reported in Romania from the drones that dropped on its
territory, the incidents have increased security concerns. The Romanian
government has taken steps to bolster its air defences along the border, and
NATO has expressed its commitment to defending Romanian sovereignty
and airspace, highlighting the risks of potential escalation.

Possible Causes and Motivations

The dropping of drones in Romanian territory could result from several factors,

including misfires, technical malfunctions, or deliberate actions. Below are some

potential causes and motivations behind these incidents:

516

¢ Accidental Intrusion Due to Malfunction: One plausible explanation is that

these drones inadvertently strayed into Romanian airspace due to technical
malfunctions or loss of control. The proximity of Romanian territory to
active combat zones in Ukraine, particularly near the Danube River, means
that drones operating in this area might unintentionally cross borders.

e Targeting Errors During Operations: The complexity of drone warfare and

the dynamic nature of aerial engagements could result in targeting errors.
Drones engaged in reconnaissance or attack missions over Ukrainian
territory might, due to navigation errors or disrupted control signals, end up
in Romanian airspace.

Deliberate Provocation or Testing NATO’s Response: Another possibility is
that the drones entering Romanian airspace could be a deliberate attempt
by Russia to test NATO’s response. Given Romania’s status as a NATO
member, such incidents could be intended to gauge the alliance’s readiness
and resolve or to create uncertainty and tension within NATO ranks.

Use of Romania as a Safe Haven: There is also speculation that some of these
drones could be attempts by Ukrainian forces to escape Russian detection

or interception by briefly entering Romanian airspace, thus leveraging NATO
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territory as a de facto safe zone. However, this remains purely hypothetical
and has not been substantiated by concrete evidence.

Geopolitical and Security Implications

The repeated dropping of drones in Romania has significant implications for

regional security and international relations, particularly concerning NATO’s role in

the conflict and its commitment to collective defence under Article 5 of the NATO

Treaty:

Threat to NATO’s Collective Defence Principle: The presence of drones in
Romanian territory raises concerns about the potential escalation of conflict.
If an incident were to be interpreted as an attack or deliberate provocation
against a NATO member, it could trigger the alliance’s collective defence
mechanism, which could lead to a broader confrontation with Russia.
Impact on Regional Security Dynamics: Romania is geographically positioned
at a critical juncture in Eastern Europe. Incidents involving drones could
destabilize the region, increase tensions between NATO and Russia, and
prompt neighbouring countries, such as Bulgaria, Hungary, and Republic of
Moldova, to reassess their security postures.

Implications for NATO’s Strategic Posture: The incidents challenge NATO'’s
strategic calculations. On the one hand, NATO must demonstrate a
commitment to defending its members’ airspace and territorial integrity.
On the other hand, it must avoid direct engagement with Russia that could
escalate into a broader conflict. This delicate balance complicates NATO's
military and diplomatic responses.

Heightened Risk of Miscalculation: The unintentional or accidental dropping
of drones on Romanian soil raises the risk of miscalculation or unintended
escalation. Such incidents can be misconstrued, especially in a high-
stress environment, leading to actions that might inadvertently widen the
conflict. The uncertainty surrounding these incidents makes it difficult for
policymakers to craft clear and decisive responses.

Romania’s Response and NATO’s Actions

In response to these drone incidents, Romania has taken several precautionary

measures to safeguard its airspace and territory:

Increased Surveillance and Monitoring: Romanian authorities, in cooperation
with NATO, have heightened surveillance and monitoring of their airspace,
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especially along the border with Ukraine. It includes deploying additional
radar systems, aerial patrols, and advanced detection technologies.

¢ Diplomatic Measures: Romania has lodged formal protests with Russia over
the incidents and has called for investigations to determine the precise
origins and intentions behind the drones. The Romanian government has
also engaged with NATO and EU partners to coordinate responses and seek
assurances of collective security.

e Military Preparedness: Romania has increased its military readiness,
conducting air defence drills and coordinating with NATO forces deployed
in the region. Romanian air defence units have been placed on heightened
alert to respond swiftly to any potential threats.

e Coordination with Allies: NATO has expressed solidarity with Romania
and affirmed its commitment to protecting its members’ sovereignty and
territorial integrity. The alliance has conducted joint exercises in the Black
Sea region, demonstrating its readiness to counter any threats.

Challenges in Addressing Drone Incidents

The incidents involving drones in Romania present several challenges for both
Romanian authorities and NATO:

e Attribution Difficulties: Determining the origin and intent of the drones
is complicated, especially in a contested airspace where multiple actors
operate similar UAV technologies. The lack of definitive proof makes it
challenging to assign blame or take decisive action.

¢ Legal and Diplomatic Complexities: Engaging in a military response against
perceived provocations carries significant legal and diplomatic risks,
particularly when operating under international law and NATO rules of
engagement. Romania must balance the need to protect its airspace with
the imperative to avoid escalation.

¢ Technological Limitations: Detecting and neutralizing drones, especially
those designed with low radar cross-sections or advanced evasion
capabilities, require sophisticated technology and infrastructure. Ensuring
adequate coverage and response capability across the vast border region is
a daunting task.
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CONCLUSIONS

The use of drones in the Russia-Ukraine war has revolutionized modern warfare,
providing strategic advantages in surveillance, targeting, and precision strikes. Both
sides have effectively leveraged drones to enhance their operational capabilities,
although they remainvulnerable to countermeasures. The conflict has demonstrated
the transformative potential of drone technology and its implications for future
military operations. As the war continues, the development and deployment of
drones will likely shape the future of warfare in unprecedented ways.

The incidents of drones dropping in Romania during the Russia-Ukraine war
underscore the complex and volatile nature of modern warfare, where the use of
advanced technology like UAVs can have unintended consequences beyond the
immediate battlefield. The presence of Russian drone debris in Romanian territory
raises serious concerns about regional security, the potential for accidental or
deliberate escalation, and the challenges of maintaining NATO'’s collective defence
posture in an unpredictable conflict environment.

As Russian attacks on Ukrainian targets near the Romanian border continue,
the international community, especially NATO, faces the delicate task of balancing
support for Ukraine with the need to prevent further spillover of the conflict into
member states’ territories. Continued vigilance, diplomacy, and strategic planning
will be essential to managing these risks and avoiding an escalation that could draw
more countries into the conflict.

For Romania and its NATO allies, these events necessitate careful deliberation,
robust diplomatic engagement, and increased vigilance to protect territorial
sovereignty while avoiding unnecessary escalation. As the war in Ukraine continues,
the potential for further incidents remains high, making it imperative for all parties
involved to find a path toward de-escalation and peaceful resolution of the conflict.

BIBLIOGRAPHICAL REFERENCES:

1. Bachmann, S. (2022). The Drone War in Ukraine: Tactical Advantages and Strategic
Impact. In Journal of Modern Warfare Studies, 5(2), pp. 132-147.

2. Bender, J. (2022). Ukraine’s Use of Bayraktar Drones Against Russian Forces.
In Defense News.

3. Bothsides in the Russia-Ukraine war are using new and old technologies for warfare,
2024, https://theconversation.com/both-sides-in-the-russia-ukraine-war-are-using-
new-and-old-technologies-for-warfare-225451, retrieved on 22 July 2024.

INTELLIGENCE AND SECURITY 519



520

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Romeo BOSNEAGU

. Carroll, J. (2022). Eyes in the Sky: How Drones Are Changing the Dynamics of War.

In Military Review.

. Conflict Monitoring Organizations (2023) — Data and reports from organizations

tracking the Russia-Ukraine conflict, including drone use and cross-border incidents.

. Defense Express (2023). The Role of Loitering Munitions in Modern Warfare: Lessons

from the Russia-Ukraine War.

. Dukowitz, Z. (2024), Police Drones: A Guide to How Law Enforcement Uses Drones in

Its Work, https://uavcoach.com/police-drones, retrieved on 12 August 2024.

. Global News Outlets (BBC, Reuters, Al Jazeera) (2023) — News coverage and

analysis of the Russia-Ukraine war, including attacks near the Romanian border and
subsequent discoveries of drone debris.

. Grossman, D., (2022). Electronic Warfare and Drones in the Russia-Ukraine War.

Military Technology Review.
Kamp, K. (2022). The Impact of Bayraktar Drones on the Ukraine War. War on the
Rocks.
Komarov, I. (2023). The Russian Drone Arsenal in Ukraine: Types, Capabilities, and
Deployment. In Russian Military Journal.
Kyiv Independent (2023). Drone Warfare: Ukrainian Innovations in the Face of
Russian Aggression.
NATO Press Releases (2023) — NATO communications regarding incidents involving
drones in Romanian territory and collective defence assurances.
Roblin, S. (2022). How Effective Are Russian and Ukrainian Anti-Drone
Countermeasures? In Forbes.
Romanian Ministry of Defence Reports (2023) — Various reports on the discovery of
drone debris and Romania’s responses.
Schcherbak, S. (2024). Ukrainian Drone Incinerates Russian Troops’ Positions in
Wooded Area, https://en.defence-ua.com/news/ukrainian_drone_incinerates_
russian_troops_positions_in_wooded_area_video-11724.html., retrieved on
22 July 2024.
Syngaivska, S. (2024). Romania Confirms Russian Drone Entry into its Airspace,
the F-16 Jets Have Been Dispatched, https://en.defence-ua.com/news/romania_
confirms_russian_drone_entry_into_its_airspace_the_f 16_jets_have_been_
dispatched-11783.html., retrieved on 22 July 2024.
Sotoudehfar, S., Sarkin, J. (2024). Drones on the Frontline: Charting the Use of Drones
in the Russo-Ukrainian Conflict and How Their Use May Be Violating International
Humanitarian Law, ICLR, 2023, vol. 23, no. 2, https://www.researchgate.net/journal/
International-and-Comparative-Law-Review-2464-6601, retrieved on 12 September
2024,
TASS (2023). Russian Use of ZALA and Lancet Drones in Combat Operations. TASS
News Agency.
Ukrainian Military Updates (2023) — Statements and updates from Ukrainian military
sources on Russian drone attacks near the Danube ports.

ROMANIAN MILITARY THINKING INTERNATIONAL CONFERENCE

21.
22.

23.

Russia-Ukraine War of Drones - Strategic Impact, Tactics, and Implications.
The Drones Dropped in Romania during the Russia-Ukraine War —

https://liveuamap.com/, retrieved on 12 August 2024.
https://newstrategycenter.ro/wp-content/uploads/2024/02/war_lessons_samus_
short.pdf, retrieved on 12 August 2024.
https://www.icrc.org/sites/default/files/document/file_list/what-is-ihl-factsheet.
pdf, retrieved on 12 July 2024.

INTELLIGENCE AND SECURITY 521



