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A LEGACY SINCE 1864A LEGACY SINCE 1864

The Romanian Armed Forces road to modernity started in 1859, 
once the United Principalities General Staff Corps, currently the 
Defence Staff, was established.

Soon after it, in 1864, a group of nine captains, graduates of the first 
series of the Officer Cadet School in Bucharest, took the initiative to 
develop a “military science, art and history journal” named “România 
Militară/Military Romania”.

The initiators of the publication – G. Slăniceanu (Captain, Chief 
of the Engineer Battalion), A. Gramont (Staff Captain), G. Borănescu 
(Engineer Captain), G. Anghelescu (Staff Captain), A. Anghelescu 
(Artillery Captain), E. Arion (Artillery Captain), E. Boteanu (Staff 
Captain), E. Pencovici (Staff Captain) and C. Barozzi (Engineer Captain) –, 
 educated not only in Romania but also abroad, were inspired by the 
necessity to develop a substantial theoretical activity in the Romanian 
Army too. 

The journal manifesto1, included in the first issue, which appeared 
on 15 February 1864, contained innovative ideas and approaches that 
were meant to:

�- contribute to the organisation of our military system the 
Legislative Chamber is about to decide upon soon;

- assemble and examine the Country old military institutions that 
had made for the glory of Romania for several centuries and ensured 
our existence; 

- explore, in the absence of any military study, all the aspects 
related to the Army training, the most solid basis of the armed forces; 

- get the Romanian Troops well-informed about the military events 
in the world;

- join efforts to work concertedly and whole-heartedly to develop 
and strengthen the edifice that is meant to ensure the future of our 
country�2.

“România Militară” was an independent publication, under the aegis 
of the War Ministry, and it ceased to appear in 1866 as there were no 
sufficient funds and subscribers. The publication was resumed in 1891, 
about a quarter of a century later, also as the result of the initiative of 
a group of officers in the Great General Staff who 
intended to “reproduce the serious studies on the 
organisation, strategy and art of commanding troops 
under any circumstances”3.  Shortly after it, by the 
Royal Decree no. 3663 issued on 8 December 1897, 
“România Militară” became the “Great General Staff 
official publication”.

1 Din trecutul României Militare cu prilejul aniversării a 75 de ani de la apariția ei în viața 
armatei. 1864-1939, București, 1939, p. 31.

2 Ibidem, p. 32.
3 România Militară, no. 1, 1981, p. 6.
English version by Diana Cristiana LUPU.
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Considering the current strategic paradigm, fundamentally  
different from the one existing in the early years of this century, 

Romania’s level of ambition is aimed at a solid defence posture, in 
the national and allied context, in the Black Sea region, on NATO’s  
eastern flank, and on the European Union eastern border. In order 
for Romania to strengthen the defence and deterrence posture and 
to remain a security provider in the region, it needs armed forces 
adapted to the present and future levels of information, knowledge and 
technological progress. 

Therefore, the development of the armed forces as well as of the 
associated capabilities that enable the adequate response in the event 
of any type of aggression entails five essential elements, as they are  
presented in the defence planning documents, in line with the 2040 
Defence Strategic Analysis: capabilities employing cutting-edge technology, 
highly-skilled and trained human resources, a well-developed defence 
industry, an innovation-based organisational culture and, last but not 
least, resilience.

In this context, Romania has to ensure the effective complementarity 
between the national and collective defence systems, including in terms 
of procurement procedures and military capabilities meant to meet the 
Romanian Armed Forces Procurement Plan. 

Considering the initiatives promoted in Brussels and Madrid 
and recorded in NATO Strategic Concepts, it is necessary a 

continuous effort to update the national legal framework so that it can 
be fully integrated in the defence projects developed by both NATO 
and the EU, and it can make use of these projects associated resources.  
I am particularly referring here to the European Defence Fund (EDF) 
and the European Defence Industrial Programme (EDIP) that allow 
not only for the national defence industry development but also for the 
Romanian Armed Forces equipment interoperability with that of the 
Allies.
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It is also important to strengthen Romania’s participation in the 
Permanent Structured Cooperation (PESCO), the Strategic Compass 
and the other European programmes in the field of defence, as well 
as in NATO development programmes, with a special focus on the 
Defence Innovation Accelerator for the North Atlantic (DIANA), 
concentrating on the implementation of disruptive technologies, a 
programme launched at the NATO Summit in Brussels. The programme 
was initiated in the context of emerging and disruptive technologies 
(Artificial Intelligence, quantum technologies, 5G communications, 
smart cities, clous, blockchain, Software Defined Radios or Zero Trust 
Networks).

With regard to the European programmes, their main goals 
are to develop projects in order to enhance military training 

and exercises as well as to jointly strengthen European capabilities, 
including in cyberspace, and to increase joint and collaborative strategic 
defence capability projects. They are also meant to harmonising, 
pooling resources and reducing duplication, meaning capability 
development and support for the Coordinated Annual Review on 
Defence (CARD). The mentioned programmes consider the joint use 
of existing capabilities, the increase in cooperation on cyber defence, 
making strategically deployable formations available, contributing to 
the EU Battlegroups, and simplifying and standardising cross-border 
military deployment procedures. 

In this context, Romania has committed to participating in  
20 PESCO projects, having the status of member in 16 and that 

of observer in 4 of them. Two of the projects, namely the EU Network 
of Diving Centres and the CBRN Defence Training Range, are PESCO 
projects coordinated by Romania. Moreover, entities from Romania, 
having the Ministry of National Defence support, take part in 7 projects 
under EDIP. 

In addition, the Ministry of National Defence has endorsed the 
participation of some entities from Romania in 16 projects launched 
under EDF, 10 of them focusing on capabilities development and  
6 research projects. As for the European Defence Agency (EDA), 
Romania has participated in 19 projects and supported the efforts 
made by the agency meant to promote the cooperation between the EU 
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member states in the field of developing military capabilities, including 
by connecting the national defence industry and the Ministry of  
National Defence research and development units to the EU programmes 
and projects that benefit from non-refundable grants. 

As for NATO, important steps have been made by our  
country within the framework of the NATO Defence  

Planning Process (NDPP). In this context, we can mention the 
Romania-NATO Joint Consultation Meeting, the completion of the 
Defence Planning Capability Survey as well as Romania’s participation 
in the cooperation initiatives in the field of capabilities development in 
Allied context. In this regard, we emphasise Romania’s participation 
in the NATO Airborne Early Warning and Control Force. The NATO 
E-3A Component is the first multinational flying unit established  
by the Alliance, which performs rapid deployments, airborne 
surveillance and battle management tasks ordered by the NAEW&C 
Force Commander on behalf of the SACEUR. Moreover, under the 
circumstances of Smart Defence concept, aimed at investing in more 
flexible and mobile armed forces, while capitalising on collaborative 
defence projects and avoiding duplication of capabilities, Romania 
is involved in the Strategic Airlift Capability, a NATO multinational 
programme that provides assured access to the mentioned capability 
for its 12 member nations.

In addition, Romania, as a NATO member country, participates 
in the NATO Security Investment Programme (NSIP). The range of 
facilities eligible for common funding has generally been limited to 
NATO Command Structure Static Facilities, Permanent Installations, 
Deployable Assets, Communication and Information Systems and Crisis 
Response facilities. Within the NSIP framework, Romania supports the 
implementation of all capabilities aiming to provide key capabilities 
required to meet the Alliance’s level of ambition. Moreover, Romania 
is committed to implementing in a timely manner those projects for 
which it acts as Host Nation, supporting a transparent participation 
of all eligible enterprises in competitive biddings conducted in order to 
implement common funded capabilities. In this context, at the Ministry 
of National Defence level, the guidelines for the implementation and 
administration of the NSIP-funded projects in Romania have been 
approved. 
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Taking into consideration the current situation as well as the fact 
that emerging and disruptive technologies remodel the military 

actions environment, as it has been once more proved in the conflict 
in Ukraine, the Defence Innovation Accelerator of the North Atlantic 
(DIANA) is meant to be a new NATO body, closely related to the US 
Defense Advanced Research Projects Agency (DARPA). DIANA is 
tasked to bring innovative civilian and military organisations closer 
together to develop cutting-edge solutions, especially in the field of 
emerging and disruptive technologies. 

Thus, start-ups, academic institutions and non-traditional industry 
organisations can come together and submit proposals to participate 
in the innovation accelerator effort intended to solve the emerging 
real-world problems, in the field of defence included. The programme 
goal is for DIANA to reach its full operational capability by 2025.  
As for the funding mechanism, it is represented by NATO Innovation 
Fund, namely public funds allocated by participating nations from 
either existing defence budgets or newly established innovation funds. 
Nevertheless, with adopting a new mindset conducive to systems 
thinking, namely a holistic one, DIANA allows for seeing NATO as a 
resource, employing academia, research and money in the effort meant 
to preserve the Allied and partner rules-based societies technological 
supremacy. It is well known that technologies revolutionise the world. 
Nowadays, the focus is on emerging and disruptive technologies, which 
can have a disturbing effect once implemented in military equipment. 
Therefore, it becomes increasingly important for them to be employed 
in a responsible manner, thoroughly considering rules and ethics.  
In this regard, and in relation to DIANA, it is worth emphasising that 
NATO has adopted an Artificial Intelligence strategy that includes 
elements related to ethics and responsibility in terms of both the 
products and the outcomes, which requires an effort for the political 
decision-makers to adopt the appropriate legislation.  

DIANA initiative comes with more than 60 innovation sites, 
including a headquarters in Europe and another one in North 

America as well as more than 50 dedicated test centres hosting labs 
and equipment, which is an additional argument for the fact that it 
is a NATO opportunity and that NATO can be seen as a resource in 
this regard. The “accelerator sites” provide financing and mentorship. 
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Moreover, they create the necessary space and exposure for business 
development, thus generating an innovation ecosystem. 

In this context, following the dedicated competition, two centres 
from Romania have already been declared winners and become 
members of the mentioned NATO innovation system. The two centres 
are the Artificial Intelligence International Centre of Excellence within 
the Faculty of Automation and Computers of the Polytechnic University 
in Bucharest and the National Institute of Aerospace Research “Elie 
Carafoli” – INCAS in Bucharest. Mention should be made that INCAS 
is the interface with Romanian aeronautical industry, being the 
designer of IAR-99 ȘOIM, an aircraft manufactured in Craiova and in 
service of the Ministry of National Defence, meeting the interoperability 
requirements established by the Forces of NATO member states.

In conclusion, Romania, as a NATO and EU member state, has 
made important efforts in terms of planning and employing 

the defence resources in credible and competitive capabilities able to 
decisively contribute to the Euro-Atlantic security construct in the 
region.  
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SEVEN-STEP ALGORITHM  SEVEN-STEP ALGORITHM  
TO IDENTIFY HYBRID WARFARE  TO IDENTIFY HYBRID WARFARE  

– THE BLACK SEA SNAKE ISLAND CASE STUDY –– THE BLACK SEA SNAKE ISLAND CASE STUDY –

Lieutenant Colonel Ionuț-Cosmin BUȚĂ
“Carol I” National Defence University, Bucharest

DOI: 10.55535/RMT.2023.1.1

The hybrid approach, as a new way of promoting diplomatic, informational, 
military and economic interests, represents the most common threat used by 
state or non-state actors all over the world. The purpose of this article is to 
create a new analytical tool by studying the hybrid challenges in the Black Sea 
region related to the Snake Island situation. The two research questions which 
create the premises for building our analysis are: How can hybrid threats be 
identified and visualized? and How can the aggressor’s progress be evaluated 
related to hybrid challenges? 

In this respect, our analysis is based on Patrick J. Cullen and Erik Reichborn-
Kjennerud Analytical Framework Model for visualizing hybrid warfare applied 
to the particular Snake Island situation in order to identify critical functions 
and vulnerabilities, synchronization of means and actions and desired effects 
of the hybrid warfare actor. Moreover, we have applied the Process Tracing 
method and the Measure of Performance (MOP) tool to identify means in order 
to establish which of them can create the most disastrous consequences to 
Romanian energy security and to evaluate the aggressor’s progress in obtaining 
the desired effect(s).

The paper results in a seven-step algorithm to identify hybrid warfare by 
combining an Analytical Framework Model, the Process Tracing research 
methodology and the Measure of Performance military evaluation tool with the 
main purpose of creating a new tool useful for future analysts and researchers.

Keywords: hybrid warfare; seven-step algorithm; Black Sea; Snake Island; 
energy security;

Seven-Step Algorithm to Identify Hybrid Warfare
– The Black Sea Snake Island Case Study –

MILITARY THEORY AND ART 
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INTRODUCTION – HYBRID WARFARE AND GREY ZONE
Nowadays, the way state and non-state actors promote their 

security interests has evolved with the same speed as the technical 
evolution and military thinking. This is the reason why practitioners 
and academics all over the world debate concepts like hybrid warfare 
(Hoffman, 2007, p. 8) or grey zone conflict (Mazarr, 2015, p. 101) while 
referring to the modern warfare. Both concepts are interconnected 
because modern hybrid warfare primarily occurs in the grey zone 
(Dowse, Bachmann, 2021), where state and non-state actors apply 
unconventional tools and hybrid techniques (Carment, Belo, 2021). 
Moreover, the use of non-state entities does not cross over the limit 
into classical state-level aggression (Belo, Carment, 2021). In this 
case, the aggressed actor is not able to react due to the ambiguity of 
international law, of  the aggressor’s actions and the impossibility of 
attack attribution (Bachmann, Dowse, 2019).

The concept of hybrid warfare was proposed in the early 2000s 
by Frank Hoffman as being a theory of military strategy, which implies 
political warfare and blends simultaneously lethal and non-lethal 
actions using conventional weapons, irregular tactics, terrorism, 
criminal behaviour and cyberwarfare (Hoffman, 2007), as well as other 
influencing methods, such as fake news diplomacy, lawfare and foreign 
electoral intervention (Reid, 2018) with the aim to disrupt and disable 
an opponent’s actions without engaging in open hostilities (Bachmann, 
Dowse, 2019).

It is not enough to mix regular with irregular elements, kinetic 
with non-kinetic, to achieve the hybrid character, but the positioning 
of the event in the grey area (Meyers, 2016, p. 14) is more effective. 
This is the reason why other authors emphasize more the fact that the 
aggressor state actors do not want to assume responsibility for the 
actions they undertake and carry out activities in fields not regulated by 
international law. So, they consider the concept of grey-zone conflicts 
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or warfare being sometimes different from the concept of hybrid 
warfare (Stoker, Whiteside, 2020, pp. 1-37). Conducting operations  
in the “grey zone” of conflict means that operations may not clearly cross 
the threshold of war. In this situation, the new type of war produces 
dilemmas regarding the legal issues, as the states have established 
clearly the aspects that are allowed during peacetime or during war. 
But with the exploitation of hybrid methods of some vulnerabilities 
in order to achieve desired but not acknowledged effects by bringing 
the conflict into the grey zone, the situation requires a new approach 
based on a legislative point of view (Mazarr, 2015, p. 108). Democratic 
states need new tools to respond to grey-zone threats because their 
legal systems are oriented towards approaching conflicts through the 
lens of war and peace with very little preparation for anything in the 
grey zone (Belo, Carment). 

Grey zone tactics are often used by weaker state actors who enforce 
them against inferior democratic state actors to advance their regional 
interests (Mazarr, p. 120). Due to the lack of situational awareness, 
this can lead democratic states to either dramatically overreact or 
underreact when faced with grey-zone challenges (Belo, Carment, 
2021).

As stated previously, hybrid warfare has been defined as a 
combination of means like symmetrical and asymmetrical (Mansoor, 
2012, p. 3), regular and irregular, conventional and unconventional to 
bewilder the adversary (Andersson, Tardy, 2015). But if we analyse the 
historical examples such as the Trojan horse and the examples from 
Sun Tzu’s Art of War, we can observe that this type of war has been 
practiced since ancient times if we were to describe the proximate genre 
of the definition just by associating the above terms (Meyers, 2016, 
p. 17). But the major difference between those historical examples 
and today’s warfare is that in the past irregular tactics were used by 
less powerful state actors out of the need to defend themselves in a 
declared war situation. Nowadays, these tactics are used by powerful 
regional state actors because they have proven to be very effective 
(Thiele, 2015, p. 56), they are carried out in the legally unregulated 
grey area and frequently before or even without starting a war.

“We must keep in mind that <hybrid> refers to the means, not to the 
principles, goals, or nature of war” (Schadlow, 2015), but positioning 
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the event in grey area highlights its volatile, uncertain, complex and 
ambiguous (VUCA) character (Kraaijenbrink, 2018), by exploiting an 
unregulated environment from the international law perspective.  
In the next section, we will analyse the means of the hybrid warfare 
with the purpose of creating a new analytical tool by using the Black 
Sea Snake Island hypothetical case study.

SNAKE ISLAND
Snake Island, or Ostriv Zmiinyi in Ukrainian and Insula Șerpilor in 

Romanian is a Ukrainian islet of 17 hectares situated in the proximity of 
the Danube Delta in the Black Sea, which was the subject of delimiting 
the continental shelf and the exclusive economic zones appertaining 
to Romania and Ukraine in the Black Sea at the International Court of 
Justice between 2004-2009 (ICJ Reports, 2009). 

According to the rules of international law, both states requested 
to the International Court of Justice to draw a delimitation line, defined 
by geographical coordinates, as shown in figure no.1. 

Figure no. 1: The maritime boundary lines claimed by Romania and Ukraine at the ICJ and 
Course of the maritime boundary established by the ICJ (Ib., pp. 12, 70)
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The International Court of Justice deliberated in 2009 that the 
Snake Island was too far from the seashore and too small to represent 
a point which could contribute in setting boundaries and it placed 
9,700 square kilometres of waters under Romania’s control, as seen in 
the figure no 1. This decision and the new development of the Black 
Sea gas fields offer the premises to make Romania one of the biggest 
European Union’s natural gas producers (Emerging Europe Staff, 2022) 
and a rival for Russia in the regional natural gas market (Harm, 2022).

WHAT IF SNAKE ISLAND WILL BE UNDER THE CONTROL 
OF A STATE ACTOR WITH AGGRESSIVE BEHAVIOUR?
Taking into consideration that the islet represented for Russia an 

objective starting on the first day of the Ukraine invasion when it was 
occupied by the aggressor, we can deduce that Snake Island has a major 
significance related to military and energy security. As a consequence, 
the island still presents great interest for Russia and serves some goals, 
as follows (Ib.): 

• to seize key maritime terrain to control sea lines of 
communications (SLOCs) between Odesa and Bosporus;

• to establish offensive capabilities in order to monitor NATO 
activities;

• to contest the decision of International Court of Justice in order 
to claim parts of offshore gas platforms like the XIII Pelican,  
EX-27 Muridava, and EX-28 EST Cobălcescu concessions located 
in NATO member Romania’s Exclusive Economic Zone (EEZ) as 
seen in figure no. 2.

By using military, political, economic, civilian and informational 
(MPECI) instruments of power, a potential aggressor can exploit 
Romania’s vulnerabilities in order to produce effects in the energy 
infrastructure domain. We will analyse this topic by proposing a seven-
step algorithm to identify hybrid warfare related to the Snake Island 
situation. To this end, we will try to determine vulnerabilities and 
potential means that can be used by an aggressor in order to produce 
an effect in infrastructure. 
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Figure no. 2: Offshore gas platforms located  
in NATO member Romania’s Exclusive Economic Zone (Popescu, 2019)

1. Research Methods
This paper is based on Patrick J. Cullen and Erik Reichborn-Kjennerud 

Analytical Framework model for visualizing the hybrid warfare (Cullen, 
Reichborn-Kjennerud, 2017, pp. 16-25) applied to the particular Snake 
Island situation in order to identify critical functions and vulnerabilities, 
synchronization of means and actions and desired effects of the hybrid 
warfare actor. Moreover, we have applied Process Tracing to identify 
vulnerabilities in order to establish which of them can create the most 
disastrous consequences for Romania’s energy security. Finally, we will 
use a Measure of Performance (MOP) tool in order to evaluate the 
aggressor means progress in obtaining his desired effect(s).

Starting from these premises, we have developed a seven-step 
algorithm to identify hybrid warfare with three purposes: to visualize 
the hybrid warfare (Steps 1-4), to test the means used by an aggressor 
by using Process Tracing in order to establish if these are necessary 
and sufficient for the aggressor to produce desired effect(s) (Step 5), 
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and to apply MOP tool in order to evaluate the aggressor’s operation 
progress (Step 7). Moreover, during the algorithm, we have inserted 
a redundancy measure (Step 6) for reassessing the aggressor desired 
effect(s) as presented below.

2. Results and Discussions

Steps 1-4 - Analytical Framework model
The Analytical Framework model has been developed by the 

above-mentioned authors to help the readers understand the nature 
of hybrid warfare (Ib., p. 16) and it focuses on the aggressor’s use of 
the MPECI (military, political, economic, civilian and informational) 
instruments of power against the aggressed state actor’s PMESII 
(political, military, economic, social, information and infrastructure) 
sectors in three phases: normality, crisis and emergency, as presented 
in figure no. 3.

Overview
An aggressor state actor takes actions to prevent Romania from 
extracting offshore gas resources from its exclusive economic zone.  
This case study highlights a situation of a state actor’s use of 
synchronized military and political levers to demonstrate a hybrid 
approach to achieve an infrastructure effect.
Vulnerabilities:
V1 – Romania’s limited military naval capabilities to protect its 
exclusive economic zone (EEZ).
V2 – The limitations imposed by the Montreux Convention to request 
NATO military capabilities in order to protect Romania’s EEZ.
Means:
M1 – Contest the decision of the International Court of Justice in 
order to claim parts of offshore gas platforms like the XIII Pelican,  
EX-27 Muridava, and EX-28 EST Cobălcescu concessions located in 
NATO member Romania’s Exclusive Economic Zone (EEZ).
M2 – Prevent Romania from exploiting its resources by using maritime 
blockades in the EEZ and unassumed drone attacks to energy critical 
infrastructure.
Effects:
E1 – Romania’s impossibility to extract energy resources from its EEZ.
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Figure no. 3: Hybrid warfare Analytical Framework for Snake Island situation

In our case study, in Step 1, in an ordinary situation, we can identify 
two vulnerabilities related to Romania’s offshore gas extraction, which 
constitute enabling factors for a potential aggressor to use a hybrid 
synchronized attack package – SAP (Cullen et al., p. 16): 

• Vulnerability V1 related to Romania’s actions/inactions;
• Vulnerability V2 related to the Montreux Convention.

In Step 2, we correlate the identified vulnerabilities with PMESII 
domains for understanding where they take place and which are the 
domains where the aggressive actor may apply the hybrid synchronized 
package.

Moving on to Step 3, based on situational awareness and early 
warning indicators, we could identify the means used by the aggressor 
to exploit identified vulnerabilities. Usually, these levers are difficult to 
discover in the early period of a hybrid attack, as the first of them are 
meant to shape the environment to bolster the main effort.
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Finally, in Step 4 of the Analytical Framework model, we estimate 
the aggressor’s desired effect(s) related to the identified vulnerabilities 
from Steps 1 and 2 and the means used during Step 3. 

Step 5 – Testing the means used by an aggressor in order to 
establish if they are necessary and sufficient to produce their desired 
effect(s)

During this step, we expand the analysis of how we should judge 
competing explanatory claims (Bennett, 2010) by using a fundamental 
method of qualitative analysis named Process Tracing. This mode of 
analysis provides consistency to our algorithm by drawing descriptive 
and causal inferences from particular evidence, sometimes analysing 
the sense as part of a temporal sequence of events or phenomena 
(Collier, 2011, p. 843). Process Tracing research probes the theoretical 
causal mechanisms linking causes and outcomes together (Beach, 
2017, p. 2), being similar to a method used by detectives to solve a 
crime by analysing the clues and identifying possible perpetrators by 
using questions (Bennett).

By using this method, our objective is to test the means in order to 
establish if they are necessary and sufficient to generate the aggressor’s 
desired effect(s).

As it is presented in table no. 1, two vulnerabilities V1 and V2 
combined with means M1, necessary but not sufficient, cannot 
produce the effect E1 in the infrastructure domain. In this situation, 
this type of grey zone action fails because M1 is only necessary but 
not sufficient for triggering an emergency effect like E1. By only 
contesting the decision of the International Court of Justice, we expect 
that the state actor with aggressive behaviour intends to shape the 
environment for the moment when M2 produces effects. This is the 
reason why at this time, when only M1 takes place and not M2, it is 
very difficult to estimate what the real effect that aggressor state actor 
wants to achieve. 
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Sufficient to produce the aggressor desired 
Effect/s

NO YES

NO
1. Straw in the wind 3. Smoking gun

- -

YES
2. Hoop 4. Doubly decisive

M1* -
Table no. 1: Process Tracing method to identify means (M1) to confirm causal inference

*M1 – Contest the decision of the International Court of Justice in order to claim 
parts of offshore gas platforms like the XIII Pelican, EX-27 Muridava, and EX-28 EST 
Cobălcescu concessions located in NATO member Romania’s Exclusive Economic  
Zone (EEZ)

Going further, if M2 takes place at the same time as M1, it will 
change the situation drastically. In the case when an aggressor state 
actor carries out a maritime blockade and other hybrid tactics in 
Romania’s exclusive economic zone (EEZ), Romania cannot extract the 
energy resources from the territory that the International Court of 
Justice attributed in 2009 because of an additional means M2 which is 
necessary and sufficient to create a strong effect like E1 presented in 
table no. 2. In this situation, the type of hybrid actions are CONFIRMED. 
In other situations, we cannot preclude the possibility that 2, 3 or 
more necessary but not sufficient means can be well synchronized to 
produce an effect like E1. 

N
ec

es
sa

ry
 to

 
pr

od
uc

e 
th

e 
ag

gr
es

so
r d

es
ire

d 
Eff

ec
t/

s

Sufficient to produce the aggressor desired 
Effect/s

NO YES

NO
1. Straw in the wind 3. Smoking gun

- -

YES
2. Hoop 4. Doubly decisive

M1 M2**
Table no. 2: Process Tracing method to identified means (M2) to confirm causal inference

**M2 – Preventing Romania from exploiting its resources by using maritime 
blockades in the EEZ and unassumed drone attacks to critical energy infrastructure
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Step 6 – Reassesment of the aggressor desired effect(s)
This stage of our analysis represents one of the most difficult parts, 

because it is based only on estimations. The role of these estimations 
is not to predict what the enemy will do next, because it is almost 
impossible, their role is to diminish uncertainty (Harm, 2022). This is 
the reason why in our analysis we reassess the estimation regarding 
aggressor desired effect(s) during Step 6, by taking into consideration 
the evaluations from steps 1-5. If the aggressor’s desired effect(s) is/are 
confirmed, we should go on the last step, if not, we should reanalyse 
the means or try to find more cues.

Step 7: Test all means by using MOP tool in order to evaluate the 
aggressor’s operation progress

In the last step, we should apply the second test to all the identified 
means by using a military evaluation tool Measures of Performance 
(MOP). Usually, this tool is analysed in conjunction with Measures of 
Effectiveness (MOE) which represent an indicator that helps to answer 
the question “Are we doing the right things?”. This tool is used to 
measure changes in system behaviour, achievement of an objective 
or contribution to the creation of an effect by comparing multiple 
observations over time (Wade, 2016, pp. 1-70; 2020, pp. 1-67). 

Measure of Performance (MOP) is an indicator which helps to 
answer the question “Are we doing things right?”. This tool is used 
to assess action that is tied to measuring task accomplishment and 
confirms or denies that a task has been properly performed (Ib.). 

Both tools are usually used to assess and evaluate the operation 
for friendly forces in order to determine if they are doing the right 
thing in the right way.

In our case, in the seven-step algorithm to identify hybrid warfare, 
we select only the MOP tool in order to measure the aggressor’s 
means progress in achieving the desired effect(s). So, the question  
“Are we doing things right?” will become “Are they doing things right?”. 
Moreover, we take into consideration quantitative (observation-based) 
indicators and qualitative (opinion-based) indicators to determine the 
desired conditions (DC) that the aggressor wants to achieve, desired 
Effect(s), as presented in tables no. 3 and no. 4. Below are estimated 
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only few of the aggressor’s desired conditions for implementing M1 
and M2. These desired conditions presented in tables no. 3 and no. 4  
and in figure no. 4 are fictitious and have been brought up only to 
explain the method of analysis.

No Desired conditions (DC)
Counting 
desired 

conditions
DC 001 Percent/number of press articles that 

support the aggressor claims
NO 20%
YES 80%

DC 002 Percent/number of Non-Governmental 
Organization (NGOs) that support the idea 
that oil extraction in the EEZ affects the 
flora and fauna of the Black Sea

NO 60%
YES 40%

Table no. 3: Desired conditions for implementing M1

No Desired conditions (DC)
Counting 
desired 

conditions
DC 004 Percent/number of unassumed anti-ship 

mines in the perimeter of the extractions
NO 30%
YES 70%

DC 005 Percent/number of unassumed Unmanned 
Surface Vehicles (USVS) and Unmanned 
Aerial Vehicle (UAV) in order to disrupt the 
extraction in Romania EEZ

NO 25%
YES 75%

DC 006 Percent/number of days/year of marine 
blockades in the Romania EEZ

NO 60%
YES 40%

Table no. 4: Desired conditions for implementing M2

Evaluation includes considering whether the desired conditions 
have changed or are still achievable through the current hybrid 
aggressor operational approach. At this level, it is important that 
the desired conditions are measurable in order to determine the 
aggressor’s progress in numbers or percentage as seen in figure 
no. 4. This step can be developed by simply collecting open source 
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information from media and social media, but it may be more efficient 
if specific intelligence collecting tools are used. 

Figure no. 4: Counting the desired conditions for M1 and M2

During this seven-step algorithm fully presented in figure no. 5, 
analysts and staff permanently challenge the key assumptions made 
when framing the problem. In the situation when a hypothesis is not 
validated, then reframing is the solution.

Step 1: Identify own vulnerabilities.
Step 2: Establish PMESII domains for own vulnerabilities.
Step 3: Identify means used by the aggressor to exploit identified 

vulnerabilities.
Step 4: Estimate the aggressor’s desired effect(s) related to 

vulnerabilities and means.
Step 5: Test the means by using Process Tracing method in 

order to establish if these are necessary and sufficient to produce 
the aggressor’s desired effect(s). If not, find more means until they, 
analysed individually or collectively, are both necessary and sufficient.

Step 6: Reassess the aggressor’s desired effect(s).
Step 7: Test all means by using MOP tool in order to evaluate the 

aggressor’s operation progress.
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Figure no. 5: Seven-step algorithm to identify hybrid warfare
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CONCLUSIONS
In conclusion, we have combined three research methods and 

tools: Analytical Framework model for visualizing hybrid warfare, 
Process Tracing to confirm or infirm the tools used by the aggressor  
and a military tool, Measure of Performance, to evaluate the  
aggressor’s progress in a Black Sea Snake Island hypothetical case 
study. These 3 research methods and tools are structured in a  
seven-step algorithm to identify hybrid warfare, as detailed in figure 
no. 5, with the purpose of creating an algorithm to identify and 
evaluate hybrid warfare. All three methods are important because 
the Analytical Framework model for visualizing hybrid warfare (steps 
1-4 and 6) helps practitioners to perceive their own vulnerabilities,  
the aggressor’s means and desired effect(s), Process Tracing (step 5) to 
test the means in order to establish if they are necessary and sufficient 
to produce the aggressor’s desired effect(s) and the last tool, Measure 
of Performance, (step 7) in order to evaluate the aggressor’s operation 
progress. 

This algorithm, like any other analytical tool, has some limitations 
and they are imposed by the complexity of the war and by the principle 
action-reaction-counterreaction, which creates the conditions for 
permanent assessment and adaption. Secondly, this algorithm is 
based on estimations and the results may be affected by the analysts’ 
perceptions or experience. Thirdly, this algorithm offers only the 
possibility to visualize, to confirm or infirm an aggressor’s actions 
and to evaluate their progress without creating the instruments for 
countering their hybrid actions. Even though the seven-step algorithm 
to identify hybrid warfare is limited, this tool may represent a starting 
point for other hybrid warfare analyses meant to understand hybrid 
warfare as more than a simple combination between lethal and  
non-lethal actions using conventional weapons, irregular tactics, 
terrorism, criminal behaviour and cyber warfare. To conclude, this tool 
offers the possibility to create causal inference between vulnerabilities, 
means and effects. What is more important is the fact that this 
instrument helps the analysts to test their premises and to evaluate a 
hybrid warfare aggressor’s actions.
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By applying the algorithm in the Black Sea Snake Island case study, 
we can conclude that for a democratic state actor like Romania, NATO 
and EU member state, to counter this type of hypothetical scenario, it 
is important to invest and to develop more the naval and air military 
capabilities for mitigating vulnerabilities and increasing energy security 
in the Black Sea region. As presented in the Analytical Framework model 
for visualizing hybrid warfare, PMESII domains are interconnected 
and vulnerabilities in the military or political domain exploited 
by a aggressive behaviour state actor with a synchronized attack 
package with necessary and sufficient means can contest the existing  
rule-based regional order and can create disastrous effects in energy 
and infrastructure domains transforming the 17-ha Snake Island into 
one of the biggest game changers in European energy security.
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The large-scale conflicts from recent decades in Yugoslavia (1999), Iraq 
(1991 and 2003), Afghanistan (2001-2014) and Libya (2011) have shown the 
importance of achieving and maintaining air supremacy. The states of the 
world are trying to modernize their aircraft or build new ones in order to meet 
this goal, simultaneously with doctrinal changes in the field and changes in the 
techniques, tactics and procedures by which military pilots act. The states that 
remain anchored in the past and do not take into account these developments, 
risk not being able to use the air force effectively, with major repercussions on 
the results of military operations, a fact also seen in the war in Ukraine in 2022.
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“We must be prepared to control the air above the 
earth’s surface or be buried beneath it” (Counterair 
Operations, 2011, p. 12.).

General Charles Horner, Commander of the Air 
Component of the Joint Force during military operations 

DESERT SHIELD and DESERT STORM 

INTRODUCTION
The current conflict in Ukraine has its origin in the actions of 

the Russian Federation to annex Crimea, an integral part of Ukraine,  
in 2014, followed by the armed conflict of the self-proclaimed 
separatist republics of Donetsk and Luhansk in the eastern area.  
During this entire period, the two states probably prepared militarily 
for the current conflict. The air force, an important part of each of the 
two armed forces, also participated in this effort.

From the definitions of degrees of airspace control given in the 
Manual of Operations against Enemy Air Forces (2010, p.10), the major 
difference between air superiority and air supremacy can be seen as 
degrees of control. If in the first degree the adversary can still launch 
surface-to-air missiles and use aircraft in combat missions, in the 
second they are unable to act effectively.

Aware of the importance of obtaining and maintaining air 
supremacy in the initial phase of the armed confrontation in the 
further development of the conflict, the Russian side tried to meet this 
objective, while the Ukrainian side tried to prevent the Russian forces 
from meeting this objective, a fact achieved until the present moment.

In this regard, we note that the conflict in Ukraine largely followed 
the stages established in the last international wars, especially in 
terms of its the similarity, in the beginning, with the interventions in 
Yugoslavia (1999), Iraq (2003) and Libya (2011). This aspect is mainly 
due to the fact that the current military theory states the importance 
of the use of the air force in the initial phase of an armed conflict, in 
order to obtain and maintain the desired degree of airspace control, 
as well as due to the lessons identified from the previously specified 
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wars and studied by both countries military specialists. Important for 
the Russian side was to obtain and maintain air supremacy so that they 
could later develop their military operational plan.

Thus, after the preparation (informational, economic, spatial, 
cybernetic etc.) phases of this conflict, which have become, we could 
say, classic at the present time, the proper combat phases followed.  
Within the latter, the first should have been the lethal combination 
of surface-to-surface missile strikes (of all types – classic, cruise) 
and the use of aviation, mainly for the purpose of destroying 
Ukrainian command and control centres and the air force of this 
state (by neutralizing radars, aviation and surface-to-air missiles). 
Later, depending on the results of this operation – the offensive air 
operation – the Russian armed forces could continue their plan.  
Up to a certain point, it could be seen that the Russian military applied 
these principles well, so that the armed conflict began on the morning 
of 24 February 2022 with a massive surface-to-surface missile attack, 
followed by the action of the Russian aviation. But, probably anxious 
to get to Kiev quickly, or following wrong assessments by the security 
services, they simultaneously started the land invasion, on a rather 
large front – according to my estimates – about 1,500 km, from north 
of Kiev following the eastern border and ending in the south, at the 
border between Crimea and Ukraine, without waiting to evaluate the 
result of the actions of own aviation. For example, in the intervention 
in Yugoslavia, NATO did not make this mistake, continuing the air 
operation for several months, the Serbian side resigning as a result of 
the air bombing.

If the Russian armed forces used aviation offensively, the Ukrainian 
armed forces judiciously combined air defensive actions with offensive 
ones, knowing the classic theory stipulated since the beginning of 
aviation by Giulio Douhet, considered one of the founders of air power 
theory, who stated, in 1910, that “only by mastering the air will we be 
able to fully benefit from an advantage that can be exploited when the 
enemy is forced to stay on the ground” (1998, p. 5). Of course the latter, 
by their courageous actions, tried and even succeeded in the end in 
avoiding the conquest of air supremacy by the Russians.
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CAUSES OF THE FAILURE OF THE AIR FORCE  
OF THE RUSSIAN FEDERATION TO ACHIEVE  
AND MAINTAIN AIR SUPREMACY
One of the basic rules of armed conflict states that the offensive 

force must achieve numerical superiority in forces and assets, in 
principle in a ratio of 3:1, or if the forces are sensitively equal, to possess 
technological superiority. According to data from open sources, at the 
beginning of the conflict the Russian Federation possessed a number 
of approximately 1,379 combat and transport aircraft and a number 
of 961 helicopters of all types, of which approximately 330 aircraft 
and 240 helicopters were allocated for this operation (https://www.
minusrus.com/en). As for the combat aircraft of the two sides, they 
were basically in the first two month of the same type (with variations 
in terms of upgrades or armament), respectively Ukraine owning 
MiG-29, Su-27, Su-24, Su-25, Mi-24, Mi-8/17, of Soviet production. 
Subsequently, the Russian side tried to use newer generation aircraft, 
such as Su-57 or Su-35. Probably this type of aircraft was not used on 
a large scale due to the fact that the Russian Federation was obliged 
to preserve its aircraft in order to be able to counterbalance the NATO 
air power.

Other sources show a total number of 4,173 aircraft, from which 
fighter and fighter-bomber aircraft – 772, ground attack aircraft – 739, 
transport aircraft – 445 and helicopters – 1,543. In comparison, the 
Ukrainian Air Force operated a number of approximately 318 combat 
aircraft, from which fighter and fighter-bomber aircraft – 69, ground 
attack aircraft – 29, transport aircraft – 32 and helicopters – 112 
(Statista, 2022).

Of this total number of aircraft, at the beginning of the conflict, 
probably at least 25% were unavailable for various reasons, including 
the need for repairs or maintenance. Later, during the evolution of 
the conflict, the daily availability of aircraft decreased further due to 
their use in actual combat conditions, combined with the loss rate. 
It should be noted that, if we can only make assumptions about the 
state of operability of the Ukrainian aircraft, we can say about the 
Russian aircraft assigned to the operation that they were in a state of 
operability, only by the fact that they were deployed by air on various 
airfields near the conflict zone, located on the territory of the Russian 
Federation or in Belarus.
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Therefore, it can be concluded that the ratio of 3:1 in favour 
of the offensive forces was achieved. It is also worth noting the 
overwhelming ratio of surface-to-surface missiles, missiles that were 
used permanently and in large numbers and which should have 
facilitated the hitting of the command-control centres of the Ukrainian 
Air Force, infrastructure and material and human resources, which 
would have meant supporting the offensive air operation.

Also, in order to achieve air supremacy, the headquarters of the 
Russian joint forces should have established a list of prioritized targets 
for striking, in a predetermined order. After each air strike, the same 
headquarters, through the specific structures and with appropriate 
means, had to evaluate the degree of success, in accordance with the 
operational requirements, so that the final goal of the operation, as a 
whole, could be achieved. As noted, Russian forces executed a large 
number of sorties/aircraft and hit a large number of military and civilian 
targets, presumably in accordance with their own priority target list.

And yet, something did not go according to plan, because after 
about two months of military operations, the Russian armed forces 
withdrew from the northern and north-eastern front, concentrating 
their military actions on the southern and eastern front, failing to gain 
air supremacy.

Some possible causes of this failure could be:
a) Deficient planning at the joint level of the military operation as 

a whole
This fact is primarily a consequence of the level of forces involved 

and the length of the front line. Practically, the existence of at least 
four fronts: the Northern Front, with forces from the Eastern Military 
District, attacking in the Belarus-Kiev direction; the North-Eastern 
Front, with forces from the Central Military District, attacking in the 
Belgorod-Kiev direction; the Eastern Front, with forces from the 
Western Military District, attacking in the Donbas-Kharkiv direction; 
the Southern Front, with forces from the Southern Military District, 
attacking in the direction of Crimea-Zaporozhe and Mariupol (Seth, 
2022) led to the needs of existence of several headquarters of at least 
corps level, subordinated to a unified command – the Command of the 
Russian Forces for Ukraine, which made cooperation and coordination 
of military actions difficult. The list of prioritized targets required to be 
hit in the first stage by aviation and missiles was not correctly drawn 
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up and did not include the entire territory of Ukraine, which led the 
possibility of conducting the manoeuvre of forces and assets from the 
east to the west of the Ukrainian Air Force. Moreover, the economic 
potential of sustaining the air force was not neutralized in a timely 
manner.

Secondly, the planning probably started from certain erroneous 
premises provided by the security services, given the events and the 
successful annexation of Crimea. Thus, it is likely that the Russian 
Federation relied on the adherence and support of ethnic Russians 
and pro-Russians in Ukraine to the objectives of the military operation, 
as well as on quickly winning over the Ukrainian population through 
propaganda, which should have led to an easy victory, without much 
military losses. This fact, as noted, did not happen.

Comparing with Operation Desert Storm, where the international 
coalition used a total of 1,798 aircraft of all types (Mischie, 2020,  
p. 298) against an Iraqi air force that had approximately 656 aircraft 
(Ib., pp. 294-295) to a smaller territory than the Ukrainian one, I believe 
that the planners allocated insufficient aircraft.

Last but not least, the air force likely relied on the neutralization 
of Ukrainian air defences and command and control by long-range 
surface-to-surface and air-to-surface missiles, moving quickly to attack 
infrastructure, economic, logistic support and groupings of forces, 
probably with the aim of diminishing the morale of the population 
and creating pressure on the Ukrainian political-military leadership for 
the purpose of capitulation. Either way, the planning process should 
have provided the permanent evaluations of the strikes executed with 
missiles and aviation and the adaptation of the air operation plan to 
the realities of the battlefield.

b) The deployment depth of the Ukrainian military airfields from 
the take-off airfields of the Russian aviation

From the first hours of the invasion, the Ukrainian Air Force took 
off to oppose the invaders, conducting air battles, some of them being 
victorious according to the statements of military officials from Kiev, 
but also to execute the manoeuvre of forces and assets deep into 
its own territory. In a short time, the aircraft that remained after the 
first hours of the war headed, most of them, to the west of Ukraine, 
to the Ivano-Frankivsk airfield. The Lviv airfield was also used for the 
manoeuvre.
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Russian aviation operated, from the north, most often from the 
airfields in Belarus, namely Zyabrovka (Gomel), Lida and Lulinets.  
The other military airfields located on the territory of the Russian 
Federation from which it was possible to operate with fighter or 
bomber aircraft were at a great distance from the intended targets, 
the closest being the Seshcha airfield, at a distance of approximately 
411 km from Kiev and 800 km from Ivano-Frankivsk.

As it can be seen on the maps, the average distance between 
the Belarusian airfields used by the invaders and the Ivano-Frankivsk 
airfield is about 600 Km, the nearest being the Lulinets airfield, about 
450 km away. If we take into account the declared combat range of 
750 km for the Su-25 aircraft with two additional tanks (https://
en.wikipedia.org/wiki/Sukhoi_Su-25), it turns out that the tactical 
range is approximately 380 km. However, from the images provided by 
various media channels with such aircraft in action, it can be seen the 
lack of additional tanks, which means that the tactical range is even 
less. Similarly, Su-27 aircraft have flight distances of approximately 
1,340 km at sea level, without armament (Sukhoi Su-27, Wikipedia), 
which results in a tactical range of approximately 670 km. If we take 
into account the weapon variant, it turns out that the tactical range 
drops quite a bit, being probably somewhere around 500 km.

Therefore, it would have been very difficult for the Russian Air 
Force to be able to hit airfields in western Ukraine with aviation.  
This fact allowed Ukraine to be able to use aviation practically 
throughout the war.

c) Lack of specialized aircraft, considered force multipliers
The Russian Air Force did not have a sufficient number of aircraft 

specialized in electronic warfare, early warning, stealth and aerial 
refuelling. Or, in the given situation, they would have been essential 
in supporting air operations. Thus, for example, the tactical range 
could have been increased by using aircraft with an air refuelling 
role. Declaratively, Russia has a number of 15 IL-78 aircraft (https://
en.wikipedia.org/wiki/Russian_Air_Force) with this role. But it is not 
known how many were available at the time of the invasion. Thus, many 
Ukrainian targets, important for the Russians, remained unreachable 
for aviation, trying to hit them with missiles.

Regarding Airborne Early Warning (AEW) aircraft, also declaratively, 
Russia has 15 A-50s and an unspecified number of IL-80 command  
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and control aircraft (https://en. wikipedia.org/wiki/Russian_Air_Force). 
In the same way, their availability is not known here either, however, 
on the Eastern and South-Eastern fronts the use of this type of aircraft 
was attempted. If such aircraft had been used, with specialized and 
trained military personnel on board, at least the air battles, so much 
publicized by the Ukrainians, could have been avoided.

Stealth aircraft are missing from the combat inventory of the 
Russian troops. Declaratively, there are some Su-57 type aircraft, which 
would have this characteristic and which would have been used, on a 
limited basis, after the retreat around Kiev, without any definite data 
on these actions.

But the biggest shortcoming of the Russian Air Force was specialized 
electronic warfare aircraft. Basically, Russia does not own such aircraft, 
having various containers for this purpose placed on combat aircraft. 
However, the lessons learned from previous conflicts show that when 
such aircraft exist, it is very important to coordinate the force packages 
with the action of these aircraft. In the absence of proper coordination, 
losses can be as high as if there were no electronic warfare aircraft.  
I believe that this is one of the main reasons for the high losses in 
aircraft suffered by the Russian aviation. For example, coalition 
air forces involved in Operation Desert Storm in Iraq in 1991 flew  
8,478 sorties with EA-6B Prowler and EF-111 Raven electronic warfare 
aircraft out of a total of 132,029 sorties (Stillion, 2015, p. 25).

d) Pilots training
Just as important as the aircraft themselves is the combat training of 

pilots and air force doctrine. The mathematical formulas for calculating 
the probability of destroying a target always introduce this variant. 
Air combat, said Major General Victor Strîmbeanu, represents “one 
of the highest technological expressions of human confrontation [….] 
controlled [….] through education, training, motivation” (Strîmbeanu, 
2020, p. 51), from which results the importance of the existence of 
standards, as high as possible, in the training of military pilots.

The fact that the Russian pilots were operating the same type of 
aircraft as the Ukrainian ones became a major disadvantage for them, 
because practically the defensive ones knew their training method, as 
well as the advantages and disadvantages of real combat use of these 
aircraft. On the contrary, after the invasion of Crimea, the armed forces 
of Ukraine benefited from training from Western countries, especially 
the USA and the UK, this aspect being a major advantage.
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At the same time, if the standard for maintaining the qualifications 
of mission-ready pilots in NATO countries is a minimum of 180 flight 
hours per year, on the Russian side most pilots did not reach this 
standard.

From the images that appeared in the media, it was possible to 
see how Russian aircraft carried out low-altitude flights to launch 
weapons or to search and identify their targets. This tactic is specific 
to pilots trying to break through the enemy’s anti-aircraft defences, a 
fact probably due to the lack of electronic warfare aircraft, on the one 
hand, and to the lack of precision weaponry, such as anti-radar missiles, 
on the other hand. Also, this type of flight, with aircraft cells, denotes 
the lack of combined strike packages, with several aircraft clustered on 
tactical destinations, with jamming and electronic warfare missions, 
air fighting, ground-based air defence neutralization, aimed to ensure 
the protection of the main package for hitting various targets. All this 
showed the deficiencies in the tactical training, both of the air planners 
and of the pilots, and led to the increase in the vulnerability of the 
aircraft in the tactical field and, implicitly, to the increase in the number 
of aircraft lost, with repercussions on the subsequent sorties.

Moreover, executing CAS (Close Air Support) or SEAD (Suppression 
of Enemy Air Defences) missions with aircraft without modern avionics 
systems and precision weaponry in an environment with multiple 
threats from both GBAD (Ground-Based Air Defence) systems and 
man-portable anti-aircraft systems /MANPADS is very difficult, even 
for a well trained pilot.

e) Aircraft quality
It was observed, in this phase, the use of some aircraft, generally 

bomber – Su-24, Su-25 aircraft –, without having modern avionics 
systems integrated with the weapon system, which would facilitate the 
piloting of the aircraft and allow for the pilot to distribute his attention 
to threats in the air environment or surface-to-air threats. Moreover, 
many such aircraft used unguided reactive projectiles, probably with a 
short range, up to 5 km, without integrated avionics systems. Thus, for 
hitting the targets, for accuracy, classical methods were used, i.e. the 
attack from the dive, under a certain angle, which leads to a greater 
vulnerability of the aircraft due to the relatively long time spent on the 
predetermined trajectory.
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Also noted was the small use of high precision weapons, from 
the last generation, which could have produced far greater effects by 
executing precision strikes from a long distance and out of range of 
defensive ground systems. This is probably also due to the sanctions 
imposed on the Russian Federation, including access to technologies 
or microchips, which makes it difficult to replace these munitions in 
the short term.

Thus, if from a quantitative point of view a favourable ratio was 
achieved, from a qualitative point of view, of the aircraft used, the ratio 
was sensibly equal. It is worth noting that although the Russian side 
has 4++ generation aircraft, such as Su-34 or Su- 35S, a small part of 
them have been introduced into combat. It is likely that the Russian 
armed forces maintain some modern technology, as well as precision 
weaponry, to counter the threat they perceive as coming from NATO. 
Anyway, according to the estimates of the Ministry of Defence in Kiev, 
about 24 Su-35 aircraft were lost on the Ukrainian front until 11 August 
(Roshchina, 2022).

f) Use of air assets for the purpose of executing ISR – intelligence, 
surveillance and reconnaissance missions

These missions play a crucial role in the air offensive operation 
aimed at gaining air supremacy. Through them, accurate information is 
obtained about the position, movements, intention, order, techniques, 
tactics and procedures of the adversary, allowing preventive and timely 
action. In this way, information can be found about the position, for 
example, of ground-based air defence means.

If Ukraine had to find unconventional solutions to resist, such as 
the use of commercial drones, adjacent to its own UAVs (Unmanned 
Aerial Vehicle), especially the TB-2 drones, both for ISR and strike 
purposes, the Russian side, during the analysed period, used only 
tactical drones, specific to ground forces. This type of drones had small 
tactical range and had no strike capabilities. Thus, Russian planners had 
to rely on satellite analysis or information from the security services, 
which allowed Ukraine to hide certain weapons systems or evade from 
missile strikes. However, it is difficult to hit a pinpoint target (like BUK 
or S-300 anti-aircraft systems) with a long-range surface-to-surface 
missile.
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g) Supporting Ukraine with weapons from outside the country
Perhaps this cause is the most defining for the failure of Russian 

aviation. Indeed, after the first military strikes with missiles and 
aviation, the capacity of the Ukrainian armament industry was greatly 
diminished, and perhaps, without the delivery of weapons from the 
outside, especially man-portable anti-aircraft systems, the situation 
would have been different.

In this way, the losses in terms of anti-aircraft systems could have 
been successfully replaced, ensuring a permanent fire presence in the 
airspace against enemy aviation.

Moreover, probably based on the allies’ promises to identify 
solutions that would allow it to repair the unavailable aircraft or even 
replace them (as it was later observed), the Ukrainian Air Force used, 
following Western tactics and in a complex way, its own aviation almost 
daily, both to conduct air-to-air combat and to strike Russian troops 
around Kiev.

Also very important was providing access to the various satellite 
networks for imagery and analysis – both needed by planners and for 
communications, in order to maintain the functionality of the command 
and control system. It is well-known that Elon Musk provided access to 
the Starlink network satellites.

h) The political constraints imposed on the Russian armed forces
In any armed confrontation, the political side establishes the 

mandate for the use of armed forces, including certain constraints. 
Although they are not public for this conflict, certain restrictions 
can still be inferred. Thus, the non-use of latest technology, such as  
Su-57 aircraft or T-90 tanks, in the beginning, derives from the strategic 
directions drawn by the political leadership of the Russian Federation, 
in terms of combating US hegemony. Moreover, certain capabilities, 
other than nuclear ones, that represented a credible threat had to be 
preserved. Also in this regard, correlated with the impossibility of the 
Russian industry to recover in the short term the technological gap 
with respect to potentially adversary countries, the limited use of 
precision munitions can be explained.

Another constraint could explain the lack of bombing political-
administrative centres in the capital Kiev, despite the fact that Russian 
planes operated in the airspace above this city.
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Probably based on the historical rights of the Russian minority in 
terms of territorial disposition, it was decided to limit the invasion to 
the east of the Dnieper River. At the same time, the limitation of the 
conflict within the borders of Ukraine was constantly considered, a fact 
that allowed the training of the soldiers of this state in neighbouring 
countries, on a technique that was later deployed on the front line.

Also, the desire to retain power by the current leadership led to 
a limitation of the number of forces involved in direct confrontation, 
contrary to the wishes of the military leaders, with the aim of being 
able to limit the negative effects resulting from the potentially higher 
number of dead Russian soldiers on the front. That is precisely why 
paramilitary groups (such as the Wagner group) or foreign mercenaries 
were also involved.

INFLUENCES OF FAILURE TO ACHIEVE AIR SUPREMACY 
IN THE COURSE OF ARMED CONFLICT
One of the most important benefits of obtaining and maintaining 

air supremacy is represented by facilitating the freedom of movement 
and action of own troops, by destroying the offensive potential of the 
opponent, especially its aviation, thus resulting in winning the initiative 
on the battlefield. It would also have provided the ability to strike 
any ground target from the air with a high aircraft survivability rate.  
By failing to achieve this objective, the Russian troops on the ground 
were forced to advance to the shelter of their own artillery, but under 
the combined fire of the adversary, which also led to an increase in the 
number of victims and destroyed equipment.

At the same time, the lack of airspace control by Russian forces in 
the western and south-western part, allowed Ukraine to achieve three 
particularly important aspects:

• bringing from outside the country the resources necessary to 
continue the defensive military operation and sending them to 
the front line;

• continuing the use of own combat aviation from the airfields of 
this side against the adversary;

• continued training with school-trainer aircraft (probably L-39) 
for the generation of new military pilots, at the Ivano-Frankivsk 
airfield.
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In the south, these failures allowed Ukraine to maintain  
land-based maritime defence capabilities such as anti-ship missiles, 
particularly in the Odessa area. Moreover, they were successfully 
used against Russian ships, of various sizes, which either blockaded 
Ukrainian ports combined with artillery or missile strikes on land, in 
order to create favourable conditions for landing, or supported the 
troop resupply operation located on the Serpents Island. Perhaps the 
most resounding success in this regard was the hitting and sinking of 
the flagship of the Russian Black Sea Fleet – the cruiser Moskva, on  
13 April. Following this strike, the Russian ships retreated approximately 
100 km off the Ukrainian coast, and later, after receiving new  
anti-ship combat capabilities, the threat of a landing in the Odessa 
area practically disappeared.

In the eastern part, favourable conditions were created for hitting 
some industrial targets of interest in supporting the Russian logistics 
effort, such as refineries or fuel depots, found on Russian territory.  
In this regard, helicopters, aircraft and UAVs were used by the  
Ukrainian side.

In the same way, I believe that various targets on the territory of 
Belarus could have been hit, but Ukraine probably refrained from such 
actions in order to not give reasons to this state to join this invasion 
with troops and equipment.

Another implication was to allow the achievement, in a continuous, 
articulated and unitary manner, of the act of command-control at the 
central level of the political-military leadership. Moreover, it facilitated 
the use of armed TB-2 drones, which could provide planners with 
real-time information about the adversary, and where they identified 
valuable targets (such as GBAD systems, command points etc.) enabled 
their immediate neutralization.

Also, without air supremacy, the other specific missions of the 
air force were severely affected, especially those in direct support 
of ground forces (air denial, air support, reconnaissance, air assault 
missions and airborne). This fact was seen especially in the attempt, 
I could say desperate, of the Russians to conquer an airfield inside 
Ukraine, in the first month of the conflict. Thus, on 26 February, using 
vertical manoeuvres with helicopters and transport aircraft, they 
tried to occupy the Antonov and Vasylkiv airfields, near Kiev. In the 
absence of effectiveness of air support missions, the enemy’s troops 
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were neutralized mainly by Ukrainian artillery. Similarly, attempts 
were made to capture some airfields in the eastern part, among which  
I would mention the Millerovo airbase, attacked on 25 February with 
surface-to-surface missiles by the Ukrainians, the Russian forces 
losing a significant number of helicopters. Similarly, ISR missions deep 
into Ukrainian territory were practically absent. These missions are 
carried out with tactical UAVs, since, on the one hand, Russia has not 
operationalized such systems that can act at long distances and, on the 
other hand, they would be shot down by the air defence system that 
works coherently.

By adapting combat techniques to the quantitatively unfavourable 
situation, benefiting from the failure of the Russian aviation to achieve 
air supremacy, as well as from its own planners who knew how to 
draw up, in a formidable way, the list of targets that had to be hit  
(the lines of supply, GBAD and artillery systems mainly) and the 
intelligent, combined use of all weapon systems (aviation, missiles, 
UAVs, artillery etc.) the Russian army forced were made to retreat on 
two fronts (North and North-East).

Russian aviation losses, according to the Ukrainian Ministry of 
Defence, amounted to 233 aircraft, 196 helicopters and 136 GBAD 
systems as of 16 August (Ministry of Defence of Ukraine, 2022).  
Even if we take into account the fact that, in such situations, the side 
on the defensive tends to artificially increase the number of losses of 
the opponent, and we halve these losses, they are quite high.

The failure of the Russian air force also focused on the demoralization 
of the Russian pilots, who began to use less common combat tactics, 
such as launching munitions from helicopters from grass cutting flight 
form pull-up or from bombers flying horizontally at low height. All this 
leads to inaccuracy in the strikes and denotes the fear of the pilots, the 
low morale as well as the fact that the Ukrainian side has a sufficient 
number of anti-aircraft systems of all kinds through which it becomes 
effective in defending its own airspace.

Without air supremacy, no more vertical manoeuvres were 
attempted, by means of helicopters or airborne missions. Also due to 
the vulnerability of helicopters and transport aircraft, the manoeuvre 
of forces and assets began to be executed on land. Moreover, the 
supply of the Russian troops near the contact line had to be carried 
out by land, from the depth of the own battle positions. All those facts 
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made the movement of troops and equipment difficult, exposing them 
to Ukrainian strikes. Video materials promoted by the media confirm 
these aspects, in which various weapon systems, especially HIMARS 
systems, neutralize bridges or weapon depots behind Russian lines.

Also a consequence of the inability to obtain air supremacy 
was the withdrawal from Serpents Island. It occurred as a result of 
well-planned, sustained and combined strikes (artillery, aviation 
and reconnaissance-strike with UAVs), executed almost daily in the 
period before the withdrawal by the Ukrainian side. Those actions 
demonstrated to us the inability of the Russian air force to intercept 
and neutralize Ukrainian aircraft or drones, on the background of 
the lack of radar information that would provide a permanent aerial 
picture of the conflict zone. We deduce from it the importance of 
AEW-type aircraft in the economy of the confrontation and the lack of 
Russian ones in the area of   operations. In the same manner it was also 
possible to hit fuel depots in the Russian Belgorod area by Ukrainian 
Mi-24 helicopters.

Another consequence was the transformation of the war into 
one dominated by artillery weapons, which produce massive losses 
especially in terms of infrastructure, but also significant losses of 
human life among non-combatants. At the same time, Ukraine was 
given the opportunity to restore its network of airfields, which it used 
for specific aviation manoeuvres and the execution of airstrikes against 
opponents, with the few remaining operational aircraft.

With the withdrawal of Russian troops from the northern and 
north-eastern regions of Ukraine, the Russian aviation has not 
undertaken, until now, offensive air operations specific to obtaining 
supremacy, remaining present on the Donbas front, where it has, 
without a doubt, air superiority. In this area, they perform ground 
forces support missions, in an environment characterized by MANPADS 
threats. It can be seen from the daily reports of the Ukrainian armed 
forces that Russian planes and helicopters are still being shot down, 
which shows that the anti-aircraft defence is working, and the degree 
of survivability in the airspace related to the conflict zone remains low.

Also, as the war dragged on, as a result of the pressures of 
international community sanctions, superimposed on own economic 
problems, it was found that political limitations further affected the 
ability of the Russian Air Force to effectively support military operations.
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All these aspects have created the possibility of Ukrainian 
counteroffensives, even if they have been limited so far. The retreat 
around Kiev, following the failure to obtain air supremacy, was due 
to a combination of factors, among which the most important was 
the difficulty in resupplying the troops with ammunition, equipment 
and supplies, as a result of the permanent strikes carried out by 
the Ukrainian armed forces. It is not excluded that in the future, by 
creating a quantitative and qualitative ratio in terms of artillery, tanks 
and armour, equal to that of the Russians, in certain directions, we 
will witness the transition from defensive to offensive, with the aim of 
recapturing the lost territories.

CONCLUSIONS
After the reorganization of the Russian Air Force following the 

war in Georgia, the active involvement in the armed confrontations in 
Syria, the acquisition of last generation aircraft (according to Russian 
propaganda) and the large number of combat aircraft in the inventory, 
we would have expected for it to achieve air supremacy on the territory 
of Ukraine.

However, reality has shown us that due to faulty planning, based 
on erroneous information and which did not take into account all the 
specific elements (here I am mainly referring to the size of the theatre 
of operations – the entire territory of Ukraine), combined with the lack 
of specialized aircraft of electronic warfare, or the reduced number of 
early warning and air refuelling aircraft, the Russian air force was forced 
to admit its helplessness, by limiting, after the retreat around Kiev that 
began on 3 April, to the strikes with cruise missiles or providing air 
support to ground forces on the Eastern and Southern fronts.

Taking into account the definitions of the degrees of airspace 
control, as well as the way of action in this space with its own means by 
the Ukrainian Air Force, I can say that the Russian aviation only achieved 
air superiority in the first two months of the conflict, maintaining it 
today in Donbas, without reaching the level of air supremacy so desired 
by military leaders and planners.

After the date of the withdrawal from the north and north-east, 
as a result of the failure to achieve air supremacy, and probably heavy 
losses in equipment and pilots, combined with the restoration of 
the air defence capability of the Ukrainians and their own airfields,  
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the Russian aviation did not undertake strikes in the depth of the 
combat disposition of the latter. It was limited to actions in the vicinity 
of the contact line. This aspect provided flexibility to Ukrainian planners, 
along with much greater freedom of movement on the front line and 
permissiveness in the execution of troop and technical manoeuvres.

After the withdrawal from the Kiev area and the concentration of 
troops in the south and east, the Russian Federation continued the 
ground offensive, at a much lower rate, with the Air Force reducing 
the number of sorties. All of this led to a drop in the morale of the 
Russian forces, including the pilots. However, considering that quantity 
is a quality in itself, the troops of the Russian Federation are currently 
slowly advancing.

The bold strikes, carried out against Russian ships in the Black 
Sea and some industrial or infrastructure targets on the territory of 
the Russian Federation, led the aggressor to maintain troops and 
equipment on all the borders, a fact that allowed more freedom for 
Ukrainian’s military planners. Moreover, the strikes on the air bases 
in Crimea, resulting in the loss of aircraft and personnel, caused 
these combat assets to be withdrawn inside Russia, thus increasing 
their range of action, with negative repercussions on the support 
possibilities of the ground forces.

Most of the data on the amount of the aircraft used in the conflict, 
as well as the losses suffered by both sides, comes from open sources. 
That is why they must be viewed with some scepticism, the reality 
being presented after the conflict is over. It is certain, however, that, 
from the actions taken by both sides, the decrease in intensity of the 
Russian airstrikes can be observed, which leads to the conclusion that 
the losses in equipment and personnel are significant. At the same 
time, there is an increase in Ukrainian air actions, which leads us to 
the conclusion that there is no longer a question of the Russian side 
obtaining air supremacy and operating on all unoccupied territory. 
How long the two sides can afford to sustain combat actions with 
aviation will depend on the ability of each to further train their pilots 
knowing that the training period of a military pilot is at least three 
years, and as far as the Ukrainian side is concerned, the possibility of 
receiving/acquiring other aircraft is also important.

The bold strikes, 
carried out 
against Russian 
ships in the 
Black Sea and 
some industrial 
or infrastructure 
targets on the 
territory of 
the Russian 
Federation, led 
the aggressor 
to maintain 
troops and 
equipment on all 
the borders, a 
fact that allowed 
more freedom 
for Ukrainian’s 
military 
planners.

Causes of the Failure of Russian Aviation in Achieving Air Supremacy in the Ukraine Conflict  
and Subsequent Influences on Its Evolution

MILITARY THEORY AND ART 

ROMANIAN
MILITARY
THINKING

47

We can state, in the end, that air supremacy will remain an essential 
factor in the way of conducting the wars of the future, which provides 
flexibility in planning and freedom of action and movement to the 
other categories of armed forces participating in the joint operation.
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Russia’s aggression against Ukraine has made the concept of hybrid warfare 
almost forgotten. The literature has focused on the confrontation itself, but, 
as a rule, hybrid threats are activated when public attention is drawn to other 
issues and when the public is not prepared to meet the challenge. After the 
invasion of Ukraine, the term hybrid warfare has dissipated into the mass of 
frequently used operational terms. From the range of five dimensions of this 
term, which entails five types of associated interpretations (Solmaz, 2022), in 
the war in Ukraine, the emphasis seems to be on the aspects related to the hard 
component. The actual military confrontation, the occupation of Ukrainian 
territories by Russian troops and the violent actions (including those that 
exceed normative and moral boundaries on the battlefield) are the elements 
that attract public attention to a greater extent than the soft actions with a high 
degree of ambiguity (Mumford, Carlucci, 2022), contributing to the synergistic 
effect of sharp power. Under these conditions, hybrid warfare is not necessarily 
a form of war that substitutes for actual confrontation, but a way in which soft 
actions complement or compensate for the effects obtained by hard actions.  
Is the invasion of Ukraine a hybrid warfare, or can we talk about hybrid warfare 
as running parallel to and during the war? Which of these interpretative 
postures allows for the deviation from the classical meaning of war, as long as 
the action has been defined, from the perspective of the aggressor, as a “special 
military operation”? In the present paper, we attempt at operationalizing 
the concept of hybrid warfare, which has been analysed in the dynamics of 
application in several recent studies, starting from the study of its effects in the 
war in Ukraine (Muradov, 2022; Guerrero, 2022), and that of distinguishing 
between the hybrid warfare and ghibridnaia voina perspectives.

Keywords: hybrid warfare; Ukraine conflict; sharp power; ambiguity; concept 
operationalization;
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HYBRID WARFARE BEFORE THE INVASION OF UKRAINE 
A debate about the viability of the term hybrid warfare after the 

invasion of Ukraine should start from its viability during the preceding 
operations. The ZAPAD 2021 military exercise1, which counted more 
than 200,000 troops deployed in the vicinity of Ukraine, both on 
Russian national territory and in Belarus, was, in turn, prepared by a 
series of smaller-scale actions; the exercise represented, through the 
double stake of invasion preparation and intimidation, a form of hybrid 
warfare manifestation in its classical sense, as well as a framework 
of concept-related information actions. ZAPAD 2021 aimed, first of 
all, at the preparation of the invasion. However, the public opinion 
attention was especially focused on the informational dimension of 
the strategic deployment of the Russian armed forces in the west of 
the country, as long as the military exercise was intended to transmit 
important narratives and sub-narratives (Akimenko et al., 2022, p. 6),  
such as: Russia’s preoccupation with the status of a global great 
power, the consolidation of a power pole to which former Soviet bloc 
states that share common values are aligned (or will be aligned), the 
fact that the leader in the Kremlin has the qualities necessary for a 
commander able to regain Moscow’s sphere of influence previous to 
1989 and, above all, the fact that NATO is an aggressive organization, 
which, through various methods of intimidation – in accordance with 
the actional profile described by the Gerasimov doctrine –, intends to 
control part of Moscow’s sphere of influence and endangers the very 
existence of the Russian state. These narratives and sub-narratives, 
disseminated in numerous classical mass media, with online platforms 
and with extensions in new media, through point-to-multipoint or 
point-to-point interactions, were associated with an exercise whose 
history comes from the period when the president of the federation 
was still Vladimir Putin’s predecessor, Boris Yeltsin. The 2021 military 

1 Zapad is West in Russian, its initial letter becoming the symbol of the so-called special operation 
of the Russian Federation.
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exercise, of a much larger scale than the previous ones, was conducted 
in a regional climate characterized by a state of hybrid warfare in 
eastern Ukraine, after two years of the COVID-19 pandemic, after the 
end of the war in Afghanistan and the maintenance of a certain level 
of intensity of some conflicts in the Caucasus, in the Middle East and 
in Africa, as well as against the background of China’s intentions to 
control Taiwan, and after a series of Russian-American consultations 
that did not bear fruit. Unlike the previous exercises, in which the 
scenarios projected actions of the Russian armed forces against 
terrorists, ZAPAD 2021 imposed a symbolic polarization by identifying 
the opponents as the Polar Republic (allusion to the North Atlantic 
Treaty Organization), directing their offensive actions against the 
Central Federation (the Russian Federation) and Polesia (Belarus, as 
a suggestion of a wider Slavic space, including former communist 
countries, currently NATO member states, including Poland), with the 
aim of creating major confusion: “Instead of <terrorists>, as it had 
been the case with previous exercises, <states> were now named as the 
fictional opponents of ZAPAD 2021. Thus, the so called <Polar Republic> 
attacked the <Central [Russian] Federation> and, jointly with its allies, 
proceeded to also attack the <Polesia Republic> (Belarus). When states 
design exercise scenarios they often create fictional <states>, but they 
usually respect international borders and create them within their own 
territory. Strangely, the <Polesia Republic> had sizable territories of 
the Baltic States marked as its own. Furthermore, the Russian scenario 
maps did not show the <Polar Republic> being active in the Baltic Sea 
and Kaliningrad region. Moreover, the Belarusian MoD’s briefing maps 
showed the occupier enter <Polesia> on land only. However, during the 
exercise, naval operations in the Baltic Sea and battles in Kaliningrad 
(part of the <Central Federation>) were numerous and more intensive 
compared to previous ZAPADs. The contradictions between what 
official maps showed and how scenarios played out on the ground 
suggest that the maps were produced with the intention to confuse” 
(Ib., pp. 20-21).

The intention to create confusion is part of the already classicized 
pattern of procedures specific to hybrid warfare, with the role of 
manipulating the masses and antagonizing them, as the concept is 
defined, based on the Gerasimov doctrine, by Pavel Tsygankov (apud 
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Filimonov, 2019, p. 28)2 or by S.G. Chekinov and S.A. Bogdanov (apud 
Akimenko et al., p. 5)3, but especially of creating the premises for the 
history mystification/falsification, an aspect on which the justification 
provided by Vladimir Putin for the invasion order was based.  
The exercise projected, through the actions associated with the 
concept of hybrid warfare, the framework necessary to popularize 
the idea of bipolar reconstruction of the world, with Russia as the 
central power, which would constitute a counterweight in relation to 
NATO, capable of designing the common framework of integration, in 
relation to the military doctrine of Moscow, with the system of values, 
with the common language, convictions and beliefs. Therefore, the 
discourses against the West, NATO, the EU and Ukraine during the 
exercise contributed to the polarization of perspectives, within the 
limits of maintaining a digital media favourable to their transmission 
and dissemination (Ib., p. 32)4.

IS THE RUSSIAN FEDERATION “SPECIAL MILITARY 
OPERATION” A HYBRID WARFARE? 
Ghibridnaia voina and ideological fog in the current battlefield
The invasion of the Ukrainian territory by the Russian forces 

deployed in the west of the country for the ZAPAD 2021 military 
exercise has changed the perspective on the concept of hybrid 
warfare. If, from the American perspective (Hoffman, 2007), this term 

2 “According to [Pavel] Tsygankov, hybrid warfare also includes an application of the different 
techniques of social manipulation and falsification of history because hybrid war antagonizes 
the whole population and includes all areas of social life such as politics, economy, social 
development, and culture”, the perspective taken from Pavel Tsygankov, “Gibridnyye Voyny: 
Ponyatiya interpretatsii: real’nost” (Hybrid Wars: Definitions, interpretations and reality), in 
Pavel Tsygankov (ed., 2015). Gibridnyye Voyny v khaotiziruyuschchemsya mire XXI veka (Hybrid 
wars in the chaotic world of the twenty-first century). Moscow: State University Lomonosov. 

3 “Wars will be resolved by a skilful combination of military, nonmilitary, and special nonviolent 
measures that will be put through by a variety of forms and methods and a blend of political, 
economic, informational, technological, and environmental measures, primarily by taking 
advantage of information superiority. Information warfare in the new conditions will be the 
starting point of every action now called the new type of warfare, or hybrid warfare, in which 
broad use will be made of the mass media and, where feasible, global computer networks 
(blogs, various social networks, and other resources)”, v. S.G. Chekinov, S.A. Bogdanov, 
‘Прогнозирование характера и содержания войн будущего: проблемы и суждения’, 
Voennaya mysl (10, 2015, pp. 44-45).

4 The digital media analysis conducted between May-September 2021 demonstrates the 
exponential increase in the exercise and, implicitly, narratives/sub-narratives mediatisation 
(Akimenko et al., 2022, pp. 34-35; 44). 
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entailed its understanding as a fusion of the effects of conventional 
and unconventional actions, the reality in the Ukrainian theatre 
of operations after 24 February 2022 has projected a completely 
different perspective. Therefore, the invasion of Ukraine – a classical 
military aggression, falling within the definition of war or armed 
conflict based on the International Law Association Report (ILA, 2008) 
in Rio de Janeiro, once both conditions related to a violent military 
phenomenon defined as such are met in this case5 – was presented 
to the public by the President of the Russian Federation as a “special 
military operation”. The intentional ambiguity in relation to the terms 
agreed in international protocols is included in the range of elasticity 
allowed by the Russian concept of hybrid warfare, namely гибридная 
война (ghibridnaia voina), and not by the American one, hybrid 
warfare. In other words, by the way the de facto situation has been 
defined, it exceeds the framework of hybrid warfare in the Western 
understanding, but not the one of hybrid warfare in the Russian 
understanding. Vladimir Putin, misleading public opinion, defined 
the ordered action within the limits of the concept ghibridnaia voina, 
ignoring the evidence of the international legal system. That is the 
reason why the concept semantics and the major differences between 
it and the American concept of hybrid warfare should be revisited and 
clarified. 

A reference paper on the difference between the two concepts is 
that coordinated by researcher Ofer Fridman, from the King’s Centre 
for Strategic Communications (KCSC), King’s College London, together 
with Vitali Vladimirovici Kabernik, former director of Moscow State 
Institute of International Relations, respectively with British historian 
James C. Pearce, having more than seven-year university experience in 
Moscow, who managed to mirror the American concept and the one  

5 In Initial Report on the Meaning of Armed Conflict in International Law, the Committee on 
the Use of Force of the International Law Association, a body mandated by the executive 
committee to provide a framework for the definition of the terms war or armed conflict and 
the limits of the state of war and state of peace definition, the term war being replaced with 
that of armed conflict, which was defined in relation to two characteristics: the existence of 
organized military groups and the engagement in different-scale actions: “Looking to relevant 
treaties – in particular IHL treaties – rules of customary international law, general principles of 
international law, judicial decisions and the writings of scholars, as of the drafting of this Initial 
Report, the Committee has found evidence of at least two characteristics with respect to all 
armed conflict: 1.) The existence of organized armed groups 2.) Engaged in fighting of some 
intensity” (ILA, 2008, pp.1-2).
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reshaped by the Moscow military school of thought (Fridman  
et al., 2019). Promising to solve the acute problem of the effects  
of emerging technologies on the conduct of armed conflict, the concept 
of hybrid warfare developed by the American school was taken over 
and, as I have shown above, distorted by doctrinal dissimulation based 
on the Gerasimov doctrine, to respond not to a need to describe an 
upgraded reality of the battlefield, but to that of covering the Kremlin’s 
actional intentions. The concept allowed, after the emergence of the 
Gerasimov doctrine (2013), after the annexation of Crimea (2014) and 
the conflict in Donbas (2014), respectively after the proclamation of 
the Islamic Caliphate (2014), a coverage of some areas of interest in 
knowledge: (1) the hybridity between the military and non-military 
means of combat, which can lead to the achievement of political 
goals without implicit military confrontation; (2) the increasing role 
of the informational dimension of the confrontation at the hard level 
and (3) the understanding of the inexplicable phenomenon of the 
territorial and virtual expansion of the Islamic State: “In light of these 
developments, three main issues have been occupying the academic 
and professional discourse in regard to contemporary conflicts.  
The first one has been the idea of increasing hybridity between  
different military and nonmilitary means and methods employed by 
political players to achieve their goals without escalating to an outright 
open armed confrontation. The second one has been the increasing 
role of the informational dimension as a virtual space, used to promote 
certain political goals, either domestically or internationally, or both. 
The third major topic has been the rise of the Islamic State with a whole 
set of problems and threats to international security and stability”  
(Ib., p. 2).  

On these coordinates, once in the American doctrine and in the 
NATO doctrine the emphasis was on actional hybridity, namely on 
the understanding of how contemporary conflicts can involve the 
antagonistic positioning of state and non-state entities starting from 
the model of hybrid warfare carried out by the Lebanese Shiite militias 
in the 2006 conflict with the state of Israel, the Russian doctrine 
developed American concepts by extending them to a meaning 
encompassing the entire society. The concept of hybrid warfare, 
translated into Russian as ghibridnaia voina, began to develop along 
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the lines projected by American and European studies, but expanded 
its scope to the level of mass warfare, designing a series of methods and 
structures useful in achieving the objectives of the Russian Federation 
to return as a major player in the geopolitical balance of power.  
This term provided the conceptual framework necessary to return to 
the Clausewitzian “fog” of the battlefield, to maintain it within the 
limits of the Clausewitzian concept on the basis of which the aim of 
absolute war and the projection of the total annihilation of the enemy 
could be extended. If, at present, the classical “fog” of the battlefield 
is not possible, given the tendency to make it transparent through  
the use of various technologies, the only possibility of blurring remains 
the ideological one, based on which the concept of ghibridnaia voina 
can cover what the transparent framework of international protocols 
would not allow to take place. A feature of hybrid warfare, both in 
the classical sense and in the conception distorted by the Gerasimov 
doctrine, is that of doctrinal ambiguity and dissimulation, which has led 
to the nomological and ideological “fog” of the battlefield. Analysing 
this projection, Russian researcher Gheorghi Iurevici Filimonov (2019, 
p. 26) drew attention to the action of hybridization and ambiguity 
included in the case of the hybrid warfare concept. The concept covered 
the unclear area of Messner’s insurrectionary warfare, based on 
seven subversive methods: propaganda, obstruction, sabotage, actual 
subversion, terror, guerrilla warfare and rebellion, and developed in 
the directions opened by the projections of Aleksandr Dughin and 
Igor Panarin, through parasite concepts in relation to similar ones 
developed by the American military school of thought. Ghibridnaia 
voina is a concept developed apparently in the mirror in relation to the 
original, hybrid warfare, but which, through doctrinal dissimulation, 
hides its true intention through the “arson fireman” method. 

Ghibridnaia voina or absolute war 
Regarding its own intentions, ghibridnaia voina admits the entire 

range of military actions included in the Clausewitzian projection 
of absolute war: “War is therefore an act of violence, to force the 
opponent to fulfil our will. (...) Violence, i.e. physical violence (because 
moral violence does not exist outside the concept of the state and the 
law), is therefore the means, and imposing our will on the enemy, is the 
goal”. (Clausewitz, 1982, p. 35). 
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The demonstration is made by Filimonov (2019, p. 30), in the study 
“The Color Revolutions in the Context of Hybrid Wars”, in relation to 
the argument of Russian academician Mihail Ghenadievici Deliaghin, 
who defines hybrid warfare in the same terms as the absolute war 
was defined 200 years ago by Prussian General Carl von Clausewitz:  
“[Hybrid war] is a struggle that seeks to destroy the adversary, to 
completely eliminate the independence of his governing system 
and bring him under your full control. Hybrid war aims to reduce 
the adversary country [from its status as an independent state] to a 
territory under your own authority”6. 

Deliaghin’s text, whose subtitle generates ambiguity by connecting 
it to the wars of the past, covers exactly the framework for the 
application of Clausewitz’s doctrine, still in use in Moscow, with the 
means specific to the military actions in the Cold War period. In other 
words, dissimulating, ghibridnaia voina doctrine includes the military 
actions specific to the “yesterday’s wars”, adding to them complex 
information actions, to meet the goal established by the Clausewitzian 
paradigm more than 200 years ago, namely to destroy the enemy, to 
completely control it, denying its very “raison d’etre. The coverage 
of this action with the formula used by Putin, which he has always 
emphasised, thus beginning a  leitmotiv of the Kremlin propaganda, 
namely that of “special military operation”, makes it subsumed 
under the concept of ghibridnaia voina. The concept is one that, 
from Moscow’s perspective, opposes a state, the Russian Federation, 
to a formation that claims statehood, Ukraine, but which has no 
historical right to claim this quality, no right to self-determination.  
The justification of aggression by means specific to the classical war  
for the “denazification” of Ukraine produces ideological effects, 
not legal ones, because none of the aspects mentioned by Putin for 
starting the so-called “special military operation” have any legal basis. 
Ghibridnaia voina is used to justify the imperialist claims of a state 
that uses military force and political instruments to deny the right 
to existence and self-determination of another state, trying, through 
doctrinal dissimulation (to which I drew attention two years ago, see 
Lesenciuc, 2020, pp. 51-56), to justify the armed intervention. 

6 The text was taken by Filimonov from the blog of Mihail Deliaghin, https://delyagin.ru/, in the 
article “Novyye tekhnologii tzvetnykh revolutsiy: Ne gotov’tes’k poz avcherashey voyne” [New 
Thechniques of Color Revolutions: Stop Preparing Yourself for the Yesterday’s Wars]. 
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Unfortunately, the Russian perspective on the concept of hybrid 
warfare has not been properly analysed, and this return to absolute 
war, this expansion of the terms applicable within the limits of hard 
power, to the armed forces, to the entire society, without proper 
preparation for this type of threat, has allowed for the creation of 
surprise by launching the so-called “special military operation”.  
In Russian military thought, unlike the American one, the concept of 
war covers a broad range of social-political actions, while the concept 
of confrontation (warfare) is associated with the military confrontation 
as such. The distinction is made by Kabernik (2019, pp. 43-44), who 
defines the two terms, of which the former, under the conditions of 
knowing the distinction, could be associated with hybridity, while, in 
reality, both are impregnated by the hybrid character of the action, 
including in order to justify military operations (as in the case of the 
events on 24 February 2022): “Russian military thinking not only defines 
war as a socio-political phenomenon, but going further it discriminates 
between war and warfare, and this discrimination is important for a 
better understanding of Russian concepts. War is a state of society 
while warfare is viewed by Russian military scholars as activities 
associated with armed conflict, a practical implementation of combat 
principles. Hence, according to this understanding, there just cannot be 
a hybrid war, or a cyberwar, or any other sort of war. Instead, certain 
forms and modalities of warfare, including hybrid, informational or 
other that can be used during a war, which, in turn are viewed as a  
full-spectrum conflict involving armed violence as the predominant 
way to resolve political or other contradictions. According to the views 
of the Russians, military warfare is a mandatory element of any war. 
This in turn introduced another layer (or, more accurately, layers) for 
analysis. While war itself is the state of the society, different forms of 
warfare can be used to fight a war” (Kabernik, p. 62). 

In the same train of thought, that of doctrinal dissimulation, the 
confusion between the terms is exploited in Moscow both by the 
school of military thought and by the ideological propaganda bodies 
of the political power. That is why it is necessary to exemplify the way 
in which the concept of warfare (voenaie deistvia) produces confusion 
and maintains conceptual and doctrinal ambiguity, by the study of the 
same researcher: “The understanding of <warfare> in Russian military 

In Russian 
military thought, 
unlike the 
American one, 
the concept of 
war covers a 
broad range of 
social-political 
actions, while 
the concept of 
confrontation 
(warfare) is 
associated with 
the military 
confrontation 
as such. The 
distinction 
is made by 
Kabernik, who 
defines the 
two terms, 
of which the 
former, under 
the conditions 
of knowing the 
distinction, could 
be associated 
with hybridity, 
while, in reality, 
both are 
impregnated 
by the hybrid 
character of the 
action, including 
in order to 
justify military 
operations.

Hybrid Warfare in Wartime
– Concept and Action Operationalization Attempt –

MILITARY THEORY AND ART 

ROMANIAN
MILITARY
THINKING

57

tradition is generally associated with the activities carried out during 
military engagement. Starting from 2016, the Military University 
of the Russian Defence Ministry introduced a special course called 
Social Environment focused on practical implementation of social 
technologies in warfare. Rossiytskaia Gazeta called its article covering 
the announcement of those courses <Cadets to Be Taught the Methods 
of Hybrid Warfare>, which is misleading title that does not reflect the 
actual article content” (Ib.). 

Kabernik’s study is not limited to the discrimination between the 
two concepts, war and warfare, which, in American terminology, have 
totally different meanings. It demonstrates how the Clausewitzian 
projection of the absolute war is due to Lenin – I insisted on the 
perspective related to the Russian communist leader who became 
a transfer vector of Clausewitz doctrine to Moscow as well as of its  
implicit application in the Revolution in October (1917) in the study 
Gândirea militară românească sub amprenta clausewitziană/Romanian 
military thought under Clausewitz ideas (Lesenciuc, 2019) –, who 
intuited and speculated on the fact that any form of war or violence 
inevitably replaces the law. From this perspective, the Russian concept 
of politics was defined as the continuation of war by other means, 
inverting the Clausewitzian perspective and imposing the different 
forms of manifestation of violence within the limits of the cumulative 
concept of war, associated with both politics and confrontation. 
Lenin’s perspective was therefore based on a way of thinking about 
the confrontation as the state of the entire nation, an idea that has 
not changed to this day. With the advent of new technologies, which 
meant, in fact, a new form of vulnerability (Kabernik, p. 56), the Russian 
school of military thought has insisted on the subversion suggested 
by Yevgeni Messner and developed this path along the surrogate 
directions of Dughin and Panarin. The attention to subversion and 
dissimulation can shed light on how, similarly, related concepts, such 
as Liang Qiao and Xiangsui Wang’s (1999) unrestricted warfare, can 
produce effects through non-military methods of warfare. Obviously, 
in the invasion of Ukraine, the Russian Federation deviated from the 
planned course. Certainly, Vladimir Putin did not expect resistance 
from the Ukrainians and the transformation of the confrontation, 
started with classical means and based on outdated operational plans, 
into a war of attrition.
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The Russian school of military thought, finding in the concept of 
hybrid warfare one broad enough to allow the unstructured mix of 
methods, techniques and tools to encompass intended subversive 
actions, has adapted and expanded it to the level of the entire society. 
The study of this school of thought, which is based on rigid Clausewitzian 
concepts, relatively easy to decipher in terms of doctrinal transparency 
and security interests, deserves special attention.

Hybrid warfare, a term contaminated by ghibridnaia voina 

The concept of hybrid warfare, in its original sense, contains 
a form of ambiguity that can be reduced by obtaining the common 
denominator of the five varied forms of interpretation of the concept, 
as they were investigated in the study of Tarik Solmaz (2022): 

“<Hybrid Warfare> as the employment of synergistic fusion of 
conventional weapons, irregular tactics, terrorism, and criminal 
activities in the same battlespace. 

‹Hybrid Warfare› as the combined use of regular and irregular 
forces under a unified direction.

‹Hybrid Warfare› as the use of various military and non-military 
means to menace an enemy.

‹Hybrid Warfare› as sub-threshold activities involving any mix of 
violent and non-violent means.

‹Hybrid Warfare› as a way of achieving political goals by using  
non-violent subversive activities”.

The five interpretive projections are the necessary synthesis in 
the absence of the concept operationalization that would eliminate 
the semantic and ideological “fog”. Associated rather with the 
confrontations between state and non-state actors, with actions 
of terrorist groups such as Hezbollah, Hamas, Daesh, the concept 
has kept viable the initial projection of Hoffman (2007) regarding 
the combination of conventional and unconventional means and 
ways of military action as well as the aspects related to the inability 
to discriminate violence. Over time, the concept of hybrid warfare 
has expanded its scope beyond the military domain and beyond the 
battlespace to include, through the emergence of the term hybrid 
threat, the mix of tools and means that exceed the hard dimension 
of confrontation. Hybrid warfare has hybridized semantically, allowing 
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political, economic, social, and symbolic aspects to be associated 
with military aspects. After the development of the Gerasimov 
doctrine, which referred to the varied range of actions on and off 
the battlefield, and especially after the annexation of Crimea and 
the outbreak of the conflict in Donbas, the concept has been used  
in official NATO documents, starting with the Wales Summit Declaration 
of 5 September 2014, after it had been previously debated in the NATO 
Review (1 July 2014), as well in the European Commission documents, 
which refer with predilection to hybrid threats. Official documents of 
NATO and EU member states, including Romanian ones, frequently 
refer to these two concepts, and the response solutions are related 
to early warning and threat awareness, building state and societal 
resilience, prevention and adequate response to crises, interagency 
and transnational cooperation and coordination etc. The studies 
have lead to an extension of the concept from the hard level to the 
soft level. This contamination of the military term with meanings 
concerning the mixture of different forms of power is perhaps the most 
serious aspect in the attempt to clarify and operationalize the concept.  
The hybridization of the concepts of hybrid warfare and hybrid threats 
allowed for the settlement of the semantic fog, which later served as 
the ideological fog in the semantics of the term ghibridnaia voina. 
Under this unclear concept, a series of varied meanings began to hide, 
including in the Western rhetoric: “the concept of <hybrid warfare> 
has continued to evolve and gain new meaning in the West’s strategic 
discourse” (Solmaz, 2022), the only clarification being due to the 
prevalence of communication situations in which hybrid warfare has 
been associated with predominantly non-violent actions, but which 
do not exclude violence. However, hiding under an insufficiently 
clear term some tendencies to diversify military and non-military 
actions, but especially actions that are the object of international 
humanitarian law and those that exceed, in the murky waters of 
the concept, exactly these norms, has allowed for the ambiguity of 
the concept of hybrid warfare and the inability to use it doctrinally.  
The de facto situation was characterized by Andrew Mumford and Pascal 
Carlucci (2022, pp. 1-15), who, paraphrasing the famous Clausewitzian 
syntagm, understood hybrid warfare as the continuation of ambiguity 
with other means. In other words, an ambiguous term, hybrid warfare, 
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characterizes an ambiguous situation, in which indefinite challenges 
channel the synergistic effect, in order to destroy a status quo. 
Maintaining the term in this area of ambiguity, specific to the change 
of political regimes and attempts to break the balance of power, does 
not serve it, considering its origin in the military field and its use in 
the doctrinal apparatuses. Therefore, the term has become contested  
for its lack of clarity and its inability to associate a concrete response 
or set of countermeasures that would enable the military to be trained 
for action on the battlefield. Hybrid warfare was born in the American 
school of military thought, being a concept meant to semantically 
cover military operations – the initial term was a battlefield-centric 
concept, noted Solmaz (2022) –, ending up to be used beyond the 
scope of military concepts. By extending its semantic area in the field 
of soft powers, it has served as a mask for the Russian hybrid actions, 
which have expanded the understanding of the concept of hybridity  
up to the border between legal and illegal, between moral and immoral 
in employing violence to achieve the desired effects. In his conclusions 
to the synthesis of hybrid warfare terminological development, Tarik 
Solmaz underlines the same impotency to operationalize the concept 
and the same terminological ambiguity, always useful for the state 
and non-state structures interested in the legal-illegal, moral-immoral 
mix: “The term <hybrid warfare> has drawn remarkable attention 
in the West’s strategic debates over the last fifteen years, and 
apparently, it will continue to draw attention. Nevertheless, it is still 
an extremely contested concept. The definitions concerning <hybrid 
warfare> significantly differ from each other. Moreover, it has been 
used to describe a wide range of different phenomena that necessitate 
different countermeasures. The concept of <hybrid warfare> has been 
so stretched that today hybrid warfare, which was originally included 
in the West’s military lexicon as a battlefield-centric concept, has even 
been used to refer to just non-kinetic destabilization operations. Hence, 
alongside a poor understanding of such a concept, the ideational 
confusion weakens the capabilities of Western states and organizations 
to effectively deal with what they deem <hybrid threats>. As such, 
the concept of hybrid warfare seems to be suffering the same fate as 
<terrorism> which is another contested term in the strategic lexicon. 
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Hence, eliminating such a conceptual haziness should be prioritized  
by Western policymakers and defense intellectuals” (Solmaz, 2022).

In other words, if, initially, in NATO member countries, the concept 
of hybrid warfare was associated with the meaning proposed by Frank 
G. Hoffman, and the concept of hybrid threat had also a military 
meaning, currently, the two concepts have semantically migrated 
to other areas of application. Practically, the first extension of the 
concept of hybrid threat, beyond the military area of application, 
is due to the concept operationalization attempt of NATO (2010), 
according to which hybrid threats are not purely military, but involve 
different levels of activity: “Hybrid threats will have elements that are 
relevant to defence. Their character is not purely military but military 
capabilities may contribute to aspects of their prevention, resolution or 
consequence management. [...] Hybrid threats are comprised of, and 
operate across, multiple systems/subsystems (including economic/
financial, legal, political, social and military/security) simultaneously 
and will therefore prove problematic for NATO’s response which would 
initially focus upon a military/security line of operation. Hybrid threats 
can expand and contract these lines of operation rapidly to accomplish 
their objectives” (NATO, 2010, pp. 3-4). 

Understanding the complex situation in Ukraine in terms of this 
type of threats that exceed the military dimension of the confrontation, 
the annexation of Crimea and the war in Donbas have been associated 
with typical cases of activated hybrid threats. Hoffman’s concepts could 
no longer serve to define the situation in eastern Ukraine, and the 
complexity of the confrontation, exceeding the military dimension, has 
allowed the mixture of “actors, narratives, tactics and technologies” 
(Palmer, 2015, p. 1), which has served the Russian Federation to 
align itself with the concept of hybrid warfare, to metabolize it and 
transform it into ghibridnaia voina, as a form of doctrinal dissimulation 
and speculation about interests that find coverage in the new paradigm 
of military thought: „Looking to the wider implications for European 
security and for NATO’s strategy in the wake of Russia’s political 
behavior and military performance against Ukraine, Russia’s embrace 
of the hybrid warfare paradigm has prompted speculation over: (i) 
Whether hybrid warfare represents a new transformation of warfare 
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and should qualify as a Revolution in Military Affairs (RMA) that will set 
out a new strategic paradigm; and (ii) Whether Russia’s new political 
posture and countering Russia’s hybrid warfare challenge effectively 
amount to a revival of the Cold War and the restoration of the familiar 
operational patterns of the NATO-Warsaw Pact strategic competition 
of the 1970s and 1980s” (Ib., p. 2). 

Therefore, Russia proposed its own model of hybrid warfare, in 
which it included an important ideological dimension, through which 
it mixed tactics and instruments specific to the Soviet period – Palmer  
(p. 9) plastically describes this projection with the expression “old Soviet 
wine in new Russian bottles” – and managed to mix (and maintain at a 
necessary level of ambiguity) aspects of hard and soft power in order 
to maximize its own asymmetric advantages7. 

Unfortunately, currently looking at hybrid warfare as a mixture 
of hard and soft powers means nothing more than a semantic 
contamination of the concept of hybrid warfare with the one that 
has served Russian dissimulation and speculation – ghibridnaia voina.  
On the other hand, such contamination would also mean that the 
war of concepts – British researcher Ofer Fridman (2019, pp. 67-84) 
named a chapter of his comparative study on hybrid warfare from 
the Russian perspective and from the NATO perspective “A War of 
Definitions: Hybridity in Russia and the West” – has been won by the 
Russian Federation. Perhaps terminological clarification can only be 
done by judging the current conflict in Ukraine, produced by the old 
Soviet tactics packaged in the new forms of the hybrid conflict in terms 
of association with concepts of different use in NATO member states 
and in Russia. Is the current invasion of Ukraine a hybrid warfare? 
Or is the hybrid war a part of what represents the deployment of 
political, economic, symbolic forces and intentions, projected at the 
level of Russian state propaganda on the Ukrainian territory? Starting 
from the origin of the term and the way it can serve following the 
concept operationalization in the doctrinal apparatus, the answer  

7 Ruiz Palmer explicitly expresses the mix between power levels: “hybrid warfare bridges the 
divide between the hard and the soft power applications that result from the technological 
and information revolutions of the last three decades in ways that maximize asymmetric 
advantages for Russia, as well as minimize risks and costs”. (2015, p. 2).
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is simple: the current invasion of Ukraine is ghibridnaia voina, but not 
hybrid warfare. Hybrid warfare, in the Western sense, associated with 
a form of conflictual hybridity specific to our days, ended with the 
ZAPAD 2021 exercise and with the beginning of the “special military 
operation”. Hybrid warfare is a form of limited conflict, which does 
not aim at the total destruction of the adversary and which entails the 
use of a mix of means and tools precisely in order not to keep the war 
within the limits of the bloody confrontation specific to the application 
of the Clausewitzian paradigm. Ghibridnaia voina is the “wolf in 
sheep’s clothing”, the absolute war camouflaged in the conceptual 
and ideological fog of hybridity, designed to contribute to the total 
destruction of the enemy, to the destruction of its raison d’être, 
historical foundations, references and identity anchors. Ghibridnaia 
voina is not a form of hybrid warfare, but one of total war, a massed 
war, of yesterday, wearing the illusory clothes of the war of the future.

AN ATTEMPT AT OPERATIONALIZING  
THE TERM “HYBRID WARFARE”.  
INSTEAD OF CONCLUSIONS 
Once the Russian Federation uses the loose concept of hybrid 

warfare to appeal to old tactics and methods of action in a new form 
of application, whereby “other means” in the Clausewitzian projection 
also cover new technologies (Guerrero, 2022, p. 2 ), and to impose its 
sphere of influence, whose legacy from the Soviet Union it claims, and 
even more, once it practices “hybrid warfare”, to restrict the foreign 
policy of the former Soviet states (Muradov, 2022, pp. 168-191) and 
to challenge their identity and right to self-determination, means 
that the term “hybrid warfare” is unclear and serves Moscow in the 
terminological and ideological “fog”. The concept operationalization 
entails a temporal regression, before the hybridization of hard and soft 
dimensions of power. In the context of 2014, the year in which the 
Gerasimov doctrine had already been assigned the hybrid dimension, 
in which Russian hybridization entailed, on the one hand, the avoidance 
of direct confrontation with the West (Guerrero, p. 1), and on the 
other hand, the provocation of the former Soviet republics in order 
to determine the consolidation of the old sphere of influence, the  
hard-soft distinction is quite clear.
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The concept of hard power, older than that of soft power, 
entered, starting from the last decades of the 20th century, a kind of 
decline in terms of its applicability as an instrument of imposition.  
The observation was made a long time ago, and the mention of a 
specialist in geopolitics and international relations such as Colin S. Gray  
(2011, p. 4) does nothing but reinforces a reality: “Military force has 
less utility as an instrument of policy in the 21st century than it did in 
times past, even recent times past”. Obviously, the hard dimension 
can be associated with coercive power as a whole, entailing more 
than military power and the use of military force, but it is in decline 
anyway. Soft power includes two classical dimensions, starting with 
Montesquieu, political power and economic power, to which is added 
the concept of symbolic power, suggested by the French sociologist 
Pierre Bourdieu (1982/2012), which operates with symbolic forms 
and objects, respectively ideologies. With the development of new 
technologies, which has led to a major change in economic terms and, 
through information technologies, also in terms of symbolic power, 
the classical division of powers has deepened through ethical and legal 
norms the distance between hard and soft power, diminishing the 
role of coercive power and expanding economic and symbolic power. 
But, the new technologies have been used not only in the civilian 
field, which is why, gradually, with the digitization of the battlefield 
and the large-scale use of computer technologies, a consistent soft 
dimension, an information dimension, thoroughly symbolic, has 
developed inside the hard power. Under these conditions, hard power 
has included a symbolic dimension, applicable within ethical and legal 
normative limits. The entire spectrum of information operations is the 
object of the analysis of this soft dimension of the hard component of 
power, an aspect that I highlighted in the study “Rolul comunicării în 
Operațiile Informaționale (INFO OPS) și în Managementul Resurselor 
Informaționale (MRI)/The Role of Communication in Information 
Operations (INFO OPS) and in Information Resource Management 
(IRM)”. Understanding a complex concept like Network Centric Warfare 
means understanding the information network architecture, serving 
hard power, which is, understanding the soft dimension of the hard 
power.
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Figure 1: Hard power qualitative transformation

In relation to this distribution, the concept of operational hybrid 
warfare within the limits of hard power and capable of producing 
effects within these limits is that proposed by Frank G. Hoffman, who 
intuited in 2005 and demonstrated in 2007 the need for operational 
diversification of military actions to include tactics, capabilities and 
tools belonging to the hard dimension as such and the soft dimension 
of hard power. Along these lines, the concept of hybrid warfare 
applicable to the hard dimension has become an artificially extended 
concept to the entire range of powers, and the Russian Federation has 
benefited from it to hide under the conceptual umbrella of hybridity 
and the lack of clarity/transparency the actions belonging to the soft 
level, in which it has melted the hard dimension. The concept of 
ghibridnaia voina has expanded as a mixture/hybridization of powers, 
but the difference in application consists precisely in going beyond 
the ethical and legal norms established at the international level, to 
which the Russian Federation adhered, in order to be able to impose 
a hybrid warfare of a different nature, assimilable to absolute war, 
as it is explained by Deliaghin’s perspective. The difference between 
the two forms of hybrid warfare is consistent, and the response 
reactions of the democratic world to the Russian invasion of Ukraine 
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as a result of the application of the Russian concept of hybrid warfare, 
having Clausewitzian and Soviet roots, has been natural: political and 
economic sanctions and symbolic reaction to a high level, to be able to 
counteract the hybridization of the conflict.

Figure 2: The two forms of hybrid confrontation

This projection has the role of highlighting the different forms of 
hybridity, as well as the difference between smart (associated with the 
application of the concept of hybrid warfare in addition to actions at 
the soft level) and sharp (associated with hybridity of ghibridnaia voina 
type) power, in their combination of hard and soft. In the absence of a 
clarification of this nature, it has been possible for studies by Russian 
researchers to transform the smart/sharp distinction suggested in  
2017 by Christopher Walker and Jessica Ludwig, and expanded later 
(Walker et al., 2020, pp. 124-137) into one that serves propaganda 
interests, that distinguishes between “us” and “them”, even though 
American researchers have made explicit the notation regarding 
application in democratic regimes and authoritarian regimes.

The natural response to the hybrid challenges of ghibridnaia voina 
type – in our attempt to operationalize the concept of hybrid warfare 

Hybrid Warfare in Wartime
– Concept and Action Operationalization Attempt –

MILITARY THEORY AND ART 

ROMANIAN
MILITARY
THINKING

67

– is not limited to actions at the military level in relation to hybrid 
threats. Hybrid threats in Hoffman’s understanding (2007, p. 29) 
refer to the hard dimension of the confrontation: “Any adversary that 
simultaneously and adaptively employs a fused mix of conventional 
weapons, irregular tactics, terrorism, and criminal behavior in the 
battlespace to obtain the political objectives”. The true hybrid threats 
are those of hybridization beyond the ethical and moral boundaries 
that separate the use of force (i.e. the hard dimension) from the other 
dimensions of power. The only adequate response remains that of 
building the anti-ghibridnaia voina shield, which entails protecting 
society through security education and culture, through strategic 
communication and through societal resilience. Societal resilience 
is the optimal response to the hybrid mix specific to authoritarian 
nations, which employ conceptual dissimulation to create a form of 
actionable asymmetry with dramatic effects on the democratic values 
of the free world.

In the attempt to operationalize the concept of hybrid warfare, we 
have returned to the precise and applicable definitions in the military 
field belonging to American researcher Frank G. Hoffman. No further 
operationalization is required. However, it is absolutely necessary to 
understand the concept of ghibridnaia voina. The difference between 
hybrid warfare and ghibridnaia voina is consistent, and the preparation 
of the response to hybrid threats in accordance with the understanding 
of one’s own doctrine is insufficient. This doctrinal dissimulation and 
the transformation of the concept of hybrid warfare into one that 
covers a series of actions lacking transparency, legitimacy and ethics 
has been possible due to the game made by the Russian Federation, 
which launched the Gerasimov doctrine in order to justify its own 
intended actions at the level of 2013. Unfortunately, military thought 
has not made explicit distinctions between the classical form of hybrid 
confrontation and the disguised one.
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Interoperability is described as the ability of member states to act together 
coherently and effectively to achieve tactical, operational and strategic 
objectives. In particular, interoperability allows forces, units and/or systems 
to operate together and use shared concepts. At the operational and tactical 
level, there are numerous challenges regarding interoperability, and one of 
these challenges consists of doctrinal differences. The purpose of this article 
is to identify these differences, through the brief analysis of the doctrine 
projections of NATO, USA and Romania. There are significant differences both 
in understanding the concept of information operations from a conceptual and 
practical point of view and in terms of these subsumed operations. Also, in 
order to identify one’s vulnerabilities, we think that the analysis of strategies 
and tactics based only on a Western empirical approach is insufficient, and we 
aim at comparing the effectiveness of information operations from the Russian 
and Chinese perspectives, as well.
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INTRODUCTION
At the level of the North Atlantic Alliance and its member states, 

information operations/InfoOps1 have known increasing attention, as 
a result of the people’s awareness that the environment in which they 
live is dominated by information. The information environment, with 
its three dimensions, cognitive, physical and virtual, has altered the 
nature of war and has become a global battlefield, where conflicts 
seem to have no identifiable boundaries. Conducted at all operational 
levels and throughout all phases of a conflict, InfoOps integrate all 
aspects of information, supporting and enhancing elements of the 
combat power. 

Furthermore, there is increasing overlapping between the field of 
military actions and the field of civil actions and vice versa and the 
speed with which information is transmitted may represent both an 
advantage and vulnerability. Following the same rationale, we may 
assert that InfoOps are not as costly as classic operations and they 
represent an advantage in relation to saving human lives. The matter 
of interoperability has been perceived as being as old as the military 
operations, whereas joint operations are an essential condition for 
operational efficiency. This challenge is also underlined by the famous 
quote of General and theoretician Ferdinand Foch, assigned to take 
command of the allied coalition against Germany in 1918, who “is 
supposed to have remarked that after directing a coalition, he lost 
some of his admiration for Napoleon” (Neiberg, 2010, p. 699). 

The procedural dimension of interoperability focuses on doctrines 
and procedures and involves the standardisation of capabilities, 
including the level of communication and terminology, or with regard 
to tactics, techniques and procedures. At first glance, the terminology, 
resources, tactics, techniques and procedures of states and units 
vary. Therefore, the lack of standardisation will affect interoperability, 
including combat power. In the same vein, we could say that, at the 
operation and tactical level, doctrinal differences represent a real 
challenge.

1 For the coherence and conceptual unity of the current article, we will use the abbreviation 
InfoOps, as it appears within the Romanian doctrines.
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In our analytical approach, we aim, in the first phase, to identify 
differences in the InfoOps sphere, through the comparative analysis of 
specific doctrinal projections at the level of NATO, USA and Romania. 
The parallel analysis of InfoOps doctrines reveals numerous differences 
both in relation to the understanding of the concept and in terms of 
coordination and harmonization of subordinate capabilities. 

In the second phase, we have considered it challenging but also 
necessary to scan how Russia and China approach InfoOps. Both Russia  
and China see influence activities, including disinformation, as common 
activities that they carry out domestically to control people’s minds, 
through manipulation and censorship. However, there are many 
differences between the two approaches. One of these differences 
could be reinforced by the metaphor used by the director of  
cyber-security of the American National Security Agency, Rob Joyce, 
who stated: “I kind of look at Russia as the hurricane. It comes in fast 
and hard. China, on the other hand, is climate change: long, slow, 
pervasive.” (Vilmer, Charon, 2020). In this context, we can say that the 
Chinese state takes a much more moderate approach to information 
dissemination or offensive cyber tactics. While Russia is one of the 
most active adversaries, at least against the US, in the information 
environment and cyberspace, China appears to be taking a much more 
centralised, controlled, and enduring view of InfoOps. That is why 
Russia’s visibly disruptive actions are associated with a hurricane, and 
China’s slow and pervasive actions are compared to climate change. 
At the same time, the interactions between China and Russia in recent 
years could raise some problems, including in relation to the InfoOps 
approach, because both countries have dramatically expanded their 
disinformation actions in the last year. 

COMPARATIVE ANALYSIS OF INFOOPS DOCTRINES  
IN RELATION TO NATO, USA AND ROMANIA
In order to identify the doctrinal differences at the Alliance level, 

we have focused our attention both on the InfoOps doctrines at the 
level of NATO, USA and Romania (NATO – Allied Joint Doctrine for 
Information Operations/AJP-3.10/2015; USA – Information Operations/ 
JP 3-13/2014; Romania – Doctrina Operațiilor Informaționale/ 
nformation Operations Doctrine/2017), as well as on the doctrines 
of subordinate operations. Access to the entire documentation was 
straightforward for the reason that both the NATO and the US doctrines 
are available on the internet, whereas the Romanian doctrines can be 
accessed in their printed format. 
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The first difference derives from the definitions attributed to 
InfoOps, in the three doctrinal projections. At the Alliance level, InfoOps 
are defined as “a staff function to analyze, plan, assess and integrate 
information activities to create desired effects on the will, understanding 
and capability of adversaries, potential adversaries and NAC approved 
audiences in support of Alliance mission objectives” (AJP-3.10, 2015,  
p. 1-5), definition which is completed by another expression, in respect 
of information activities which represent “actions designed to affect 
information or information systems. Information activities can be 
performed by any actor and include protection measures”. (AJP-3.10, 
2015, p. 1-5). At the national level, the equivalent of the AJP-3.10/2015 
doctrine is the Information Operations Doctrine of 2017, with some 
small variation. The definition of InfoOps in the Romanian conceptual 
framework is similar to that of the allied doctrine, emphasising at the 
same time the offensive aspect or the impact of information on the 
information systems of the enemy, as well as the defensive aspect, 
namely, the protection of own resources and systems. 

USA has a slightly different approach to InfoOps, characterising 
them as “the integrated employment, during military operations, 
of IRCs in concert with other lines of operation to influence, disrupt, 
corrupt, or usurp the decision making of adversaries and potential 
adversaries while protecting our own” (JP 3-13, 2014, p. ix). IRC or 
information capabilities are “the tools, techniques, or activities that 
affect any of the three dimensions of the information environment.”  
(JP 3-13, 2014, p. x). The doctrine emphasises the integration of IRC 
during the joint operations planning process and describes these 
capabilities as tools available to the commander to affect the cognitive, 
physical and virtual dimensions of the information environment. 

Another difference between the three doctrine projections is 
related to the establishment of the principles of information operations. 
For example, the American doctrine for information operations does 
not provide a description or enumeration of InfoOps principles, as we 
find it in the other two doctrine projections under scrutiny. On the 
other side, in the previous doctrine JP 3-13/ Information Operations 
of 2006, under the heading Planning and Coordination, the following 
clarification appears: “The planning of Information Operations follows 
the same principles and processes established for the planning of joint 
operations” (JP 3-13, 2006, p. xiii). In other words, InfoOps planning 
must aim to coordinate and synchronse capabilities to meet the Joint 
Force Commander’s objectives. Also, InfoOps must be an integral 
part of the overall planning effort and their use ever since the early 
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phases of operations planning can influence the effort required for the 
following phases. 

Regarding the principles of Joint Operations, at the level of the 
US, the turning point in relation to the establishment of principles is 
represented by the terrorist attacks of September 11, 2001. At that 
time, the warfare principles, as they were called in the doctrines of 
those times, and which had a broad strategic utility, were renamed 
the Principles of Joint Operations, which implied a much narrower 
purpose. Secondly, the experiences in Iraq and Afghanistan, adjoining 
the challenges of those irregular wars, led to the addition of three new 
principles: restraint, perseverance and legitimacy. 

The US Joint Doctrine lists 12 principles of Joint Operations, 
which are applicable to InfoOps as well: objective, offensive mass, 
manoeuvre, economy of force, unity of command, security, surprise, 
simplicity, restraint, perseverance, legitimacy. (JP 3-0, 2017, p. ix). 
These principles are applicable to both traditional and irregular forms 
of warfare. 

At the national level, the Information Operations Doctrine lists  
a number of 10 specific InfoOps principles, the first nine being taken  
from AJP-3.10 of 2009 and the set was completed with the tenth 
principle, adaptability. On the other hand, the current NATO 
doctrine, AJP 3.10/2015 differs from the previous doctrine by a 
new set of principles, some taken from the old one, others different 
(focused and integrated, coherent and consistent, comprehensive 
understanding, centralized planning and decentralized execution, 
continuous, Monitoring and assessment, agility) (AJP-3.10, 2015,  
p. 1-9). 

The third difference concerns key areas. The indigenous doctrine 
projects 12 capabilities subordinated to InfoOps, which it calls 
key domains coordinated within InfoOps. These are Psychological 
Operations (PSYOPS), Presence, Profile and Posture (PPP), Operations 
Security (OPSEC), Information Security (INFOSEC), Military Deception 
(MILDEC), Electronic Warfare (EW), Physical Destruction, Key Leader 
Engagement (KLE), Military Engagement, Cyberspace Operations, 
Cyber Defense and Civil-Military Cooperation (CIMIC) and can be 
considered “InfoOps activities only when they are directly aimed at the 
understanding and perception, will and capabilities or means of the 
adversary, the potential opponent or other approved entities” (DOI, 
2017, p. 22). 

The NATO Doctrine, AJP-3.10/2015, includes the operations 
subsumed to InfoOps, in a distinct category, entitled Capabilities and 
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Techniques Integrated Through Information Operations. Although the 
list is not exhaustive, the capabilities and techniques listed represent 
the basis of most InfoOps activities. Furthermore, the current doctrine 
completed the list of Capabilities, Tools and Techniques Used in Support 
of Information Operations Objectives from the previous doctrine with 
three other capabilities such as Special Capabilities, Military Public 
Affairs and Cultural Understanding and Engagement and Excluded 
Information Security/INFOSEC (AJP-3.10, 2015, 1-10).

In the USA, the information operations doctrine of 2014, JP 3-13, 
lists a broader set of capabilities that contribute to InfoOps, which 
it places under the title of Relationship and Integration, as follows: 
Strategic Communication, Joint Interagency Coordination Group, Public 
Affairs, Civil-Military Operations, Cyberspace Operations, Information 
Assurance, Space Operations, Military Information Support Operations/
MISO (in previous editions of the doctrines), Psychological Operations, 
Intelligence, Military Deception, Operations Security, Special Technical 
Operations, Joint Electromagnetic Spectrum Operations, Key Leader 
Engagement (JP 3-13, 2014, II-5). 

The differences listed above reinforce the idea that InfoOps remain 
a complex topic occurring in a field under continuous evolution, the 
information field. Therefore, there is a need for better insight and 
clarity in defining InfoOps, because the absence of a clear definition of 
InfoOps can lead to strategic failure. At the same time, the complex and 
evolving nature of InfoOps reveals more than ever the need to develop 
a clear and concise understanding of this concept. In turn, the InfoOps 
principles represent one of the durable components of the doctrine, 
because they represent the basis of the conduct of military operations. 
The fact that the principles of InfoOps in the three analysed doctrinal 
projections differ or are even missing can also be regarded as a simple 
conceptual gap. We may assert that there is a practical need to achieve 
coherence between the NATO doctrines for Information Operations and 
those of the allied states. At least at the operational and tactical level, 
interoperability depends on these doctrinal differences. Therefore, the 
higher the degree of doctrinal correspondence between the NATO, US 
and Romanian doctrines, the more interoperability can be achieved 
without irregularity. Otherwise, the complexity of InfoOps will increase, 
becoming more and more sensitive, leading to increased confusion 
rather than clarification of the nature of InfoOps, which is constantly 
changing.
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APPROACHING INFOOPS FROM THE RUSSIAN 
PERSPECTIVE
Compared to the Western states, the Russians approach InfoOps 

in a different manner. The Russian military thinking is influenced by 
culture, politics, economy, technological advancement, as well as 
military experience. Similarly, the attitude of Russians towards InfoOps 
is strongly affected by the lower technological class and they perceive 
the use of InfoOps by foreigners as a threat to the political and cultural 
vulnerabilities of their society. 

Regarding the InfoOps approach, one of the aspects identified is 
in relation to the availability of doctrines. Both the Russians and the 
Chinese do not publish the doctrines as the NATO or other member 
states do and even public writings can be inconsistent with actual 
practice, intentionally or unintentionally confusing.

The characteristics of modern warfare have led the Russian military 
to revise its own conceptualisation of warfare, and InfoOps appear 
to be essential. Just as information superiority over the adversary is 
critical and essential to war time, so can InfoOps serve as a cohesive 
and vital agent. 

In the Russian perception, NATO and the US represent an 
increasingly pronounced threat, including in the sphere of Russian 
influence. According to the Military Doctrine of the Russian Federation, 
NATO represents the main external military risk [“build-up of the power 
potential of the North Atlantic Treaty Organization (NATO) and vesting 
NATO with global functions carried out in violation of the rules of 
international law, bringing the military infrastructure of NATO member 
countries near the borders of the Russian Federation, including by 
further expansion of the alliance”] (Military Doctrine of the Russian 
Federation, 2014). 

In recent years, Russia and China have developed closer relations, 
by expanding trade and defence relations, up to the point of perceiving 
themselves as strategic partners. This partnership was described by  
the presidents of the two states as one with no limits2, with an emphasis 
on cooperation, including in the field of defence or collaboration in 
the outer space. On the other side, the so-called closeness could be 
intensified precisely by their common rivalry with the US, more than 
any other natural affinity. In turn, the two states are considered by the 
US as great power rivals (Fact Sheet – US National Defense Strategy, 
2022).

2 “Friendship between the two states has no limits, there are no ‹forbidden› areas of cooperation”. 
(Munroe, Ozborn, Pamuk, 2022).
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Since 2003, Russia and China have carried out joint military exercises 
aimed at increasing interoperability and mutual trust between their 
armed forces, but their partnership can also be considered a message 
addressed to NATO, the US or other European states. A recent example, 
after the outbreak of the Ukraine War, is the Russian-Chinese military 
exercise carried out over the Sea of Japan, with Russian Tu-95 strategic 
bombers and Chinese Xian H-6 aircraft (Digi24.ro, 2022), in the context 
in which the American President, Joe Biden, was visiting Tokyo.

The outbreak of the war in Ukraine can be considered a turning 
point that put China in an uncomfortable position and which could 
influence the durability and stability of the relationship between 
the two states. However, China has never condemned Russia’s 
actions in Ukraine, blaming NATO and the US for challenging Russia  
(Business-Standard.com, 2022). 

Compared to the Western approach, which is conditioned by 
legal and political constraints and assumes the distinction between 
peace and war, the Russian approach seeks to capitalise on all the 
instruments of national power, in a continuous confrontation, in which 
the whole society is involved: “In fact, the body of strategies, doctrines, 
and government-promoted narratives suggests that the successful 
promotion of Russia’s national interests requires the involvement 
of the entire society” (Tashev, Purcell, McLaughlin, 2019, p. 133).  
Also, regarding the nature of the confrontation, Russia seems to have 
reached a consensus, describing the relations between the states as 
“inherently and constantly competitive” (Tashev, Purcell, McLaughlin, 
2019, p. 135). 

The Russians see InfoOps as a dynamic process, which makes the 
approach evolve and adapt. Also, when one approach appears to be 
failing, the Russians seek to adopt a new one, and when one approach 
is successful, they reinforce it. Another characteristic of the Russian 
approach is that Russians take the cognitive dimension very seriously, 
which they constantly seek to control by familiarising themselves with 
the history, ideology, culture, experiences or influences that affect the 
decision-making of the target group.  

The term preferred by Russians to describe Russia’s actions in 
the informational sphere is that of information confrontation, and 
the use of the term information operations in the Russian literature 
constitutes a point of reference in relation to the doctrines of NATO 
or the member states. Moreover, in their theory and practice, the 
Russians even borrowed certain Western terms that they adapted to 
traditional activities (Darczewska, 2015, p. 38). 
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The InfoOps approach from the Russian perspective differs from 
the Western one through different cultural and cognitive practices. 
This underlines the increasing importance given to non-military 
measures. The role of non-military means was even quantified by 
General Gerasimov through a ratio of 4 to 1, a ratio that practically 
highlights the magnitude of non-military measures in the conflict.

APPROACHING INFOOPS FROM THE CHINESE 
PERSPECTIVE
China’s Army or the People’s Liberation Army (PLA) is the largest 

army in the world and is under the leadership of the Chinese Communist 
Party. At the moment, China is engaged in a series of territorial disputes, 
whereas the US, for example, has stable and undisputed borders.

China’s latest strategies refer to a local war, different from the 
total war, having limited goals and taking place in a certain area where 
China’s sovereignty is endangered, such as disputes in the South China 
Sea, Taiwan, Nepal or the border with India. Also, with the passage of 
time, China has moved towards several variants of local war, the most 
recent being the Informationised Local War.

Relative to the USA, which seeks to build alliances, reaching 
a number of 35 allies, China has only one formal ally, North Korea, 
alliance established following the signing of the Treaty of Friendship, 
Cooperation and Mutual Assistance, in the year of 1961. Japan is 
also considered a threat to China, due to its military alliance with the 
U.S.A., but also taking into account the historical aggression against 
China. Currently, the territorial dispute over the Senkaku/Diaoyu 
islands in the East China Sea, in which the US is also involved, based 
on the Treaty of Mutual Cooperation and Security between Japan and 
the United States, further increases the tensions between China and 
the USA.

With the proliferation of computers and telecommunications 
technology, information has become an essential part of national 
security considerations, a process called informationisation (Cheng, 
2017, p. 1). At the same time, the PLA must improve its ability to 
conduct joint operations, in which information warfare is an essential 
part. Information, as emphasised by the doctrine in force, enjoys a 
central position, being considered both a field of confrontation and a 
condition or a means to win the war. 

As part of the PLA modernisation process, a concept with a relatively 
clumsy description appears in Chinese strategic documents: Non-war 
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Military Activities/NWMA3. Through this concept, China seeks to adopt 
a favourable posture, able to face the challenges brought by economic 
growth or global expansion.

From the point of view of the evolution of Chinese strategies, we 
can see that the strategies of the last decades refer to active defence, a 
strategy that China describes as essentially defensive but operationally 
offensive (China Military Power Report, 2019, p. 15 ), the PLA being 
prepared to carry out offensive actions at all three levels – tactical, 
operational and strategic –, according to the principle “We will not 
attack unless we are attacked, but we will surely counterattack if 
attacked”. (Blasko, 2017).

China’s idea of winning the informationised war, as it appears in the 
current doctrine, suggests that the Chinese posture is not only limited 
to the conventional sphere but also extends to non-conventional 
areas. In this sense, Chinese literature particularly emphasizes the role 
of the Three Warfare Strategy, emblematic of the Chinese political 
warfare strategy, which includes Public Opinion Warfare, Psychological 
Warfare, and Legal Warfare. The use of Three Warfare Strategy implies 
“a perceptual preparation of the battlefield that is seen as critical to 
advancing its interests during both peace and war”. (Kania, 2016) 

Psychological warfare from the Chinese perspective involves 
actions of propaganda, military deception, threat or even restraint, 
with the aim of affecting the adversary’s ability to make decisions.  
The second type of warfare, that of the public opinion, is the 
dissemination of information for public consumption with the aim 
of influencing and directing public opinion and gaining support 
from domestic or international audiences. By using national and 
international laws, all under the dome of legal warfare, the aim is to 
gain international support as well as influence the target audience. 

China’s military strategy, characterised as one of active defence, 
has its origins in the idea that armed conflicts should not be initiated, 
but if the adversary challenges its sovereignty, unity or national 
interests, China will respond firmly. In other words, China will never 
lead an invasion or expansion, but also will never allow any piece of 
Chinese territory to be separated from China (Wen, Blanchard, 2017).

The way war is waged from the Chinese perspective has changed 
considerably since 20 years ago, but this does not mean that it is entirely 
new. Like Russia, China does not distinguish between peace and war 

3 This concept, Non-war military activities/NWMA, has its origins in the concept of Military 
Operations Other Than War/ MOOTW, from the American doctrine, and some Chinese writings 
prefer to use the American version. 
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and focuses on winning the informationised warfare. At the same time, 
while under Chinese President Hu Jintao, informationised warfare was 
a condition, under Xi Jinping, China has become a world power, both 
economically and militarily, and the concept of informationised warfare 
plays a prominent role in PLA preparation for a possible conflict.  

CONCLUSIONS
Starting from the differences in doctrine projection at the level of 

the Alliance (e.g. definitions, principles, key domains) and the need to 
obtain coherence between the doctrines for information operations 
of the NATO member states and the allied doctrine, an essential 
condition in ensuring interoperability and continuing with the analysis 
approach to InfoOps from Russian and Chinese perspectives, we may 
affirm that InfoOps remain a complex, evolving and essential topic 
in the conceptualisation of warfare. While NATO and USA doctrinal 
publications are available to the public, the roughly similar Russian 
and Chinese documents are not available nor discussed in the public 
space. Also, while the West distinguishes between peace and war,  
the Russians and Chinese adopt the non-binary view of warfare in 
which war and peace are two distinct dimensions.

At the same time, the basic line of the war, centred on the use 
of armed forces, has expanded and presupposes an increasingly 
pronounced use of non-military measures. For example, the Russian 
approach seeks to capitalise on all national instruments, by involving 
both national institutions and non-governmental actors, in a continuous 
confrontation with current or potential adversaries.

General Gerasimov even stated that Russia must learn not only 
from its own operations but also from the way the West engaged 
in operations in Afghanistan or Iraq. At the same time, the General 
emphasised the fact that warfare cannot be stereotyped, because each 
conflict has its own logic, and new technologies give a new impetus to 
the way of thinking about military art. Just as Russia or China have 
learned from the mistakes of the Americans and not only, so can the 
American scientists or those who write the doctrines learn from the 
Russian or Chinese writings and practices. There is a vast literature 
on this topic, and contrasting these approaches reveals significant 
differences, which can contribute to the improvement of Western 
doctrines. 
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The struggle for control of the Bosporus and the Dardanelles, strategic access 
points on the only waterway between the Black Sea and the oceans of the 
world, has a long history. It has become even topical in the modern age, as an 
effect of the increase in economic power and the expansionist tendencies of 
some states, bearing the imprint of the flourishing or decline of some empires 
whose fate depended on the strategic situation at the junction of Europe and 
Asia.

However, 86 years ago, in a conciliatory setting, a diplomatic instrument 
was signed in Montreux, emblematic in the evolution of international law, 
based on a real spirit of harmonization of political, economic and military 
interests, which authorized the transit of ships and aircraft through the area 
of the Bosporus and the Dardanelles straits. Still in force today, the Montreux 
Convention signed on 20 July 1936, which put Ankara in possession of the keys 
to the straits, is one of the long-lasting international agreements, limiting the 
number and tonnage of vessels and, in the case of warships, the duration of 
their presence in the area, a fact that, in the almost nine decades, has produced 
effects on the interests of some states, be they Black Sea littoral states or not.

The current war in Ukraine, launched on 24 February 2022, brings back in 
the diplomatic debates the document whose articles relating to the conflict 
situation have not been invoked since the end of the Second World War, 
although, over time, interested parties have strongly advocated for the revision 
of the Montreux Convention.

Keywords: Bosporus; Dardanelles; Montreux; Mustafa Kemal Atatürk; 
Nicolae Titulescu; 
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Motto: “…anything that has to do with the Black Sea 
represents a highest interest for my country, because it is the 
Black Sea and the straits that provide our access to the high 
seas... I will say that the straits are the very heart of Turkey, 
but they are, simultaneously, the lungs of Romania”1.

The Bosporus Strait and the Dardanelles Strait have always been 
real gateways on the only waterway connecting the Black Sea, a  
semi-enclosed sea, with the Mediterranean Sea, a sea with access to 
the oceans of the world. The control exercised over the straits by Turkey, 
as the country on whose territory they are located, has indisputably 
favoured it. The countries bordering the Black Sea, however, have 
always been interested in the problem of the straits, as long as the 
transit through the Bosporus and the Dardanelles has represented 
their only access to the Mediterranean Sea, and the regime of the two 
straits has, inevitably, been closely linked to the safety of navigation in 
the Sea Black waters, the requirements of international commercial 
shipping and the border defence.

The great interests, of a political-strategic and economic order, 
surrounding the question of the Bosporus and the Dardanelles, 
explain both the difficulties that have arisen over time in the attempts 
to regulate the problem of the two straits and the inequitable regime 
that has been established over them until the end of the First World 
War. In the interwar period, however, the legal status of the straits 
underwent important changes, aimed at achieving an agreement 
between the interests of the international community and the security 
and economic interests of the Black Sea littoral countries. It is because, 
in relation to world maritime traffic, the Bosporus and the Dardanelles 
straits have always occupied a first-rate position, alongside straits such 
as Bab el Mandeb (Gulf of Aden), Gibraltar, Pas-de-Calais or Singapore.

1 Nicolae Titulescu speech in the opening session of Montreux Conference, 22 June 1936.
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Photo no. 1: The Bosporus and the Dardanelles
(Source: https://www.google.com/maps, retrieved on 12 August 2022)

In the complex issue of the straits, Romania’s legitimate interest 
has always had, as a foundation, serious historical and geographical 
grounds. A country bathed by the Danube, Europe’s most important 
river, as well as a Black Sea littoral country, having the transit through 
the Bosporus and the Dardanelles as the only access to international 
waterways, Romania has been and will remain permanently interested 
in maintaining freedom of navigation through the two straits.

Therefore, the research methodology that I chose, in order to 
substantiate the theoretical framework of the article, is related 
to both documentation and content analysis of some emblematic 
bibliographic materials, which over time have addressed the question 
of the Bosporus and the Dardanelles Straits, as well as observation, 
analysis and synthesis of the latest information in the public space 
regarding the control of the two straits, in the context of the current 
war in Ukraine.
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SHORT HISTORY OF THE BOSPORUS  
AND THE DARDANELLES STRAITS UP  
TO THE END OF THE FIRST WORLD WAR
Considering their strategic importance, there are numerous 

historical episodes related to the Bosporus and the Dardanelles.  
From Herodotus we learn that the Persian King Darius, intending to 
move his armies from Asia to Europe, during his expedition against 
the Scythians in 513 BC, built a bridge of vessels over the Bosporus. 
Herodotus also tells us about the Persian King Xerxes, son of Darius, 
and his numerous armies that crossed the Dardanelles Strait, on 
pontoon bridges, in 480 BC. Later, Alexander the Great also crossed 
the Dardanelles Strait, having a battle here, in 323 AD. Also in the 
Dardanelles area, the Venetian Republic faced the Ottoman fleet in the 
Battle of Gallipoli, in 1416, and during the Venetian Expedition in the 
Dardanelles, in 1654, when the Turks were defeated.

After the fall of Constantinople in 1453, the Bosporus and the 
Dardanelles Straits came under the rule of the Ottoman Empire, which, 
applying the Ottoman public law, closed the traffic of foreign ships in 
the Black Sea. So, towards the end of the Middle Ages we find the 
Turks absolute masters of the straits, the Black Sea being practically an 
inland Turkish lake. Only the sultan could grant permission for transit 
to and from the Black Sea.

In the 18th century, the decision to close the Black Sea began to 
be compromised, as a result of the Russian power expansion in the 
region. It was after the Treaty of Karlowitz, signed on 26 January 1699, 
that the Sublime Porte was forced to cede the coast of the Sea of Azov 
to the Russians. Later, by the Treaty of Küçük Kaynarca, in 1774, the 
Russians were allowed to sail in the Black Sea and through the straits 
(Teodorescu, 1928, p. 57). Ten years later, Austria also obtained from 
the Turks the freedom to sail in the Black Sea, alongside Russia.

In 1804, a Russo-Turkish agreement established the Turks and the 
Russians exclusive rule over the Black Sea, prohibiting the transit of 
any warship through the Bosporus and the Dardanelles straits. The 
agreement would only be effective for five years, because in 1809 the 
agreement between England and Turkey blocked the transit of Russian 
warships through the straits to the Mediterranean, where the British 
held supremacy.
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The Treaty of Adrianople2, signed on 2/14 September 1829, which 
ended the Russo-Turkish war (1828-1829), stipulated, however, in 
Article 7, the freedom of transit in the Black Sea and through the straits 
for commercial ships belonging to the powers in a state of peace with 
the Sublime Porte, thus liberalizing trade in live animals, grain and 
wood.

The Treaty of Unkiar-Iskelessi, signed in 1833, between Russia and 
Turkey, prohibited the transit in the straits and the entry of warships 
into the Black Sea, thus preventing the British fleet from entering from 
the Mediterranean Sea. In fact, the secret treaty was nothing more 
than a renewal of the agreement of 1804, establishing the complete 
rule of Russia, in good terms with Turkey, over the Black Sea and the 
straits. As expected, the provisions of the secret Russo-Turkish treaty 
generated discontent among the European powers that, in 1841,  
would conclude the Collective Convention of the Straits, which 
established, as a principle of international law, the prohibition of 
the transit of warships through the Bosporus and the Dardanelles.  
The principle, resulting from European solidarity, was to be interpreted 
according to the interest of each state. Thus, Russia’s explanation 
was that, through the signed document, the entry of warships was 
prohibited, while, from England’s perspective, the prohibition referred 
to the exit of warships from the Black Sea through the straits.

Through the Peace Treaty of Paris, concluded on 30 March 1856, 
which ended the Crimean War, the Black Sea became a neutral sea, 
in which commercial vessels were free to navigate, while warships, 
regardless of their affiliation, were forbidden to transit, with a few 
exceptions, explicitly provided for in the document.

The Italo-Turkish War of 1911 and the Balkan Wars (1912-1913) 
rekindled the international politics interest in the question of the 
straits, there being the conviction that a prosperous trade in the 
region could not be conceived without peace in the Black Sea and a 
permanent access to the Mediterranean Sea. The Turkish government 
initiated negotiations to get closer to the Entente powers and the UK, 

2 Also called the Treaty of Erdine, for the Romanian Principalities, it meant the recognition of the 
life reign of the elected princes, the establishment of the border between the Ottoman Empire 
and Muntenia along the Danube and, respectively, the restitution of the raiyats of Brăila, 
Giurgiu and Turnu Măgurele. Practically, the Treaty of Adrianople established the considerable 
diminution of the power of the Sublime Porte over the Romanian Principalities, in favour of the 
Tsarist Empire.
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in 1913, to France and Russia, in 1914. The Turks also managed, on  
2 August 1914, to conclude an alliance with Germany, considering that 
it would not have interests in the territory of the Ottoman Empire.

Although the administration in Constantinople sought to maintain 
the state of neutrality after the outbreak of the First World War, in 
October 1914, the German ships Breslau and Goeben entered the 
Black Sea, through the Bosporus and the Dardanelles straits, with 
the permission of the Turkish state, and bombarded Russian ports. 
The incident was to change the position of the Ottoman Empire in 
the conflict, with the Turkish armed forces fighting battles on three 
continents with heavy losses.

The Bosporus and the Dardanelles Straits regime, established 
in 1841, remained unchanged until the end of the First World War. 
However, a secret Anglo-French-Russian agreement, from 1915, 
acknowledged the Russians’ right to rule Constantinople (Seftiuc, 
Cârțană, 1974, p. 60), an agreement that was to remain valid up to the 
collapse of the Tsarist Empire3. Implicitly, the agreement also affected 
the control of the straits, but it was not put into practice after the 
victory of the Bolshevik revolution in 1917 (Ib.).

THE LEGAL REGIME OF THE TURKISH STRAITS  
THE BOSPORUS AND THE DARDANELLES  
IN THE INTERWAR PERIOD
After the end of the First World War, the question of the Bosporus 

and the Dardanelles straits maintained its known importance, becoming 
a permanent concern within the framework of international relations 
established at the European level. The contradictions between the 
victorious powers in the war and their ignorance of the direct interests 
of the Black Sea littoral states, to which was added the struggle of 
the Turkish people for national liberation and for the establishment 
of a regime of the straits that would guarantee Turkey’s security and 
economic interests, explain the complex aspects of the question of the 
straits in the interwar period.

3 The establishment of the Triple Alliance in 1882, the consolidation of the German Empire and 
the exacerbation of Franco-German and Russo-German divergences in the last years of the 
19th century led to a common foreign policy and mutual strategic military interests between 
France and the Tsarist Empire.
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The Treaty of Sèvres, dated  
10 August 1920, as part of the peace 
treaties signed on the occasion of 
the Versailles Conference, came to 
regulate the conclusion of peace 
between the Allied and Associated 
Powers with Turkey. However, the 
treaty was not ratified, the political 
struggle for national revival around 
the leader Mustafa Kemal Atatürk 
giving the Turks the opportunity to 
defend their own interests against the 
burdensome conditions it stipulated. 
Thus, the interests of the Turkish 
people for the establishment of a nation-state were coagulated, along 
with other actions that would lead to negotiations for a new agreement 
with the European powers. Moreover, in March 1921, a treaty was 
signed between Turkey and Russia, which established friendly relations 
between the two countries and fixed the border of the Turkish state. 
At the same time, France, which was just withdrawing from Cilicia, 
accepted that the border between Turkey and Syria could be redrawn, 
thus modifying the provisions established by the Treaty of Sèvres. 
Italy was also withdrawing from Turkey. Under those conditions, the 
process of international recognition of the regime in Ankara, under the 
leadership of Kemal Atatürk, was practically triggered.

Furthermore, Kemal Pasha’s victory over Greece caused the 1920 
Treaty of Sèvres, signed by the Ottoman government, to terminate4. 
However, the Lausanne Peace Treaty of 1923 would end the Turkish 
Revolutionary War, acknowledging the victory of nationalist forces 
under the control of the Grand National Assembly of Turkey in Ankara 
and commanded by Mustafa Kemal Atatürk5.

4 After the expulsion of the Allied troops from the Turkish territory by the army under the 
leadership of Mustafa Kemal Atatürk, the government in Ankara, formed by the Turkish 
National Movement, refused to recognize the provisions of the Treaty of Sèvres, signed by the 
representatives of the Ottoman government in Constantinople.

5 The treaty ensured international recognition of the sovereignty of the new state, the Republic 
of Turkey, proclaimed as the successor state of the Ottoman Empire.

Photo no. 2: Turkish leader  
Mustafa Kemal Atatürk

(Source: https://medium.com/universal-
quotes/, retrieved on 5 September 2022)
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Thus, after a long and exhausting Greco-Turkish war, after the 
victory of Kemal’s Turkey in its struggle for national independence, 
after the general perception that the Treaty of Sèvres was “born dead” 
and after countless attempts to compromise and procrastinate it, the 
Lausanne Conference came to establish a new peace treaty, which, 
among other stipulations, was to abolish the regime of capitulations, 
but, at the same time, to provide for the exchange of populations 
between Greece and Turkey, respectively Turkey’s ownership of all  
Anatolia and Eastern Thrace (meaning an area of about 23,000 km²)  
(Bărbulescu, Cloșcă, 1982, p. 157). It was ratified by Greece on  
11 February 1924, later by Italy, Great Britain and Japan on 6 August 
of the same year. Incidentally, on 5 September 1924, the treaty was 
registered in the “League of Nations Treaty Series”.

Photo no. 3: Lausanne Conference, 1923
(Source: https://ro.rayhaber.com/2020/07/, retrieved on 18 September 2022)

The peace treaty would also regulate the freedom of navigation 
through the straits. Thus, through the International Convention 
related to the Regime of the Straits, signed on 24 July in Lausanne6, 
a new regime of the straits was established, granting, under certain 
conditions, freedom of movement to the vessels and the aircraft  

6 The convention was signed by Great Britain, France, Italy, Japan, Romania, Bulgaria, Greece, 
the Soviet Union, Yugoslavia, Turkey. The Soviet Union signed the convention in Rome on  
14 August 1923, but it did not ratify it. In Romania, the Lausanne Convention was voted by the 
Senate, on 12 December 1923, and by the Chamber of Deputies, on 29 January 1924. The law 
that ratified it was promulgated by Royal Decree no. 805, on 29 February 1924, and published 
in the Official Gazette of Romania no. 189, dated 31 August 1924.
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that were to transit them. So, for the first time, an international regime 
of the Bosporus and the Dardanelles straits was established, which 
Russia did not dare to prevent, thus solving one of the most complex 
Eastern questions that had been, over time, at the root of many conflicts 
and wars. “Desiring to the freedom of transit through the straits and 
navigation between the Mediterranean Sea and the Black Sea for all 
nations (..) and considering that the maintenance of this freedom is 
necessary for the general peace and trade of the world” (Gheorghe, 
1980, pp. 43-44) , the representatives of the signatory parties agreed 
on the recognition and declaration of the principle of freedom of 
navigation and transit, by sea and in the air, in the Dardanelles Strait, 
the Sea of Marmara and the Bosporus Strait (Monitorul Oficial/Official 
Gazette of Romania, 189, 1924).

The rules for the transit through the straits of commercial ships 
and aircraft, respectively of war vessels and war aircraft, in time 
of peace and war, were detailed in the Annex to the Convention.  
It remains important that the clarifications were formulated in relation 
to Turkey’s peace or war status. Thus, as regards merchant ships, 
hospital ships, yachts, fishing vessels and civil aircraft, in peacetime, 
they had full freedom of navigation and transit, day and night, regardless 
of flag and cargo, without any formality, tax or imposition, subject to 
the international sanitary provisions in force. In wartime, if Turkey was 
a neutral country, freedom of navigation and transit, day and night, 
remained the same. The status of a neutral country in the conflict did 
not entitle Turkey to take any measures to prevent navigation through 
the straits, whose waters and airspace were to remain free for access 
and transit. In wartime, if Turkey was a belligerent state, the situation 
changed. Freedom of navigation and freedom of flight were guaranteed 
to civil ships and civil aircraft belonging to neutral states, provided they 
did not support the Turkish enemy, transport contraband materials, 
troops or “enemy subjects”. Turkey was therefore given the right to 
control ships and aircraft. In order to do that, the planes had to land in 
certain areas established and arranged by the Turkish state. Moreover, 
Turkey had full freedom to apply to enemy ships and aircraft measures 
allowed at that time by international law.

On the other hand, war vessels, which also included auxiliary 
ships, those carrying airplanes and military aircraft, respectively troop 
transports, during peacetime, had complete freedom of transit,  
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day and night, regardless of the flag or owner, without any formality, 
tax or imposition, but they were conditioned by the total number of 
forces. The maximum force, which a country had the right to transit 
through the straits, with the Black Sea as its destination, could not 
exceed that of the strongest fleet belonging to the Black Sea littoral 
states and which was in the sea at the time of the transit. The signatory 
powers reserved the right to send into the Black Sea, at any time or 
under any circumstances, a force that could not exceed three ships, of 
a maximum of 10,000 tons each. In wartime, in the situation in which 
Turkey was a neutral country, the same rules as those in peacetime 
applied, but the restrictions on total forces and cargo did not apply to 
the belligerent powers, to the detriment of their rights as belligerents  
in the Black Sea (Gheorghe, p. 45). In addition, the Convention 
prohibited warships and military aircraft of the belligerents from 
capturing, exercising the right of visit, or engaging in any act of 
hostility in the area of the straits. If, in wartime, Turkey was or became 
a belligerent state, the same restrictions were maintained on full 
freedom of transit for the warships of neutral states. Also, based on 
the Lausanne Convention, submarines belonging to states at peace 
with Turkey had the obligation to transit the straits only on the surface.

One of the main provisions of the Lausanne Convention, which 
troubled Turkey until 1936, remained the one stipulated in its  
Article 4, according to which the shores of the Bosporus and the 
Dardanelles, all the islands of the Sea of Marmara, less the island of 
Emis-Ali-Avasi, respectively the islands in the Aegean Sea located near 
the Dardanelles Strait were demilitarized.

In order to supervise the observance of the regime of the straits, 
the International Straits Commission was established, under the 
supreme authority of the League of Nations, a body that was supposed 
to meet every two years. It operated in Constantinople7, from October 
1924 until 9 November 1936, when the Montreux Convention came 
into force, and consisted of representatives of England, France, Italy, 
Japan, Russia, Romania, Bulgaria and Turkey. The commission also 
included representatives of Greece and the Kingdom of Serbs, Croats 
and Slovens, as directly interested states.

7 Renamed Istanbul starting in 1923.
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In Lausanne, all the Balkan countries present at the negotiations 
spoke, without reservations, for a regime that would ensure full 
freedom of navigation through the internationalized straits. Obviously, 
the point of view of Turkey, as the state that owned the straits, could 
not be ignored in any way. Thus, during the conference, Turkish 
diplomacy agreed to a regime of free movement for military vessels as 
well, thus acknowledging, in fact, how complicated the situation would 
be in the event of an armed conflict, when Turkey would be neutral.  
After the end of the First World War, in the context in which the 
freedom of navigation had acquired a real importance for the countries 
of the Black Sea and the Mediterranean basin, Turkey was forced, 
even if not easily, to consent to a series of concessions, in the sense of 
harmonizing its national interests with the general interests regarding 
ensuring intercontinental maritime communications (Seftiuc, Cârțană, 
p. 380).

For Romania, the regime of the straits established in Lausanne had 
a special significance. Beyond the aspects related to the navigation in 
the Black Sea and the access to the Mediterranean Sea, the freedom 
of the straits had a major effect on the navigation on the Danube, 
considering that, at that time, the economic development of the 
Romanian state was closely related to the freedom of movement on 
the river.

The evolution of the international situation after 1933, characterized 
by the increase in the aggressiveness of the fascist states, as well as by 
the increase in differences in views between some Western powers, 
created a natural concern among small and medium-sized countries, 
related to their national interests, their territorial integrity and 
sovereignty.

On 10 April 1936, the government in Ankara issued a circular note 
to the signatory governments of the Lausanne Convention and to the 
General Secretariat of the League of Nations in Geneva suggesting 
the convening of an international conference to revise the status of 
the straits established in 1923. The note presented the change in the 
European political, military and security situation compared to that of 
1923, when Europe was moving towards disarmament, and its political 
organization seemed to be based on principles of law, sanctioned  
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by international commitments8. The note also mentioned that, if the 
situation in the Black Sea was still characterized by good understanding 
between the parties on every matter9, insecurity appeared more and 
more evident in the Mediterranean Sea, where military build-up was 
visibly resumed, island and continental fortifications were built without 
ceasing, and shipyards were building vessels of a record tonnage.

On the other hand, the note indicated that the 1923 Straits 
Convention mentioned only the state of peace and the state of war, in 
the latter case, Turkey being neutral or belligerent, without foreseeing 
the possibility of a general or special threat of war or of granting Turkey 
the right to look after its own legitimate defence. From the perspective 
of the signatories of the note, the recent events in Europe had proven 
exactly that the critical phase of an external danger was the very 
threat, the state of war being possible to arise later, unexpectedly and 
without any other formality (Ib., p. 251). On those grounds, and due 
to the fact that the application of the provisions set forth in Article 18  
of the Lausanne Convention, regarding the joint guarantee of the four 
great powers, had become inoperative, the government in Ankara 
announcing the powers that took part in the 1923 negotiations that 
“it is ready to start negotiations to reach, in a short period of time, 
agreements aimed at regulating the regime of the straits in safe 
conditions, indispensable for the inviolability of the Turkish territory 
and in the broadest spirit for the constant development of commercial 
navigation between the Mediterranean Sea and the Black Sea”10.

The reaction of the Balkan countries, including Romania, to the 
Turkish note on 10 April 1936, proves that they understood that, 
under the new historical conditions of the 1930s, measures aimed at 
ensuring peace and strengthening security in the Black Sea region were 
required. Unfortunately, however, the Turkish note was given at a time 
when Nazi Germany’s economic and political expansion was obvious in 
South-Eastern Europe11, when revisionist reactionary circles in Hortist 
Hungary and Bulgaria openly displayed plans to counter the clauses 

8 Turkey had signed the restrictive clauses of the Lausanne Convention, being ensured by its  
art. 18 (in addition to the guarantee of art. 10 of the Covenant of the League of Nations), 
according to which, in any situation, the signatories and the four great powers (England, 
France, Italy and Japan) assumed the responsibility to defend the straits against any threat.

9 In the note, the term was “de concorde en tous”.
10 The text of the note sent by the Turkish government to the signatories of the Lausanne 

Convention (Dașcovici, 1937, pp. 181-184).
11 Germany attended neither the Montreux nor the Lausanne Conference.
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of the treaties from Trianon and Neuilly-sus-Seine. In this regard, it is 
worth mentioning that, only a month before, Germany violated the 
treaties of Versailles and Lucarno, proceeding to the occupation of the 
Rhine region with troops12.

Between 22 June and 20 July 1936, in Montreux, Switzerland, 
the Conference regarding the Regime of Straits in the Black Sea took 
place, which would establish a new regime for them, by adopting,  
on 20 July 1936, the International Convention regarding the Regime 
of the Straits, to replace the one signed in 1923, in Lausanne.  
On 22 June 1936, at the Hȏtel Palace in the small Swiss town, where 
the works of the conference were to open, the representatives of 
Turkey, the USSR, Romania13, Bulgaria, Greece, Yugoslavia, France, 
Great Britain, Australia and Japan started negotiations.

“Desiring to regulate transit and navigation in the Straits of the 
Dardanelles, the Sea of Marmora and the Bosporus comprised under 
the general term “Straits” in such manner as to safeguard, within the 
framework of Turkish security and of the security, in the Black Sea, of the 
riparian States (...)”, the contracting parties representatives recognized 
and stated the principle of the free navigation through them. Thus, in 
Article 2, the Montreux Convention stipulates that, in time of peace, 
merchant vessels enjoy complete freedom of transit and navigation 
in the straits, by day and by night, under any flag and with any kind 
of cargo, without any formalities, except those provided in Article 3.  
The latter stipulates that all ships entering the straits by the Aegean Sea 
or by the Black Sea have to stop at a sanitary station near the straits for 
the sanitary control prescribed by Turkish law within the framework 
of international sanitary regulations. Therefore, in wartime, when 
Turkey is not belligerent, merchant vessels, regardless of the flag and 
cargo, enjoy freedom of transit and navigation in the straits, under the 
conditions stipulated in articles 2 and 3 of the Convention. If Turkey is 
belligerent, merchant vessels under the flag of countries with which 

12 Hitler’s gesture of force led the Foreign Office in Bucharest to reproach the Turkish diplomacy 
for not being sufficiently “inspired” in choosing the moment to send the note and to ask France 
and England to take vigorous measures against the German Reich (Seftiuc, Cârțană, p. 265).

13 Romania’s Delegation consisted of Nicolae Titulescu (Foreign Minister, Head of Delegation), 
Eugen Filotti (Romanian Minister in Turkey), Constantin Conțescu (Minister, former Romanian 
representative to the Lausanne Conference and Romanian delegate to the Danube Commission, 
as Chair of the Technical Committee), Vespasian Pella (Minister, diplomat), General Nicolae 
Samsonovici (Chief of the General Staff), Colonel (N.) Eugen Roșca (the Navy Inspectorate 
representative).
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Turkey is not at war enjoy the freedom of transit and navigation in 
the straits provided they do not support Turkey’s enemies. In such a 
situation, the vessels can enter the straits in daylight, and they can 
transit it following a route indicated, individually, by the Turkish 
authorities. If Turkey considers itself threatened by an imminent 
danger of war, the provisions of Article 2 continue to apply, but vessels 
can enter the Bosporus and the Dardanelles in daylight, and the transit 
follows a route indicated by the Turkish authorities.

Related to war vessels, Article 10 of the Convention stipulates that, 
in peacetime, light surface vessels, minor war vessels and auxiliary 
vessels, regardless of their belonging to Black Sea or non-Black Sea 
states enjoy the freedom of transit through the straits without any 
taxes of charges, regardless of their flag. Access to the straits can be 
performed in daylight, and it is subject to the conditions in Article 13 
and the following. War vessels, other than those mentioned above, 
can transit only under the conditions stipulated in articles 11 and 12.  
Thus, by Article 11, the Black Sea states are authorised to send 
through the straits capital vessels of a tonnage greater than stipulated 
in Article 14, paragraph 1, namely 15,000 tons, provided that these 
vessels pass through the straits singly, escorted by not more than two 
destroyers. The same states have the right to send through the straits, 
for the purpose of returning to their base, the submarines built or 
bought outside the Black Sea, provided that the documents proving 
provenience were sent to the Turkish authorities in due time.

A particularly important provision even today is that of Article 18, 
according to which, whatever the purpose of their presence in the 
Black Sea, the warships of the non-littoral states will not be able to 
stay in its waters for more than 21 consecutive days14.

Article 26 of the Montreux Convention stipulates the ratification 
and entry into force of the document, giving a new status to the 
Bosporus and the Dardanelles, by abrogating the Convention signed in 
Lausanne. The phrase inserted in the preamble of the new Convention 
remains edifying in this regard: “The High Contracting Parties [...] 
have resolved to replace by the present Convention the Convention 
signed at Lausanne on 24 July 1923” (Ib., note 14). For entry into force, 

14 The Convention regarding the Regime of the Straits in the Black Sea on 20.07.1936, 
International Act. Text in Romanian and French, published in the Official Gazette/Monitorul 
Oficial al României no. 200, on 29 August 1936.
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however, at least six ratifications were needed, including that of 
Turkey. Following an understanding between Ankara and Moscow, the 
Grand National Assembly of Turkey and the Soviets in Moscow ratified 
on the same day, 30 July 1936, the Straits Convention, signed on  
20 July at Montreux15. 

Photo no. 4: Nicolae Titulescu together with the members of the Romanian delegation  
at the Montreux Conference, 1936 (Seftiuc, Cârțană, p. 304)

It is also important to mention that, following long debates 
during the Montreux Conference, Article 28 of the Convention stated 
the term of validity and the modalities to denounce it. Initially, the 
Turkish delegation suggested a validity of 15 years, the British one, of 
50 years, the Soviet delegation suggested 25 years, and the Romanian 
representatives asked for an unlimited period of time, with the 
possibility of denouncing it at certain periods of time and under special 
conditions (Seftiuc, Cârțană, p. 350). Following the negotiations, it 
was agreed on a period of 20 years for the validity of the Convention, 
the principle of freedom of transit and navigation through the straits, 
stipulated in Article 1, remaining unlimited. However, the contracting 
parties reserved the right to denounce the Convention, with a two-year  
notice, given, if necessary, before the agreed 20-year term. The notice 
was to be transmitted to the French Government, charged with 
communicating it to all parties, and the Convention was to remain  

15 Subsequently, by ratification by the other signatory states, the Montreux Convention entered 
into force on 9 November 1936.
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in force until the expiration of the two years (Ib., p. 351). Regarding the 
denunciation of the Convention, this act should have been followed by 
the agreement of the contracting parties on the convening of a new 
conference.

THE MONTREUX CONVENTION APPLICATION  
DURING THE POST-WAR PERIOD
During the Yalta Conference, in February 1945, Stalin brought 

up in the discussions with Churchill and Roosevelt the fact that the 
provisions of the Montreux Convention were outdated, in the sense 
that they gave Turkey full control over the transit of warships between 
the Black Sea and the Mediterranean Sea, labelling as unacceptable 
such a situation, in which the Turks remained with “one hand on 
Russia’s neck” (Preston, 2021, p. 324). The Soviet leader qualified as 
“intolerable” the situation by which the Russians, who had sought 
for centuries to seize the Bosporus and the Dardanelles, were forced  
to ask Turkey for the right to send ships through the Turkish straits. In 
reply, Churchill would state that he had “mixed feelings on the matter” 
but promised to support a request from the Soviets to modify the 
terms of the Convention (Ib., p. 319). However, the situation remained 
at the level of discussions and promises, and in the years following the 
Second World War, the peace that was established in the Black Sea 
region did not in any way impose the application of the provisions of 
the Convention during wartime.

Photo no. 5: Bosporus Strait, Turkey
(https://www.romaniatv.net/, retrieved on 25 September 2022)
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On the contrary, the trading through the Bosporus and the 
Dardanelles by the Black Sea and non-Black Sea countries, using the 
active Black Sea ports, such as Odesa, Nikolaev, Kherson, Rostov, 
Feodosia, Novorossiysk, Tuapse, Batumi, Constanța, Varna, Burgas or 
Istanbul, has caused the traffic and tonnage transported through the 
straits to increase significantly, from year to year.

Control of the straits, however, produced reverberations in 
the initiation and maintenance of the Cold War, with Turkey being 
supported by the West in its dispute with the USSR16. However, the 
articles of the diplomatic instrument that would privilege Turkey in 
terms of traffic through the straits remained unchanged.

The interest in the content of the Montreux Convention revived 
after 2004, once the Euro-Atlantic border reached the Black Sea.  
As expected, Turkey remained the one that always resisted a revision 
of the document in its attempt to avoid losing control over the straits. 
Moreover, both the Russian Federation and Ukraine, as well as some 
Western countries, with particular interests in the Black Sea and which 
avoided damaging their relations with Moscow, being in a special kind 
of coalition designed to oppose NATO’s involvement in region, did 
not want to adjust or cancel the Montreux Convention, even if, from 
some points of view, there were sufficient and strong arguments in 
this regard. There was even the question of replacing it with the UN 
Maritime Law, signed on 10 December 1982 in Montego Bay (Jamaica), 
by 119 states (minus the USA) (Dungaciu, 2019, p. 160).

One of the arguments put forward for amending the Convention 
was that the document was signed in 1936 by Great Britain, the Soviet 
Union, Turkey, France, Bulgaria, Romania, Greece, Yugoslavia, Australia 
and Japan, and some of those states no longer exist, while others 
emerged on the map of Europe. Under these conditions, the new 
states bordering the Black Sea (e.g. Ukraine, Georgia), in turn, should 
have been able to decide on the condition of the security space in 
which they are located. Especially since, respecting the legal principle 
of rebus sic stantibus rebus17, the change of circumstances entails the 
impossibility of applying a treaty.

16 The tense situation generated by the refusal of the Turkish government to allow the Soviet 
Union free transit through the straits, after the end of the Second World War, would be the 
triggering factor in the development by the Americans of the Truman Doctrine (1947) leading 
to Turkey’s approach to the USA, respectively to its membership of NATO (1952).

17 In Civil Law, the Latin expression designates the clause by which the obligation added by 
a convention is conditional on the maintenance of the existing situation at the time of its 
conclusion (Source: EuroAvocatura.ro, retrieved on 14 August 2022).
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Photo no. 6: Çanakkale Bridge 1915 or the Dardanelles Bridge (L = 2023 m), Gallipoli, Turkey
(https://www.rfi.ro/economie-139896, retrieved on 28 September 2022)

Another reason for the intervention on the text of the Montreux 
Convention would have been that, in countless situations, its provisions 
were violated, as a result of the lack of consistency, the technical data 
presented in its content being considered by some as irrelevant in 
relation to the reality.

Moreover, the British Royal Navy representatives have repeatedly 
shown that the provisions of the Montreux Convention are an obstacle 
to the Global Britain Program18 in the Black Sea, by the fact that the 
document limits the time of stationing in its waters and the tonnage of 
the warships of non-littoral states.

Perhaps the most important argument for change, however, may 
be that the term war has undergone changes in its meaning, especially 
after the attacks on 11 September 2001, with the emergence of the 
global war on terrorism, or after 2014, if we consider the worldwide 
development of hybrid warfare. In recent years, the distinction between 
war and peace has been a relative one, and the interpretation of the 
Convention, in this context, becomes complicated.

However, against the background of a strong reaction from Turkey, 
which has always considered the text of the Montreux Convention  

18 Global Britain Program 2022-2023 entails maritime patrolling in the most tense areas of the 
Planetary Ocean, particularly in the Mediterranean Sea and the South China Sea. Part of this 
program also provides for increasing the number of escort ships, supported by air, in the Black Sea.
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as sacrosanct and which categorized any intention to interfere with it 
as an infringement of its sovereignty, the interest in this subject has 
gradually decreased in recent years.

TRANSIT THROUGH THE STRAITS  
IN THE CONTEXT OF THE WAR IN UKRAINE
With the outbreak of the conflict in Ukraine on 24 February 2022, 

discussions about the legitimacy, adaptation or revision of the 1936 
Straits Regime have reignited. Immediately after the invasion of 
Ukraine by the armed forces of the Russian Federation, the leadership 
in Kiev urged Turkey to block the transit of Russian warships through 
the Bosporus and the Dardanelles, the waterway to the Black Sea. 
As part of the military operation, Russian troops landed in Ukrainian 
ports at the Black Sea and the Sea of Azov. Although Turkey has the 
authority, under the Montreux Convention, to limit the transit of 
warships through the straits if it feels threatened, Kiev’s request put 
the government in Ankara in a difficult position, caught between 
managing its engagements with the West and its tight ties with Moscow. 
However, Turkey, which in recent years has cultivated good relations 
with both Ukraine and Russia, immediately responded to Kiev, through 
the voice of Turkish Foreign Minister Mevlut Cavusoglu19, advancing 
the impossibility of preventing warships from returning, through the 
straits, to their home bases, located in the Black Sea. However, Turkish 
experts in international law had to determine whether the special 
military operation20 of the Russian forces in Ukraine can be defined 
as a war, so that the provisions of the Montreux Convention, signed in 
1936, could be invoked.

On 28 February 2022, Turkey decided to activate the Montreux 
Convention, whose provisions regarding the state of war had not 
been applied since the end of the Second World War, thus closing the 
Bosporus and the Dardanelles straits to military vessels. It also led 
to the disruption of the logistical supply chain for the Russian troops 
deployed in Syria, interfered with the actions of the Russian Federation 

19 On an official visit to Kazakhstan, the head of Turkish diplomacy, Mevlut Cavusoglu, declared, 
on 25 February 2022, that Ankara was carefully analyzing Kiev’s request, but not without 
considering the right of the Russian Federation under the 1936 Montreux Convention to return 
the ships to their home bases.

20 As the President of the Russian Federation, Vladimir Putin, dubbed the attack on Ukraine, on 
24 February 2022. 
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to rotate its military forces in the Mediterranean Sea, and obviously 
prevented Moscow from bringing additional warships into the waters 
of the Black Sea. Thus, by activating the Convention, Russia was put in 
difficulty, in terms of supporting its troops in Syria and in honouring 
export deliveries, especially in contracts for armaments and combat 
equipment, for which it used warships. However, the use of civilian 
commercial ships, some bought in Turkey and refurbished, to transit 
through the straits, to provide logistical support for operations in 
Syria, Libya and Ukraine, to export military products to Algeria or to 
continue work on the nuclear power plant in El Dabaa, Egypt could not 
be prevented.

Moscow’s constant preparations for war in recent years, its 
annexation of Crimea in 2014, the intervention of Russian forces in 
Syria in 2015, the growing influence of the Kremlin in the Caucasus and 
the Black Sea area and, last but not least, the current war in Ukraine 
have heightened the Turks’ fears of their larger neighbour, the Russian 
Federation. However, the invocation of a direct threat to Turkey, which 
would require the immediate implementation of the provisions of the 
1936 Convention, under this aspect, have remained questionable. 
However, Turkey immediately banned the transit of all warships 
through the Bosporus and the Dardanelles and warned littoral and 
non-littoral countries not to send such vessels into the Black Sea (CNN 
Turk, 2022), invoking Article 19 of the Montreux Convention, which 
gives them the right to block the transit of warships through the straits, 
except when they are returning to their home bases.

However, Naval News, the official publication of the British Navy, 
brought to the attention of international public opinion the fact that 
Russian merchant ships, such as the Sparta II were caught, in late 
August 2022, carrying weapons for the war that the Russian Federation 
has conducted into Ukrainian territory, while Russian warships are 
prevented by Turkey from being moved from the Mediterranean Sea 
to the Black Sea. So, even if Ankara prohibited, immediately after the 
outbreak of the war in Ukraine, the entry of warships into the Black 
Sea, according to the mentioned publication, on this maritime route, 
Russian S-300 anti-aircraft missile systems were withdrawn from 
Syria, destined for the Kerch Strait (Sutton, 2022), to strengthen the 
defence of the bridge connecting the territory of Crimea with that of 
the Russian Federation21.

21 The bridge was destroyed on the morning of 8 October 2022.
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Moreover, according to an analysis published on the Middle East 
Institute website on 19 May 2022, signed by the Turkish geopolitical 
analyst Yörük Ișık, the Russian Federation knowingly violated the spirit 
of the Montreux Convention by using civilian ships for military purposes 
(Copcea, 2022). According to Işık, at that time, five types of civilian 
merchant ships were used by the Russians for military purposes. Thus:

• cargo ships of the Oboronlogistika company (part of the Russian 
Ministry of Defence), such as Pizhma, Sparta, Sparta II, Ursa 
Major (Sparta III) and Sparta IV, regularly transported military 
equipment and materials from the port of Novorossiysk to 
Syria and from the Baltic ports of Ust-Luga and Kaliningrad to 
Novorossiysk;

• cargo ships of some Russian private companies, owned by 
the Russian government or working on its behalf (e.g. Adler, 
Angara, Lady Mariia or M Leasing), under the Russian flag, 
carried military exports, including armaments. For example, the 
merchant ship Lady Mariia carried large quantities of weapons 
from Kaliningrad to Novorossiysk and from Novorossiysk to 
Myanmar;

• older roll-on/roll-off (ro-ro) ships, such as Barbaros, Hizir 
Kocatepe (Varyag) and Şampiyon Trabzonspor frequented 
Novorossiysk port. The ships used to carry weaponry and 
military products in the past, and their current use only 
supports the Russian Federation’s war effort against Ukraine;

• Russian-flagged oil tankers continued to transport jet fuel from 
Hmeimim and Baniyas bases in Syria. Basically, these civilian 
ships support the Russian military, and if they were prevented 
from transiting the Bosporus and the Dardanelles, they would 
harm the Russian air force in the Syrian theatre of operations. 
In addition, the Hmeimim base also provides refuelling flights 
for Russian military actions in Mali, the Central African Republic 
and Venezuela. Thus, stopping the transit of Russian oil vessels 
through the straits would immediately endanger the military 
operations conducted by the Russian Federation at the global 
level;

• bulk carriers under Russian or Syrian flags, such as Fenikia, 
Laodicea, Matros Pozynich, Mihail Nenashev or Souria, 
regularly transported grain through the Bosporus and the 
Dardanelles straits.
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Therefore, as long as the provisions of the Montreux Convention are 
not restrictive enough, the Russian Federation have quickly resorted to 
practical ways of transiting the Turkish straits, under the conditions 
of their closure, by using supposed private companies and civilian 
shipping vessels, in order to support military operations, globally, 
including those in Ukraine, even if the use of civilian commercial ships 
for military purposes violates the spirit of the Montreux Convention, of 
which, by the way, it is a signatory.

The declaration by Russian President Vladimir Putin, in his speech 
on 29 September 2022, of the Ukrainian provinces of Donetsk, Lugansk, 
Kherson and Zaporizhia as territories of the Russian Federation, 
accusing the West of waging a hybrid war against the Russian state, 
further complicates matters in which means peace in the Black Sea 
region.

CONCLUSIONS
The Pontic problem has always had its particularity, given by the 

characteristics of the Black Sea – a semi-enclosed sea, which can 
communicate with the Mediterranean Sea and, further, with the 
oceans of the world, only through the Bosporus and the Dardanelles 
straits. The strategic role of the two straits, located at the junction of 
Europe and Asia, has led, over the centuries, to a fierce struggle for 
their control. Beyond their economic significance, due to commercial 
shipping in the region, the straits have always been points of interest 
and contention because of their importance from the military point  
of view.

The question of the Bosporus and the Dardanelles gained 
international relevance in the late 18th century as a result of the 
pressure exerted by Russia and Western powers against the Turkish 
blockade of the straits. They began to open up to wide trade, after 
the Black Sea had been practically a Turkish lake for three centuries. 
However, the series of treaties concluded throughout the 19th century, 
depending on the increasing influence of some powers in the Black Sea 
region, did not lead to the establishment of a firm legal regime, which 
would regulate navigation and international trade through the straits.

After the end of the First World War, the changes that occurred 
on the international scene, as a result of the struggle for national 
liberation and the defence of the legitimate interests of some  
states, the establishment of a new balance of forces in the world 
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after the collapse of the German Empire, of the dual Austro-Hungary 
Monarchy and of the Tsarist Empire and the emergence of the Soviet 
state, made the question of the straits enter a new phase. The dispute 
became increasingly tense, pitting the interests of great powers such 
as France or England for the Near East, the control of the straits and 
the domination of Constantinople, and having serious effects on the 
edifice of the Entente.

After the failure of the Treaty of Sèvres, the Convention of Lausanne 
came to regulate free transit through the straits. The internationalization 
of the straits, through the demilitarization of their coasts and the 
establishment of the International Straits Commission, clearly put 
Turkey at a disadvantage. The lapses or the vague and ambiguous 
formulations of the legislator made the straits regime established 
in Lausanne quickly prove its lack of viability and its weaknesses, it 
practically succumbing after only 13 years, without having had a very 
glorious existence.

Ankara’s pressures, expressed in the circular note of 10 April 1936, 
which requested the signatory states and the General Secretariat 
of the League of Nations to review the provisions of the Lausanne 
Convention, as well as the new historical circumstances dictated 
taking other measures, likely to strengthen Turkey’s security and link 
the status of the straits to regional pacts and the European system of 
bilateral mutual assistance treaties. Thus, the Montreux Convention 
was supposed to establish a different international law regime for the 
straits. And this in the context in which the policy of fascist Italy in 
the Eastern Mediterranean and the systematic repudiation by Hitler’s 
Germany of the clauses of the Treaty of Versailles legitimately aroused 
the restlessness of the peoples, of small and medium-sized states in 
particular. On the other hand, the Soviet Union was gaining more and 
more ground, and the contribution to establishing the terms of the 
new Straits Convention of 1936 became edifying in that respect.

As far as Romania is concerned, the conclusion of the Lausanne 
Convention relating to the straits, on 24 July 1923, occurred in a 
specific domestic and international political context, while the legal 
status established for the Bosporus and the Dardanelles, through 
the Montreux Convention, concluded in 1936, was perfected in a 
completely different internal, but especially international, context. 
The regime of the straits was permanently found among the objectives 
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of the Romanian foreign policy in the interwar period, along with the 
concern for maintaining the territorial integrity of the country and for 
the efficient functioning of the system of alliances. The mentioned 
objectives, the international conditions in which the events took 
place, the relations between Romania and its neighbours, the  
political-diplomatic and economic relations developed by the Romanian 
state with the great powers of the Entente make us understand the 
attitude of diplomacy from Bucharest in the question of the straits, 
not only the positive aspects, but also the limitations that emerged 
in the approach to this complex issue. In the period 1919-1923, the 
governments from Bucharest considered that the best option for 
protecting the freedom of navigation through the Bosporus and the 
Dardanelles, which would correspond to the interests of the Romanian 
state, would have been the internationalization of the straits, 
precisely to avoid repeating the situation from 1914-1918, namely the 
preponderance of a single power in the Black Sea. To some extent, 
the great powers also wanted the same, precisely to strengthen their 
influence over Turkey.

The convention signed in Montreux maintains the validity of the 
principle of freedom of navigation through the straits for commercial 
ships, in the event of Turkey’s neutrality. In case of war, however, only 
the ships of neutral states benefit from this right of transit, conditional 
on non-collaboration with the enemy of Turkey, as a belligerent state. 
As for warships, in 1936 different conditions were established for littoral 
and non-littoral states, depending on Turkey’s neutral or belligerent 
status, the Turkish government being authorized to remilitarize the 
area of the Bosporus and the Dardanelles straits.

Referring to the diplomatic instrument resulting from the 
Conference held in the small town of Montreux, on the banks of the 
Lake Geneva, in 1936, Nicolae Titulescu stated that “it will mark an 
important date in international life” (Titulescu, 1936, p. 541), through 
its contribution to strengthening peace in the Black Sea region, being 
a brilliant example of understanding between peoples, respecting 
international commitments. The words of the Romanian diplomat 
would be taken, at the time, by various publishing houses and press 
bodies from London, Paris, Moscow or Ankara, so that, later on, we 
would find them in the speeches of prestigious politicians and in legal 
or history writings.
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Photo no. 7: Romanian diplomat Nicolae Titulescu
(https://historia.ro, retrieved on 30 September 2022)

The fact that even today the Montreux Convention (1936) is in 
force represents a strong argument for the solidity of this diplomatic 
instrument. Its application in international practice, especially in the 
current security context in the Wider Black Sea Region, remains the 
main aspect in terms of its consistency.

Although there have been numerous moments when the idea 
of revising the Montreux Convention has been debated, things have 
remained unchanged to date in terms of the letter and spirit of the 
document. The current situation in Ukraine brings back into question 
the need to review and revise the provisions of the Convention, but, 
for now, at the international level, this fact remains a taboo subject.

Turkey will continue to play an important role in the future of 
the Bosporus and the Dardanelles, as well as in the entire Black Sea 
region, as long as Europe, NATO and the United States of America wish 
to consolidate a strategic posture relevant to the security of this part 
of the world, whose eventual instability can become, at any moment, 
a global problem.
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The Russian-Ukrainian military conflict is the most unexpected event having a 
major societal impact, not only on the conflicting parties, but also on the entire 
international community. The irreparable damage to critical infrastructures, 
the loss of human life and the constantly increasing considerable material 
damage are just three indicators that signal possible future crisis situations. 
The question that is justifiably raised is “Could this military conflict have been 
prevented?” Implicitly, another series of questions arises, such as “Can future 
crisis situations generated by this military conflict be prevented?” When 
expressing the answers to such questions, the military and societal security 
specialists turn to specific tools such as threat predictions and scenarios. In this 
context, we can talk about planning military actions in a much more realistic 
way, observing the battles taking place in the Ukrainian space, which is a new 
reality in Eastern Europe. The lessons learned following recent military conflicts 
refer to the complexity of the combat actions generated by the digitalization 
of the confrontation space and the interaction of the societal domains in a 
difficult-to-decipher manner. The experimental vignette methodology – EVM – 
applied in the development of the threat scenarios by using podcasts, supports 
the planning of the military actions as a solution to prevent crisis situations. 
The optimization of the process of teaching and training the military specialist 
through experimental vignettes opens new horizons on planning the military 
actions as interactions of the military component with the other components 
of the societal domains that ensure the transition from a macro- to a micro- 
military confrontational environment.

Keywords: military specialist; experimental vignette methodology; critical 
infrastructures; collaborative podcasts; behavioural autopsy;
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INTRODUCTION TO THE ISSUES OF MACRO-  
AND MICRO- CRISIS ENVIRONMENT
The issue of the current international security is part of 

the competition of the specialized forums for deciphering and 
understanding the contemporary security environment in the context 
of the unprovoked and unjustified military aggression of the Russian 
Federation against Ukraine. From a geopolitical and military point of 
view, such concerns fall within the new vision of the multidisciplinary 
achievement of security, in order to conceptually clarify and identify 
those integrative solutions regarding crisis management. This is 
possible only in a comprehensive approach where all actors interact 
in terms of a societal domain: policy/diplomacy, military, economics, 
society, infrastructure and information, as a result of investigating the 
extended complex hybrid conflict (within and beyond the physical 
borders of the states directly involved in the conflict). 

The analysis strives towards understanding and managing a crisis 
situation, in this case the situation in Ukraine, and it is part of the need 
to understand and decode the motivational action substrate of the 
Russian Federation in its international relations, at the level of macro- 
and micro-confrontational environment. The possible results of the 
analysis can play an important role in preventing not only the expansion 
of the Russian-Ukrainian military conflict but also the escalation of the 
tensions caused by the arming policies and maintaining permanent 
tensions and conflicts in the proximity of the Russian sphere of 
influence.

Within such theoretical coordinates, of macro- and micro-confrontational 
environment, we can discuss the training of the military specialist 
at all levels of planning. Mainly, the military specialist requires an 
understanding of the background of the societal problem that can be 
applied in the military actions, in three directions of competences: 
analyst, planner and decision-maker. Of course, the level of ambition 
suggested for the development of this scientific material is rather an 
introduction to this topic for those interested in the theoretical approach 
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to the notions of macro- and micro-confrontational environment, 
scenario, crisis, vignette and planning. In order to achieve the set 
objective, we have referred to the possibility of initiating a knowledge 
management approach based on vignettes, namely, the experimental 
vignette methodology – EVM (Business & Management INK, 2014). 
This methodology can be applied to understanding the crisis situation 
in Ukraine, the evolution of the military conflict and, most importantly, 
the behaviour of the military structures of the two participants. 

Exploiting the possibilities of the modern technology of audio-video 
recording and transmitting in the social networks, the internet, in mass 
media, the facts and events from the conflict zone, the existence and the 
value of podcasts (Andersen, 2011) have led us to draw a correlation of 
these sources of information with the mechanisms of the experimental 
vignette methodology. The communities of both sides involved in the 
conflict, the pro-Ukrainian and the pro-Russian ones, use collaborative 
podcasts on all war-specific topics, which, in our view, help to build the 
general picture of the dynamic crisis situation. The introduction of the 
podcasts in the experimental vignette methodology has emerged from 
the idea that there is propaganda and manipulation through mass 
media on both sides of the Russian-Ukrainian conflict, and in spite 
of that, on-the-scene real data reach the public, which contributes 
to the credibility of the transmitted data. In addition, knowing the 
methods of military action for different combat situations, according 
to the doctrines, manuals and customs specific to the phases of the 
operations and the combat actions can be the starting point in building 
the experimental vignettes and later, in transforming them into means 
of developing scenarios to understand the effects of the behavioural 
variables in the military conflict.  

THE VISIBILITY OF THE MACRO- AND MICRO-
ENVIRONMENT OF A CRISIS SITUATION  
OR MILITARY CONFLICT THROUGH THE MASS MEDIA/
THE COLLABORATIVE PODCASTS
By its very definition, a crisis is primarily a situation that occurs 

by surprise and has a major impact on the parties involved or on 
those in their proximity. The specialists in the field of security, mainly 
in the area of risk management, have the necessary tools to identify 
those indicators that can become early warning indices regarding  
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the changes in the situation and the development of a crisis. Using the 
notion of actor and putting it in context, namely setting its actions in 
coordinates of space, time and interests, can generate at least a set of 
speculations, and certain scenarios or predictions can be formulated 
regarding the behaviour of the analysed actors/subjects. Based on the 
hypothetical results of the developed scenarios or estimates, in time 
and space coordinates by extension, the situation can be monitored at 
the level of a region and the behaviour of one or more actors can be 
evaluated by quantification. 

In the context of a crisis situation, due to the density of objectives 
per unit of time, the behaviour of each actor becomes unpredictable 
precisely due to the impact of the lack of time to prepare the actions 
and their need to improvise and act in an unforeseen critical situation. 
In this regard, anticipating negative events is one of the most difficult 
tasks that the military and civilian crisis management planners must 
perform. The complexity of such difficulties lies in the “good evolution 
of things”, an evolution that prevents the decision-makers from 
“seeing beyond the benefits of a good situation”. The possibility of the 
occurrence of a negative event theoretically implies a quick action, 
which, initially, in the resource planning phase, becomes very easily 
meaningless and aimless, as long as it is not related to the result of 
the actions of the involved actors (Godet, 1987). Therefore, the 
possibility to infer the behaviour of an actor who gets or does not get 
involved in the development of that negative event entails making 
certain predictions. The more realistic and to the point the predictions 
are, the more they can become a real planning and decision-making 
tool in actions, the military ones included. Taking it into account, we 
distinguish between strategic planning and strategic management, 
two different notions that are characterized by the way of thinking the 
situation according to the considered time or period of time.

An answer pursued within this paper, at the macro-environmental 
level is related to the following hypothesis we have worded for the crisis 
situation in Ukraine: “the actors, through their behaviour, accomplish 
the dynamics of engaging the contributors to the geopolitical 
situation in the vicinity of the Black Sea, a fact based on all the subtle 
transformations of the Russian Federation’s action motivational 
substrate in its international relations and implicitly on the outcome 
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of the military societal crisis in Ukraine”. We have made reference  
to the Black Sea area because of the possibility to conduct a network 
analysis (which involves several societal fields – especially those 
of information, mass media), respectively to the existence of an 
extensive number of actors, mainly the states bordering the Black Sea 
(Chiriac, 2022). The multitude of actors in the proximity of the Black 
Sea, the impact of their actions and the consequences resulting from 
the sequence of negative situations also include those states that 
are in direct and indirect relations with the states outside the Black 
Sea area but with which PMESII (political, military, economic, social, 
information and infrastructure) relations are established (Angelelli, 
Maymir-Ducharme, Stapleton). 

In the context of a macro-environment network analysis (at the level 
of state actors), according to what has been previously mentioned, we 
can observe the fact that the PMESII societal domains play a dual role 
in the way of understanding and managing a crisis situation. First of all, 
the societal domains represent the integrative support of all the actors’ 
actions or, in other words, the societal domains are constituted as an 
operational framework for the actors. Secondly, the societal domains, 
through the way they evolve in space and time, can be assimilated to a 
set of Measures of Performance (MoP) and Measures of Effectiveness 
(MoE) (Stancu, Ichimescu, 2020, pp. 76-79). Thus, the relation between 
the two categories of indicators entails the fact that the development 
of a scenario is achievable only after the team of scenario writers 
identifies the relationships between the correlated societal fields and 
establishes a so-called time horizon (it is not mandatory to analyse all 
of the six domains) (Petrescu, 2019, p. 41).

The conclusion drawn following the comparisons and interactions 
between the societal domains, in the macro-environment, is that 
there is a possibility that one or more events with a major societal 
impact, either positive or negative, occur in each unit of time and 
surface. In other words, the differences between the so-called “states 
of normality” and “states of societal competitiveness”– which can 
degenerate under certain macro-environmental conditions into 
negative or crisis situations are analysed. For example, we have chosen 
to highlight the societal component of the political or foreign policy 
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domain, in order to emphasize the behaviour of an actor at the macro-
environmental level. At a first observation on the societal political 
(of foreign policy) domain, we have chosen as a reference indicator 
“the behaviour of the actor – Russia” in its relations with other states. 
What is interesting is the fact that “this behaviour” is the result of 
the historical development of the Russian nation and therefore it 
can only be identified and characterized by analysing the historical 
events recorded in the “space of the podcasts of the time” or in the 
mass media of the specific historical times. Therefore, it is necessary 
to conduct a foray into the past of the Russian Federation in order 
to understand the evolution of the current situation in Ukraine or to 
develop predictable scenarios by performing a behavioural autopsy. 
This method of determining the behaviour of a state actor, namely 
the behavioural autopsy, will be the topic of another extensive paper.  
In short, similar to the analysis method specific to the operational 
art, the “war-gaming” from the planning of military operations at the 
operational and strategic level, the behavioural-autopsy method allows 
us to obtain the subtle elements of the motivational-action substrate 
of a nation (such as the Russian people) in an original manner, in 
order to understand the motivation of its foreign policy. This cognitive 
psychological substrate represents the real source of the strategy and 
of the political decision-making support of the Russian Federation and, 
respectively, of any nation. 

One of the emerging observations consists in the possibility of 
quantifying the results of the evaluation of the behaviour of an actor, 
by correlating the values of the MoP and MoE indicators, specific to 
the operational art for planning military operations, by extension for 
the macro-environment generated by the PMESII relations specific 
to the states of the Black Sea area. Therefore, based on the negative 
or extreme values of the MoP and MoE indicators in PMESII relations 
at the macro-environment level, after studying the behaviour of the 
Russian Federation in relation to the other actors, one can foresee the 
occurrence of a new crisis situation. Such an anticipation based on 
certain predictive scenarios can describe the way things tend to evolve 
with the risks and the potential threats generated by the Russian-
Ukrainian conflict and exploit the security vulnerabilities in the Black 
Sea area caused by the appearance of new crises of any nature.
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Another aspect resulting from the network analysis of the 
interactions between the following societal domains: political – military 
– information – infrastructures, according to the model in figure no. 1,  
consists in the connection between determining the behaviour  
of a certain actor and the method of developing scenarios based on 
the correlation of the MoP and the MoE indicators. We specify that 
the database for the set of indicators is obtained after interpreting 
the results generated from the repetitive evaluations of the situation, 
to which the experimental vignette methodology (EVM) is applied.  
Thus, the analysis of the behaviour of a state actor, in this case the 
Russian Federation, can be carried out by means of the predictions 
and the threat scenarios in terms of the results that the Russian 
Federation seeks to achieve by employing the military tool against 
Ukraine in a broad PMESII societal spectrum (actions known up to  
24 February 2022 as forms of the hybrid warfare) (Potîrniche, Petrescu, 
2019, pp. 53-65). The destabilization of the Ukrainian society through 
actions specific to the hybrid warfare, the annexation of Crimea, 
followed by the “special military operation”, combined with actions 
on the energy resources (natural gas and oil) at the international level, 
also involve actions against less identifiable critical infrastructures, 
such as “culture and heritage” (the cognitive substrate of a nation). 
By combining the methods of protecting the critical infrastructures 
through developing threat scenarios and analysing situations through 
a behavioural autopsy, one reaches the conclusion that a state actor 
has its own motivation or “collective conscience”. This collective 
(Russian) conscience functions as a primary source in the development 
of the nation’s (Russian Federation’s) foreign policy which behaves as 
a reflection of the collective way of thinking, namely “the Kremlin’s 
way of thinking”. Shifting our focus of analysis from the outside to 
the inside of the nation or towards the domestic policy this time, 
we can infer the existence of the “mechanism of building a nation’s 
conscience” – as a tool for exploiting emotions, often used by the 
Kremlin to control its own population in order to support its foreign 
policy (i.e. from the inside towards the outside). On the topic, around 
the “Orthodoxy – Autocracy – Nationality” triad as a state policy, the 
interactions of the PMESII societal domains represent the foundation 
of the development of the Russian society over time, in terms of ethnic 
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and religious coordinates, for long periods of time such as the Tsarist 
Empire, implicitly the USSR and the Russian Federation. This is how 
we should understand the achievement of a collective conscience at 
the macro-environmental level, in this case, as a motivational-action  
substrate in the military operations conducted by the Russian 
Federation against Ukraine. 

Moving from a macro-environment situation to a micro-environment 
one can be done by keeping track of the relevant measures (the MoP 
and MoE of the PMESII relationships) and including these values in a 
log of historical events by means of the collaborative podcasts included 
in the experimental vignettes methodology. Because of the limited 
knowledge of how the societal domains interact as well as of how the 
shock wave of a negative event with a major PMESII societal impact 
propagates, it is impossible to foresee precisely the next crisis situation. 
That is why we have resorted to the identification of a possible variant 
of transition from the macro-environment to the micro-environment 
of a crisis situation, starting from the “behaviour of the actor – Russia” 
in its relations with other states based on the PMESII societal criteria, 
in terms of the behavioural autopsy of the actors involved in a historical 
event, from long periods of time (years, decades and hundreds of 
years) to smaller time units: hours, days and months. The reflection of 
the behaviour of the Russian Federation as a state actor in the way the 
military structures behave in the military operation in Ukraine makes 
the transition from the political macro-environment to the micro-
environment of each war zone where irreparable damage is caused 
to the critical infrastructures, and the considerable loss of lives and 
material damage are unprecedented in the recent European history. 

THE SCENARIO – A TOOL IN THE PLANNING OF 
MILITARY ACTIONS AS A RESULT  
OF THE COLLABORATIVE PODCASTS INCLUDED  
IN THE EXPERIMENTAL VIGNETTE METHODOLOGY
The informational analysis and the modelling of the facts and 

decisions of a state actor, according to the information sources 
in the mass media of the time, lead to obtaining sufficient details 
regarding the extent of the historical events, as in a behavioural 
autopsy process. According to the analysis procedures,  
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the modelling-simulation specialists can individually or simultaneously 
use micro (individual), macro (organizational) or mezzo (between 
micro and macro levels)-environment behavioural analyses and can 
determine behavioural patterns on distinct hypothetical situations. 
These previously-mentioned patterns can be of different nature, both 
social decision patterns and social network patterns required for 
explaining the links between entities (such as agent-based modelling 
– ABM) (Angelelli et al.). After clarifying the ways in which the societal 
domains interact, scenarios and predictions can be developed on the 
possibility of occurrence of negative events with a major impact or, 
in other words, several “possible futures” can be identified. In the 
graphic representation shown in figure no. 2 we distinguish three 
societal planes: the physical structure, the information structure and 
the cognitive structure. Therefore, according to the interactions of the 
PMESII societal domains represented as in figure no. 2, we can assert 
that the motivational action substrate of a state entity is conditioned 
by the physical structure or, simply put, by the territory on which the 
population of the respective state is deployed.  

Figure no. 2: Variant of graphical representation of the interactions of the PMESII societal 
domains (Angelelli et al., pp. 15-18).
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It is expected that, due to the interactions of the societal domains, 
the population (component of the societal domain social) will react to 
the changes that will take place in the plane of the physical or territorial 
infrastructure. If this is conditioned by external factors, i.e. the physical 
space/national territory is occupied/ invaded by a military actor, then, 
by means of the information plane, changes will take place in the 
cognitive plane and implicitly there will be a transformation at the level 
of the critical infrastructure called “culture and heritage”. Regarding 
the interactions between the societal planes, based on the reciprocity 
of the actions, we can admit that the changes in the cognitive plane  
in the “Orthodoxy – Autocracy – Nationality” triad as a state policy  
of the Russian Federation make us predict the motivational action 
substrate which would justify the military aggression in Ukraine. 
Moreover, archiving the lessons learned from the military intervention 
with the data and the facts of the state actor can support the 
development of the methodology required to identify the behaviour 
of the analysed actor. Therefore, we can say that the dynamics of the 
military intervention or the behaviour of the Russian actor will be 
conditioned by how the transformations will take place in the cognitive 
plane of the Russian nation, and this action takes time.

Identifying the behaviour of a single actor is a big challenge 
because they will seek to hide their true intentions in order to exploit 
the element of surprise. The transition from the macro- to the  
micro-operational environment and implicitly the decoding and 
understanding of the reality of the confrontational environment can 
be done by “being present at the scene” in the middle of the events.  
Because it is possible to “record the events” through the mass media, 
it is as if a large-scale event were recorded and presented by pieces 
from several points of view through on-the-spot reporting or podcasts.  
By using collaborative podcasts in the experimental vignettes 
methodology, it has been possible to create the operational framework 
necessary for the assessment of the war situations and the positive 
results of the modes of action as improvisations on the battlefield are 
disseminated and adopted as standards of military action. In other 
words, there is an understanding of how to fight and the solutions 
resulting from the improvisations made or discovered on the spot are 
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adopted. In this context, we can say that an improvisation turns into a 
lesson learned. 

The collaborative podcasts from media sources such as: mediafax.
ro, romania.europalibera.org, aljazeera.com etc., help develop reports 
necessary for the analyses of the evolution of the dynamic crisis 
situation. For example, reporting the event that a series of Iran Shahed 
136 kamikaze drones were launched on critical infrastructure targets in 
the Kiev area (aljazeera, 2022) can be collaboratively associated with 
another podcast containing data and information through which we 
learn about their technical component and how these drones operate, 
a media material posted on youtube (https://www.youtube.com/
watch?v=-U0usQ-g9GM). Collecting the data from the two podcasts 
and organizing them in a logical manner according to the analysis 
criteria specific to military actions contribute to the development of 
an experimental vignette (we call it vignette no. 1) on the topic of 
using a certain type of drone for engaging a certain type of target. 
Example no. 2, respectively developing the experimental vignette no. 
2, relates the podcast on the Russian cruise missiles attack and the 
response of the Ukrainian military forces employing the Gepard air 
defence system (Jucan, 2022) with other podcasts such as the one on 
the purpose of the Gepard air defence system (KMW, 2022) or about 
the one on how and what such an air defence system can do (https://
www.youtube.com/watch?v=Aj2jgWpIVM0). By relating the two 
experimental vignettes, no. 1 and no. 2, we create a new reality of 
the battle space, namely the following lesson learned: “although the 
Gepard air defence system is designed and is intended for defending the 
land forces against air threats operating at low and very low altitudes, 
especially against helicopters, nowadays it can be successfully used 
against cruise missiles”. This result obtained in a relatively short time 
brings substantial changes to the concept of the operation, namely in 
expressing the air defence missions, i.e. the war is an ample “laboratory 
of experimentation”. Starting from the hypothesis obtained as a result 
of relating the experimental vignettes, new scenarios can be developed 
and implicitly changes occur at the level of planning military actions.

It is necessary to differentiate between the notions of macro- 
and micro-environment in developing the scenarios obtained by the 
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experimental vignettes methodology, to which the MoP and MoE 
indicators are attached, in order to properly understand the levels of 
action planning, namely the military operations at tactical, operational 
and strategic level. At the same time, the content of the podcasts or 
the media sources that report and record the historical events gives a 
new meaning to how an actor behaves in certain situations. In other 
words, applying the scenarios as a tool in planning military actions 
is the result of the collaborative podcasts which are included in the 
experimental vignettes methodology, which can be a generalized 
method for relating the societal domains of PMESII. According to the 
same principle of determination, patterns of interaction between the 
societal domains can be constructed or, in other words, irrespective of 
the selected societal topic, the confrontations between two or more 
actors could be predicted. 

In our view, these behavioural patterns overlapping the PMESII 
societal domains and obtained through the experimental vignettes 
methodology, based on podcasts (to which the MoP and MoE indicators 
are attached), provide the basis for developing scenarios in planning 
military actions; moreover, it can be applied to other societal domains, 
such as preventing a crisis situation. Starting from the premise that 
the contemporary operational environment can be decomposed 
into the sum/product of interaction relations of the PMESII societal 
domains, based on the deductions of the behaviour of the relevant 
involved actors, predictions can be made on future events in  
agent-based modelling. The schemes of events (actor-goals-space-
time) can be used to model and identify the actor’s behaviour under 
multiple aspects: political, social-psychological, sociological and 
economical, at the individual or group level. In other words, a crisis 
situation can be prevented by applying the behavioural patterns 
to the societal domains as an analytical tool that “will allow the  
decision-makers to better understand and predict how individuals and 
their group interactions will react to events in a hybrid warfare such 
as terrorism, civil war, state-on-state, insurgency, mass migration, 
competition for resources and extreme weather events” (Angelelli et al.).

Consequently, we strongly assert that a new conceptual dimension 
of the experimental vignettes methodology based on podcasts can 
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support the development of scenarios used as a tool in planning military 
actions, in the sense that any actor can be seen from the perspective 
of his “action motivational substrate”. Combining and relating the 
MoP and MoE indicators for each societal domain is practically a 
“behavioural x-ray” and a necessary prerequisite for creating the 
context for the description of a hypothetical negative event with major 
impact, respectively an identification of the measures which create 
the conditions of a crisis situation. In our opinion, such a picture of 
possible situations in the operational environment can be graphically 
represented as in figure no. 3.

Figure no. 3: Graphical representation of the three-dimensional plane of possible situations  
in the operational environment generated by the interaction of the societal domains  

in DIME/PMESII dimensions (Harris, 2019).

No matter how complex the graphical representation of the 
operational environment is, the future and implicitly the possibility 
of the occurrence of a major negative event will never be able to be 
represented with certainty. Instead, the future can be foreseen as 
“possible futures”, as a “hypothetical operational environment”, and its 
characterization can be carried out in terms of the actors’ behaviour, a 
fact that becomes relevant through the use of MoP and MoE measures. 
On the vertical axis of the representation in figure no. 3 – “the modelling 
paradigm” – we distinguish the following intermediate elements: 
object models – causal models – statistical models – conceptual models 
and the change of paradigm takes place when a new model of thinking 
is developed, and the previous conceptual vision of the operational 
environment is replaced with one closer to reality. 
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In this context, we can talk about training the military specialist 
to develop a way of thinking about the reality of the contemporary 
operational environment for the development of scenarios based on 
patterns and working on vignettes. We have resorted to the notion 
of experimental vignettes precisely to highlight the need to use 
the lessons learned and to construct hypothetical situations on a 
case study similar to what we call the“work of the red team” or to 
perform a “behavioural autopsy”. In our opinion, the foreign policy 
of the Russian Federation is not an “accident”, but rather a product 
or an outcome of the mass consciousness of a nation and should be 
treated as such. After understanding the balance ratio of the two 
typologies of conceptual models: DIME (diplomacy, information, 
military and economics) and PMESII (political, military, economic, 
social, information, infrastructures), it is possible to understand the 
behaviour of the societal domains as well as the fact that situational 
models can be developed that will underlay the scenarios necessary 
for planning military operations.

Beginning to work with the experimental vignettes methodology 
based on podcasts is, in our view, a first step in relating the influencing 
factors, in this case the behaviour of the actors, and in identifying 
their “motivational action substrate”. The resort to the event or  
multi-event analysis using podcasts is done through operationalizing 
the experimental vignette work, which is nothing new! “Mainly, several 
iterations occur, which, once they are filtered by changing the values 
of the reference indicators, can generate awareness on new situations 
and the development of hypothetical situations starting from negative 
events with major societal impact or social crisis” (Kodalle, Ormrod, 
Sample & Scott). Briefly described, the podcast-based experimental 
vignette methodology consists of the following working algorithm:

Step 1. Establishing the analysed topic by describing it in key words 
and phrases;

Step 2. Entering keywords or key phrases into Internet search 
engines and obtaining the required podcasts, classifying them and 
identifying links between them;

Step 3. Identifying and collecting relevant information in support of 
the analysed topic, respectively putting in context the data necessary 
to make the connections to relate the topic to other topics based  
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on the criteria of similarity and contrast, compared to the established 
MoP and MoE;

Step 4. Constructing the experimental vignettes;
Step 5. Processing and comparing the experimental vignettes 

according to the war game method – “War-gaming” – used in the 
operational art, specific to military operations planning;

Step 6. Recording the results and initiating the scenarios according 
to the model of the threat scenarios, typical of the critical infrastructure 
protection domain;

Step 7. Developing scenarios and formulating predictions regarding 
the analysed topic, as described in step no. 1. 

The working algorithm presented in these seven steps is not an 
exclusive one. It can be improved and adapted to the needs and scope of 
the analysed topic, corresponding to the macro- or micro-environment. 
We consider particularly important the use of the vignettes as a tool 
for modelling, teaching and researching the behaviour of the actors 
involved in a situation analysis. In this way, we believe that the military 
specialists should be trained in solving problems generated by complex 
situations such as crisis, on three areas of competence: as a military 
analyst, a military planner and a military decision-maker, differentiated 
on the levels of the operation: tactical, operational and strategic.

CONCLUSIONS AND RECOMMENDATIONS
Starting from the prerequisite that there is a need to identify the 

action motivational substrate, respectively the behaviour of an actor 
involved in a crisis or military conflict situation, the military specialist is 
required to provide solutions and to act firmly and rapidly to accomplish 
a mission. That is why we consider that identifying the future or 
the “possible futures” is particularly important in predicting a crisis 
situation or the occurrence of a negative event with a major societal 
impact – such as war. This method is one of the greatest challenges 
that the military analysts, planners and decision-makers have to face, 
regardless of the level of engagement: tactical, operational or strategic.

The operational art with the elements of military science are 
the formal and practical applicative support for solving unforeseen 
complex situations, such as a crisis or a war, and this can be done 
by developing scenarios that contribute to the prevention of a crisis  
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or war situation. The irreparable destruction of the critical 
infrastructures, the loss of human lives and the considerable material 
damage that is constantly increasing in the Ukrainian space following 
the unprovoked and unjustified military aggression of the Russian 
Federation against Ukraine are  strong motivational components for 
identifying solutions to such cases in the future. 

We consider that there are multiple answers to questions like: 
“What prompted the actions of the Russian Federation?”, “Could this 
military conflict have been prevented?” and “How will the military 
actions be conducted or what are the best combat methods and 
equipment for conducting air defence in Ukraine?”, which are related 
to the macro- and micro-operational environment as well as to the past 
events that are known and recorded in the documents of the time and 
nowadays in podcasts. Considering the phrase “what has happened 
before will happen again” we assign an important role to the scenarios 
as a powerful tool in planning military actions and operations as well as 
in countering crisis situations that any of the PMESII societal domains 
can experience. 

Another conclusion is related to the behaviour of a state actor in 
its relations with other state actors in the sense that its motivation is 
the result of its historical becoming as a distinct entity. In this context, 
we recommend that a “behavioural autopsy” should be performed on 
a state actor in order to understand the motivational substrate, in this 
case the Russian Federation. We also believe that transforming this 
into coordinates of criteria or indicators for evaluating the covered 
situations, the MoP and MoE constitute a minimum guarantee for the 
veracity of the obtained results.

Within the constraint of this paper dimension, we have brought 
to the attention of the specialists and those interested in the field 
of security and military actions planning some aspects regarding the 
methods to research the complex operational environment based 
on complicated interactions of the societal domains. In this regard, 
we have added the “cognitive structure” of a state actor engaged 
in a crisis situation as a component of the research, in this case 
referring to the Russian Federation. One of the important aspects that 
emerges from what has been presented is the fact that the decisions 
of the international power factors are the result of several historical 
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events and decoding the motivational action substrate can be done 
both through the working method of the “red team” and through a  
so-called “behavioural autopsy”. 

Our recommendation consists in operationalizing the experimental 
vignettes methodology by using podcasts, according to a seven-step 
algorithm. This algorithm can be helpful in developing threat scenarios, 
an activity that can be seen as a method of capitalizing on the lessons 
learned from the recent military conflicts. This fact is endorsed by the 
complexity of the combat actions generated by the technologization 
of the space of confrontation and interaction of the societal domains 
in a difficult-to-decipher manner, which requires diverse sources of 
information and data processing teams.

We believe that the experimental vignette methodology applied 
in the development of the threat scenarios supports the process of 
planning military actions for preventing and overcoming the crisis or 
war situations. This working methodology is based on what we have 
called “behavioural autopsy”, which can be a conceptual technical 
support for optimizing the process of training the military specialist 
by opening new horizons on the planning of military actions as 
interactions of the military component with the other components of 
the societal domains.

Hoping that this paper will come to the attention of the military 
specialists as well as of those in the field of societal security, we express 
our firm belief that “the development of scenarios in the planning of 
military actions in order to prevent a crisis situation” remains an open 
and inexhaustible topic. 
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The application of tools and methods to improve the effectiveness of the 
information security management system by detecting and neutralizing cyber 
attacks, monitoring and blocking DDoS attacks, Intrusion Detection Systems 
(IDS), Intrusion Prevention Systems (IPS), blocking TOR Exit Nodes, blocking 
Layer 7 Regular Expression attacks, web filtering, blocking malware attacks, 
ransomware, spammers and spam servers has become a sine-qua-non 
requirement in the management of information security incidents in order 
to minimize their impact on IT systems. The paper provides insight into the 
impact of integrating much-needed security requirements for information 
technology users in military systems. The collection of information was carried 
out on a statistical sample of 128 students from military academies in Romania, 
Bulgaria, Poland. The research methods are complemented by cross-sectional 
(questionnaire, survey, observation) and observational methods.
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ABOUT INFORMATION SECURITY MANAGEMENT
When talking about information security, the user thinks directly 

about the privacy aspect, ignoring the integrity and availability of the 
information. In such situations, it is important to implement good 
practices in the organization, through which all categories of users get 
familiar with the three dimensions of information security: authenticity, 
non-repudiation and reliability.

According to the Methodology and instructions for completing 
major incident reporting forms/Regulation 2/2020 on security 
measures regarding operational risks, confidentiality is the property 
of information not to be available to unauthorized persons, entities or 
processes, and integrity refers to ensuring accuracy and completeness 
of the methods by which information is processed.

However, there are often requests regarding the accessibility upon 
request of an authorized entity of the information to be processed, 
and then it will certainly be necessary to establish in real time the 
timeliness of the requests and the availability of the information in 
relation to the specific requirements of the users.

Are there tools to assist users in making the decision? It is 
considered that there are such tools! But how to select those that 
adapt to the specifics of the activity carried out? It should be evaluated 
according to the following criteria:

• authenticity – as the property of an entity to be what it claims 
to be;

• non-repudiation – as the ability to demonstrate the occurrence 
of a claimed event or action or the entities that generated 
them;

• reliability – as the property of consistent behaviour and results.

Confidentiality is 
the property of 

information not 
to be available 

to unauthorized 
persons, 

entities or 
processes, and 
integrity refers 

to ensuring 
accuracy and 
completeness 

of the methods 
by which 

information is 
processed.



Claudia CÂRSTEA

No. 1/2023 130

AN ORGANIZATION’S SECURITY MANAGEMENT 
POLICIES AND IT SYSTEM THREATS
IT systems should be analysed and perceived taking into account 

all the components, namely the hardware equipment, the information 
base, the software base with platforms and application programs, 
human resources with all categories of users and, last but not least, the 
mathematical models for optimizing and increasing the efficiency and 
effectiveness of an IT system. From here to an effective management 
system is a single step, because there is the whole set of elements of 
an organization that interact to establish policies, to achieve objectives 
and to carry out the processes necessary to achieve objectives, to 
successfully meet performance indicators and performance criteria. 
It means that any potential cause of an unwanted incident can cause 
damage to a subsystem, a system or the entire organization, at which 
point we speak of a threat. It means that there is potential for a 
particular system vulnerability to be exploited, either accidentally or 
intentionally.

Vulnerability always refers to the weakness of an asset or control 
tool that can be directly or indirectly exploited by one or more threats. 
For example, any flaw or weakness in the design, implementation, 
operation or administration of a system can be exploited to violate the 
system’s security policy. Very important at this moment is the correct 
estimation of the risk, i.e. of the effect of an uncertainty in achieving 
the objectives. The elements that must be found in coherent security 
policies are the following:

• the sets of interrelated activities that transform inputs into 
outputs, often called processes;

• the status of a process or activity, which means monitoring.
The group selected for the study of the impact of the implementation 

of information security requirements, following the investigation and 
the observation carried out, consists of 128 students from military 
academies in Europe (Romania, Bulgaria and Poland) as follows: “Henri 
Coandă” Air Force Academy in Brașov (56 students), National Military 
University in Veliko Tarnovo (42 students) and University of Military 
Studies in Warsaw (30 students). 
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The methods of gathering information are based on questionnaires, 
direct observation and interview. Being a quantitative research 
method, the questionnaire is very useful in this case, due to the variety 
and target of the questions asked.

The scope of questions includes computer network security, 
technology trust and risk management, storage device policy, platform 
configuration, user access, remote working and the importance of  
user information and cyber education. The students who answered the 
questions had three answer options for each question: NO, YES, It is 
possible.

The direct aim of the research is to understand the barriers 
and risks, to adopt a rigorous and responsible behaviour in the use 
of information on storage media, to understand the strategies to 
reduce the risks, the behaviour in the event of a security incident, the 
responsibilities regarding the planning of resources to respond to an 
incident. The secondary aim of this research is to make users aware of 
the general context of using an IT system.

The National Agency for the Security of Information Systems 
in the “Code of good practices for the security of information and 
communication systems” (2022, p. 4) promotes the formation and 
development of an organizational culture that understands the need 
for risk management as an inevitable element in carrying out the 
activity and making decisions.

THE CURRENT CONTEXT OF THE EXPONENTIAL 
DEVELOPMENT OF DIGITIZATION  
IS BECOMING A MAGNET FOR CYBER ATTACKS
Computer security companies anticipate that attacks will become 

more and more sophisticated, with devastating consequences for 
people’s activities and for companies. As a result, knowing the 
current trend of the manifestations of computer threats allows for 
adopting the technical and organizational measures that are necessary 
for organizations to protect information. We are referring here to 
more vulnerabilities with greater impact on IT systems as well as to 
the number of reported vulnerabilities that will certainly increase, 
according to the monitoring of recent years. (Infosfera, no. 2/2021,  
p. 49).

The direct aim 
of the research 

is to understand 
the barriers and 

risks, to adopt 
a rigorous and 

responsible 
behaviour 

in the use of 
information on 
storage media, 
to understand 

the strategies to 
reduce the risks, 

the behaviour 
in the event 
of a security 
incident, the 

responsibilities 
regarding the 

planning of 
resources to 

respond to an 
incident. The 

secondary aim 
of this research 

is to make users 
aware of the 

general context 
of using an IT 

system.



Claudia CÂRSTEA

No. 1/2023 132

Another “magnet” factor is the increasing use of “open-source” 
applications, which increases the risk of becoming more vulnerable to 
attackers. Tutorials on offensive and defensive tools are now available 
to all users, increasing exposure to risks.

Social engineering techniques, artificial intelligence and the 
development of skills in detecting physical errors are factors favouring 
the increase in the effectiveness of computer attacks. Of course, 
criminals will adapt their attack methods and find new ways to threaten 
systems, becoming harder and harder to identify.

More and more intelligent devices are used and the user 
behaviour is increasingly insecure and unprotected. Andrea Radu, 
in the article “IT Security” (2019), estimated a number of 20 billion 
connected smart devices. Protection, security and privacy solutions 
will obviously go towards compliance with standards regarding the 
production of devices, compliance with integrity restrictions regarding 
data collection and processing and, last but not least, ensuring an IT 
 system maintenance process adapted to the information requirements 
of all users.

The focus will be on respecting privacy rights through restrictions 
on software producers and consistent legislation. 

Encrypting information and protecting the online activity of 
all categories of users are fundamental requirements in the use of 
computer applications. The exponential development of all economic 
fields, the Internet of Things, big data systems, cloud technologies and 
the digitization of systems are obviously accompanied by an increase 
in the exposure to vulnerabilities, allowing malicious actors to target 
more and more sources of cyber exploitation. In this context, the 
information security strategy defined by each organization represents 
the plan that integrates the major information security objectives, 
policies and action sequences of the organization into a cohesive 
unitary system. It is a document drawn up by the organization and it 
includes an assessment of IT threats as well as a set of countermeasures 
for their annihilation, which are financially assured. Of course, the 
strategy is seen as a method to influence the internal environment of 
the organization through the careful selection of the means of internal 
control.
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RESEARCH RESULTS AND TRENDS  
IN THE IMPLEMENTATION OF INFORMATION SECURITY 
TECHNIQUES AND METHODS IN MILITARY SYSTEMS
Threats from within organizations can lead to security incidents, 

which means an educated user is a key element in every organization 
cybersecurity culture. The implementation of good cyber security 
practices is a “must” in the current context of technology use.  
Adopting an organization’s information security strategy greatly 
increases the quality of the information security program provided there 
is a close link between it and the organization’s strategy. Information 
security strategy is not defined in itself, but is an orientation of security 
policies, security control and audit, and security system management. 
The information security objectives should be consistent with the 
information security policy and measurable (if possible). They should 
also consider the applicable information security requirements and 
the results of the risk assessment and treatment. Last but not least, 
they should be communicated and updated as necessary.

The conducted research highlights the vulnerable points in the 
implementation of good cyber security practices. In this context, 
the main criteria for evaluating the vulnerabilities of IT systems are 
formulated and graphically represented as follows:

 • Securing workstations connected to networks is an essential 
condition for ensuring confidentiality (Chart no. 1);

 • Encrypting classified data is important (Chart no. 2);
 • Managing passwords and using complex algorithms to change 

them periodically (Chart no. 3);
 • Use of accounts with limited rights (Chart no. 4);
 • Data synchronization with mobile devices (Chart no. 5);
 • Disable unused connections on mobile devices (Chart no. 6);
 • Sharing of personal information (Chart no. 7);
 • Use of verified storage media (Chart no. 8);
 • Secure data connections (Chart no. 9);
 • Tracking third-party access to data in wireless networks  

(Chart no. 10);
 • Installating updated antivirus solutions (Chart no. 11);
 • Installation of firewall applications (Chart no. 12);
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 • Security incident reporting (Chart no. 13);
 • Using an application whitelist (Chart no. 14);
 • Web content restriction (Chart no. 15);
 • Carrying out risk and exposure to vulnerabilities assessment 

(Chart no. 16).

Chart no. 1 

Chart no. 2 

Chart no. 3 
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Chart no. 4 

Chart no. 5  

Chart no. 6  
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Chart no. 7  

Chart no. 8  

Chart no. 9 
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Chart no. 10 

Chart no. 11 

Chart no. 12 
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Chart no. 13 

Chart no. 14 

Chart no. 15
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Chart no. 16

 
The result summarizing the information security risk assessment 

criteria (Chart no. 17) clearly and coherently highlights the vulnerable 
points in security. Retrieving this information allows the establishment 
of clear strategies to identify and minimize the vulnerabilities of the 
implemented IT systems. Lack of discipline in the use and synchronization 
of mobile devices and wireless networks increases information security 
risks by 70%. End users intentionally expose themselves to risks by not 
following general security rules and principles, without thinking about 
the subsequent consequences of their imprudent actions.

BLACK SWAN SECURITY INCIDENT ALERT

Nassim Nicholas Taleb states that “Black Swan” type incidents 
are rare as events; they cannot be predicted, but they are unpleasant 
events that have a major impact and can only be explained after they 
occur and produce effects. For example, “Black Swan” type incidents 
can be considered the following: the explosion of the Internet network, 
the First World War, the dissolution of the Soviet Union, the event on 
11 September, the nuclear disaster at Fukushima Daiichi. (Mambet, 
2012).

The COVID-19 pandemic has accelerated the development of the 
virtual environment and “world”, even its acceptance in different 
systems where it was supposed to be impossible to use. Is COVID-19 
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a “Black Swan” incident? The answer is NO, because it appears to be  
an imbalance between the operational and medical security 
components. (Infosfera, p. 67). We wonder if there will be “Black 
Swan” incidents?  Definitely yes! It is just a matter of time. However, 
the COVID-19 pandemic has accelerated the development of the 
virtual world and created a visible imbalance between the use of 
technology and the security component, which obviously leads to 
predictive security incidents, of the “White Swan” type. A security 
model that can be successfully used is the encryption algorithm, 
which is a mathematical model implemented for information security. 
Cryptographic products can be used to protect data in communication 
systems or in specific applications. The evaluation algorithm is easy to 
understand by users and easy to implement, relative to the hardware 
and software resources available to the unit.

The evaluation of cryptographic modules can be done using 
the FIPS 140-2 standard equivalent to ISO19790; 4 security levels; 
functional security requirements and specific security requirements 
such as: specifications for the cryptographic module, ports and 
interfaces dedicated to the cryptographic module, specific roles, 
functions and authentications, physical security, consistent operating 
environment, consistent management of encryption keys, self-tests, 
securing the project, mitigating other attacks – which means effective 
risk management.

Common criteria are found in equivalent standards ISO15408 as 
follows:

• Trusted Computer System Evaluation Criteria, 1983, NSA;
• Canadian Trusted Computer Product Evaluation Criteria, 1993, 

Communications Security Establishment to provide common 
evaluation criteria for IT products;

• Information Technology Security Evaluation Criteria, May 1990 
in France, Germany, Holland and Great Britain;

• Common Criteria, 31 members.
The question remains whether we will replace them with the 

“Cyber Security Act”?
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CONCLUSIONS
The results of the statistical research clearly and obviously 

reflect the vulnerable points and the way users approach security 
concepts, embodied in actions. In conclusion, the information security 
requirements must be formulated clearly, correctly and coherently 
by each individual organization, periodically explained to end users, 
emphasizing the following aspects:

• Application development – architectural design, functional 
specifications, design, implementation representation, security 
policy modelling.

• Guidance on the rules of safe use of applications.
• Knowledge of the life cycle of an IT system: life cycle definition, 

configuration management scope and capabilities, security 
during development, security of delivery, remediation flow, 
tools and techniques.

• Updating knowledge regarding tools used in information 
security: functional testing (plans, procedures and records), 
test coverage analysis, test depth analysis, independent testing.

• Vulnerability assessment and analysis.
Words are insufficient when we analyse chart no. 18, generated  

on the basis of the centralizing results from the questionnaire applied 
to the target group. The image is relevant and at the same time 

Chart no. 18  
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worrying. It is obvious that cyber security education is strictly necessary 
and must be implemented. End users do not pay enough attention to 
information security, often going by the principle “it cannot happen 
to me” or “the organization I work in protects me”. The research will 
be developed by analysing other criteria, applying the questionnaire 
to specific user categories and age categories, targeting measures to 
minimize the vulnerabilities of military IT systems. The fragmentation 
of the target group will also allow more precise identification of 
information security risks.
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Military changes and transformations over the past decade have highlighted 
the rise of competitive manifestations of state actors with complex global 
claims to counter the normal economic and military conduct of the world’s 
greatest power. To this end, US military specialists have developed the concept 
of “Multi-Domain Operations (MDO)” to implement all the requirements of 
countering the complex competitive actions of US adversaries globally.

This study provides a theoretical approach with applied impact, specific to the 
military operational sphere, containing information and reference data, revealed 
in a logical structural flow, centred on conceptual, organisational and relational 
elements specific to Multi-Domain Operations designed and implemented by 
the armed forces of the United States of America. The objective of the study is 
to highlight, from a theoretical point of view, with practical implications and a 
focus on modernity, the effectiveness and operational efficiency of the military 
organizations formed to act to implement the MDO concept. This objective has 
led to the scientific analysis and interpretation of a relevant approach aimed 
at highlighting the role and importance of MDO, as well as the organisational 
structures suitable for the implementation of the concept for the purpose of 
decisional and actional strengthening of joint (assembled) forces operational 
in areas/theatres of operations on national territory or in the area of national 
and/or NATO interest. In addition, this research will increase the number of 
specialised sources that can be used for future research in this field of interest.

Keywords: AirLand Battle; Multi-Domain Operations (MDO); Adverse  
Anti-Access/Area Denial (A2/AD) Systems; Multi-Domain Task Force; MDO 
specific support; 
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INTRODUCTION
The meaning of the concept of Multi-Domain Operations is based 

on the doctrinal provisions of the US Army specific to the “AirLand 
Battle” in the 1980s to respond to the threats of the Soviet Red Army 
in the European theatre perimeter, centred on the C2 mechanism in 
order to defeat the opposing forces through specific joint manoeuvre 
actions of integrated forces in the two traditional physical domains, 
namely air and land (Diaz, 2021, pp. 92-94).

Multi-Domain Operations is a new concept, with roots in the past, 
expressing real ways of countering or defeating, competitively or 
conflictedly, a state adversary’s forces in the 2025-2050 timeframe, 
at near parity levels with the US in the five key domains: air; land; 
maritime; space and cyber (Feickert, 2021). In this conceptual and 
actionable framework, real-world ways of working based on artificial 
intelligence (AI), machine learning, autonomy, robotics, standards  
and joint architectures are incorporated for the purpose of rapid 
decision-making in the aforementioned areas of operations (Feickert, 
2022, p. 6).

Studies and analyses in recent years have highlighted that military 
operations set to be deployed today are not fully integrated in 
relation to their layering or synchronization. The explanation is that 
the leadership and execution structures with responsibilities in the 
space and cyber domains usually exist at the strategic (national) level 
while the planning and action subsystems specific to air operations 
are integrated at the operational (joint) level. Under these conditions, 
the proper integrated understanding of the action mechanism 
encompassing all domains cannot be effectively realised, resulting 
in C2-related shortcomings and hence the lack of agility required to 
synchronise effects (Nettis, 2020).

The demands of the joint warfare of the future inevitably require 
the design and conduct of multi-domain operations, primarily in view 
of the requirements of land, sea and air space, as well as those of the 
indispensable new domains of cyber, informational and space (cosmic). 
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Last but not least, the new domains in the organic Multi-Domain 
Operations concept have been integrated into NATO member states’ 
militaries, with only the modalities of functional inclusion differing 
based on their own levels of operationalisation (Jones, 2020, pp. 1-3).

According to the concept of transformation of the US Joint Task 
Forces, based on the requirements resulting from the implementation 
of the Multi-Domain Operations concept, the foundation and 
implementation of a “Project Convergence” for the full functioning 
of the “Joint All Domain Command and Control (JADC2)” has moved 
forward. To this end, the Department of Defense (DOD) has developed 
and implemented a plan to procure and connect sensors and weapon 
systems (required by tactical and operational (joint) structures in the 
categories of land, air, naval, space and special operations forces) within 
a single network with enhanced speed and efficiency characteristics, 
proven by the actions in response to threats from competing state 
forces (China and Russia). In order to achieve the requirements of 
the MDO, the Army Futures Command (AFC) intends that “Project 
Convergence” will be implemented and applied on an annual basis by 
focusing on five essential pillars, namely “soldiers, weapons systems, 
command and control, information and terrain” (Feickert, 2022, p. 6)1. 

In order to achieve the purpose of our scientific study we have 
specified as research directions: determining the fundamentals of  
Multi-Domain Operations; identifying organisational and support 
elements specific to Multi-Domain Operations; analysing the 
implications of Multi-Domain Operations within NATO. All this was the 
basis for both the creation of the appropriate scientific content of the 
study sections and the connections between them. 

The need to obtain, analyse, evaluate and interpret the data and 
information necessary to construct a balanced and original work has 
led us to use the specific applications of observation, comparative 
analysis, evaluation, interpretation, induction and deduction. In this 
way, these methods have allowed us to obtain a study that is as  
up-to-date as possible, allowing those interested to understand MDO 
and even generate ideas for scientific research of further interest.

1 See also Project Convergence 2022, https://armyfuturescommand.com/convergence/#pc22, 
retrieved on 12 September 2022 (the five pillars of project convergence are: people, 
information, terrain, weapons, command&control). 
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MULTI-DOMAIN OPERATIONS GENERATED  
BY THE NEW GLOBAL MILITARY CHALLENGES  
AND THREATS
In the US military doctrine, the perspective predictable outlook 

of 2028-2035 and beyond is highlighted, the military of the world’s 
largest military power will be prepared to confront challenging 
adversaries in military deterrence, with very high lethal potential, 
operating in unpredictable operational environments (US Army, Army 
Concept for Maneuver in Multi-Domain Operations, 2020). This causes 
appropriate solutions to respond to threats from large post-industrial 
powers (through asymmetric approaches and actions) to require 
evolved capabilities, which underpins the US Army’s application of the 
Multi-Domain Operations concept-specific procedure (US Army, Army 
Modernization Strategy: Investing in the Future, 2019, pp. 1-12).

In relation to the notion of “Multi-Domain Operations”, of 
particular interest are some historical landmarks about the concept 
applied in the past by the US Army (about fourteen years ago), 
called “AirLand Battle”, which made the transition from limited  
(low-intensity) operations conducted by small tactical structures to 
large-scale (decisive high-intensity) operations involving forces of 
adequate size. Significant, therefore, are the years 1982, 1986 and 
1993, when this concept emerged and was applied, then developed, 
and then became the doctrinal basis for US and NATO active defence 
actions in a potential large-scale armed conflict, based on the principles 
of warfare developed by Carl von Clausewitz, particularly “initiative, 
agility and timing”. From the revealed practice, it appears that the 
“AirLand Battle” doctrine has been focused, in periods of applicability, 
on technologically evolved combat systems, rapid and integrated air 
and ground maneuver actions in the specific conditions of the extended 
battlefield (King, 2019).

The emergence and operational introduction of the Multi-Domain 
Operations concept is the subject of 2015, with the need for its 
usefulness reinforced in 2016, and then implemented in 2017, with 
significant differentiations from the previously applied concepts 
of “AirLand Battle” and “Full-Spectrum Operations” respectively 
(Ib.). The purpose of applying (where appropriate) the doctrinal  
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and methodological framework associated with Multi-Domain 
Operations is to counter the increasingly advanced capabilities of 
adversary actors directed at denying and disrupting the US military’s 
own and allied forces, including their freedom and maneuverability  
to operate at long (extended) ranges in the air, land, sea, cosmos  
(space) and cyber domains (White House, 2022, p. 22). Moreover, 
the term represents an operational concept focused on the actions 
of existing and potential adversaries with evolved capabilities to 
challenge, deter, and harm US strategic interests around the globe 
(TRADOC, 2018, pp. 5-48).

According to the provisions of the National Defense Strategy, the 
United States of America is meant to compete fiercely in a global 
socio-economic and military environment characterized by greater 
complexity, volatility, and turbulence, which leads it to be prepared 
to conduct with its own and allied forces, rapid and simultaneous  
(multi-domain) operations in several (mentioned) contested areas, 
as well as to counter threats to US forces in the electromagnetic, 
informational, cognitive environments (TRADOC, 2017, pp. 1-3) and 
otherwise (figure 1).

Conceptually, an integrated domain term Multi-Domain Operations 
is a critically important space intended to achieve broad maneuver by 
achieving access, freedom of action, and operational superiority as 
required by the mission received by the joint force (Reilly, 2018).

Multi-Domain Operations involve a complex actionable mechanism 
that integrates an optimal combination of projections and capabilities 
(at the strategic, operational or joint, and, to a lesser extent, at 
tactical levels) that must respond to decisions to establish feasible and 
rapid solutions to threats and actions affecting US security, following 
the rapid unfolding of decision processes to leverage (actionable) 
situations dependent on time and distance factors (Army Multi-Domain 
Transformation Ready to Win in Competition and Conflict, 2021,  
pp. 5-6).

To this end Multi-Domain Operations are based on new strategies 
and tactics driven by technological and digital transformations, with 
appropriate reconfigurations of the manoeuvre schemes of the joint 
forces involved, but also of the associated plans, programmes and 
action orders (Nettis, 2020).
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Figure 1: Overview of Multi-Domain Operations
(America’s Army: Ready Now, Investing in the Future, 2021, p. 6)

In our view, holistically, the effectiveness and efficiency of the MDO 
is given by the relational, integrative and complementary effect of the 
specific capabilities of the five domains thus:

MDOE = fH (LFC + AFC + NC + CC + SC),
where:

MDOE = MDO efficiency and effectiveness; 
fH= holistic function given by the interrelation and integration of 

the domains; 
LFC = land force specific capabilities;
AFC = air force specific capabilities;
NC = naval-specific capabilities;
CC = cyber-specific capabilities;
SC= space (cosmic) action force specific capabilities.

The above is shown in figure 2, where we summarise the 
combination of MDO components (domains) to achieve the holistic 
effect required by the joint/multi-domain force.



Gheorghe MINCULETE

No. 1/2023 152

In order to operate efficiently and integrate properly in joint action 
processes, the (managerial and execution) structures that generate 
and conduct Multi-Domain Operations have at their disposal the 
most advanced technologies for the efficient and resilient realization 
of C2. Particularly relevant for this purpose is the Memorandum of 
Understanding (MOU) concluded between the US Army and their Air 
Force, called “Combined Joint All-Domain C2 (CJADC2)” (Gwon, 2021). 
Within this relational framework it was agreed that MDO-specific 
leadership processes would be based on the “C4ISR” system, under 
the name “multi-domain command and control or MDC”, and “allied 
doctrine for joint all-domain operations (JADO)” (Diaz, 2021, pp. 92-94).

Figure 2: A view of the holistic effect of MDO

The actions specific to Multi-Domain Operations differ significantly 
from those once carried out under the concept of AirLand Battle.  
They mainly concern the organisation, preparation, provision of 
adequate logistic support, synchronisation and design of the joint force. 
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In this framework, the synchronisation of the planning and execution 
of military actions in several areas is dependent on the requirements 
of moving joint force structures over long distances, coupled with the 
need for rapid execution of manoeuvre in extended areas (theatres)  
of operations, according to the type of conflict and the configuration  
of the adopted combat posture (King, 2019).

Achieving the specific objectives of Multi-Domain Operations 
involves CFC (“Configured for Combat”) structures and equipment 
designed to prepare and conduct rapid joint force design in theatre 
by applying resilience and appropriate risk management principles.  
In order to accomplish their missions, they will move rapidly to tactical 
staging areas, conducting pre-combat checks so that they can act 
immediately on the joint force commander’s orders (Ib.).

SPECIFIC ORGANISATIONAL AND SUPPORT 
APPROACHES TO MULTI-DOMAIN OPERATIONS
Organisational Elements

The MDO concept is intended to combine the complex and decisive 
efforts of the US military and joint forces to mitigate the manifestation 
of competing adversaries so that they are overcome through (cyclical) 
planning, rapid decision-making processes, and appropriate cognitive, 
physical, and virtual actions to deter, counter, and terminate operations 
or operations of a violent nature and to decisively defeat enemy 
forces when limited or extended armed conflict cannot be avoided.  
The implications of MDO cover all specific aspects of political, economic, 
doctrinal, strategic, operational and tactical military leadership.  
To this end hierarchical military leaders and led organisations require 
adequate training, operational experience, equipment, modern 
combat systems and actionable logistics to accomplish their assigned 
missions through timely, simultaneous, sequential and integrated 
execution of operations specific to all domains (Holshek, 2020). 

According to doctrinal provisions and assertions of North American 
military experts, for the implementation of the MDO, categories of 
armed forces and joint bodies (structures) of the USA are involved. 
For example, for the disablement of adversary anti-access/area denial 
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A2/AD systems2, US military operational organizations (multi-domain 
forces and formations) act (according to the principle of freedom of 
maneuver) to achieve those successful strategic objectives, which 
will allow them to return more favorably in the competitive process 
(figures 3 and 4). 

Thus, the multi-domain structures formed have adequate 
potential, revealed by those capabilities, agility and resilience needed 
to operate multi-domain at strategic distances against the forces and 
means of an adversary considered approximately equal. It requires the 
achievement of convergence objectives that call for rapid actions of 
immediate and continuous integration of all the capabilities specific 
to the established domains, under the conditions of ensuring an 
electromagnetic spectrum and information environment – easy to 
optimise the superiority action effects on the enemy’s actual and 
potential manifestations. To this end, synergistic and complementary 
inter-domain options/actions (considering multiple forms of operation) 
will be materialized by the army command and/or multi-domain joint 
force under conditions of coherence, discipline, collaboration etc., 
according to the requirements established to achieve the optimal  
end-state parameters (Savin, 2022).

The MDO’s purpose, objectives and strategy and the ways to achieve 
them are based on rapid technological developments in conjunction 
with the nature of the military threat, differentiated globally according 
to the specific command area of the two possible theatres of 
operations, with commands and force packages established for both 
Europe (The United States European Command – USEUCOM) and the 
Indo-Pacific (United States Indo-Pacific Command – USINDOPACOM) 
(Freedberg, 2020).

In order to fulfil the mission requirements of a joint force operating 
in one of these two theatres of operations, a Multi-Domain Task Force 
(MDTF) – a brigade-sized structure that can operate simultaneously 
for thousands of miles (Army Discloses Hypersonic LRHW Range Of 
1,725 Miles; Watch Out China, 2021), in multiple sustained phases 

2 It is the defensive device or strategy used to prevent, slow, restrict or endanger an adversary’s forces 
acting to occupy or cross an area in land space, maritime or air space of interest.
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of a major conflict, is intended to be variably organized, manned and 
framed (according to joint situation and action design) seamlessly 
integrated, functionally and continuously served by specialized 
intelligence, information, cyber, electronic warfare, and cosmos or 
space specific protection and action structures (12 CEWS), as well as  
long-range (lethal and non-lethal precision) strike capabilities in 
conjunction with multi-role platforms (America’s Army: Ready Now, 
Investing in the Future, 2021) (figure 3).

Figure 3: A Multi-Domain Operational Group (MDTF) (a variant) 
(America’s Army: Ready Now, Investing in the Future, 2021, p. 6;

 FM 1-02.2 Military Symbols, 2020)

Legend:
• MDTF/BDE = Multi-Domain Task Force/BDE; 
• Long-Range Precision Fires Battalion;
• 12 CEWS = Intelligence, Information, Cyber, Electronic Warfare, 

and Space Battalion; 
• Air Defense Artilery Battalion; 
• Security Force Battalion;

 • “Gray Eagle” Unmanned Aircraft Structure;
• MI = Military Intelligence Company;
• CEMA = Cyber Electromagnetic Activities Company; 
• Space Company;
• Signal Company.
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In accordance with planned and programmed strategic and 
operational options, in 2017, the first joint force integrated MDTF 
was experimentally formed, based in Lewis-McChord, Washington. 
It was tasked to actively participate in several experiments and 
exercises for functional testing of specific capabilities, as well as to 
develop the potential and requirements suitable for joint force design.  
In keeping with the stated purpose for the establishment of an MDTF 
and its complex action within the joint force, as established, it must 
essentially enable: ensuring the maintenance and gaining of initiative 
with US adversaries and supporting the rapid transition to the crisis or 
conflict state; providing (flexible and effective) decisional and actional 
possibilities for response during a crisis for the joint force commander 
to deter the opposing forces and shape the operational environment 
(for the success of own forces); neutralising the A2/AD adversary’s 
systems and networks during the emergence and conduct of a conflict 
so that the freedom of action of the joint force structures is ensured 
(Feickert, 2021).

Until contact is made/resumed with adjacent and supporting 
structures, multi-domain military organisations are self-sustaining 
and protect themselves through their own organic capabilities. Thus, 
some capabilities at their disposal would be: existence of sufficient 
electromagnetic facilities, redundant channels necessary to ensure 
augmented and resilient communications against adverse interference 
actions; reduced logistical support needs; high capabilities to perform 
medical care; existence of multiple support networks; robust capabilities 
to support multi-domain maneuver and operational functionalities 
(TRADOC, 2018, pp. 19-20).

During April 2021, the US Army revealed the functionality of 
an “EUCOM’s Multi-domain task force” as well as a “Theater Fires 
Command” (intended to control and coordinate the mentioned 
structure by launching fires), which were deployed in the Wiesbaden 
area of Germany (Reorganization Plan of United States Army, 2022).  
At the same time, after the analysis of the functional value found during 
the complex exercises, in order to provide the immediate appropriate 
action response to a competitive adversary, USINDOPACOM requested 
2 MDTFs, so they were made available during the summer of 2021  
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(the first) and during the fall of 2022 (the second) (America’s Army: 
Ready Now, Investing in the Future, 2021, p. 6) Furthermore, the US 
Army have made available (or are in the process of finalising this 
process) specific joint forces of “MDTF for the Arctic and 1 MDTF for 
global response” (figure 4), tailored (each) to operational requirements 
(Reorganization Plan of United States Army, 2022).

Figure 4: A generic model of MDTF organization for joint operational theater
(US Army, 2021. Army Multi-Domain Transformation Ready to Win

in Competition and Conflict, p. 12; FM 1-02.2 Military Symbols, 2020)

Legend:
• Multi-Domain Task Force/Div.;
• Intelligence, Information, Cyber, Electronic Warfare, and Space 

Battalion (12 CEWS); 
• Strategic Fires Battalion; 
• Air Defense Battalion; 
• BSB = Brigade Support Battalion; 
• HIMARS Battery; 
• MRC = Mid-Range Capability Battery; 
• LRHW = Long-Range Hypersonic Weapon Battery; 
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• MI = Military Intelligence Company; 
• Signal Company; 
• ERSE = Extended Range Sensing and Effects Company; 
• INFO DEF = Information Defense Company.

Given the role of MDTFs for operational modernization, it is obvious 
that they are very important for the joint force both through maneuver 
and precision timing of actions and effects following the execution of 
precision strikes at particularly long ranges to neutralize (or mitigate 
the effects of) A2/AD networks of opposing forces in all areas. To this 
end, MDTFs are and will be sized and tailored (at joint and strategic 
theatre levels) to enable joint (supported) force commanders enhanced 
opportunities to plan, integrate, act, control, monitor and evaluate the 
effectiveness of (joint) capabilities against A2/AD systems (networks) 
(Army Multi-Domain Transformation Ready to Win in Competition and 
Conflict, 2021).

In line with the operational entities highlighted in figures 3 and 4,  
the beneficial functionality of MDTFs is given by the joint functions of 
effects, fires, protection and sustainment. Organisationally, although 
MDTFs have elements of similarity, each MDTF organically comprises 
those specific organisational structures appropriate to maximise their 
value for the area of operations in which they will operate, as decided 
by the joint force commander (McEnany, 2022). From our point of 
view, it therefore follows that MDTFs will be functionally related, in 
the integrative actional process, to the other structures of the joint 
force in order to achieve positions of advantage, relative to those of 
the adversary, assigned to the operational end state at the area of 
operations or theatre level.

Particularities in Supporting the Joint Force and Its MDTFs

In order to achieve the actionable objectives determined by the 
requirements of Multi-Domain Operations, joint efforts to extend the 
operational reach, resilience and freedom of action for US joint forces 
have been ongoing and continue. This requires particularly significant 
resources and efforts, primarily aimed at: the development of modern 
military bases to support theatres of operations, to ensure the necessary 
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power projection at all times and to respond decisively in crisis or conflict 
situations; the development of resilient theatre architecture with 
additional facilities (such as: C2; appropriate network infrastructure; 
“Army Prepositioned Stocks-APS”; secret locations (caches) suitable 
for rapid combat power projection and sustainment, also hosted by 
participating partners and/or allies with capabilities at the established 
joint force (US Army, Army Multi-Domain Transformation Ready to Win 
in Competition and Conflict, 2021, pp. 17-22).

Assured Rapid Power Projection (ARP) appropriate for military 
engagement in complex operations requires the implementation of 
the necessary components of force projection, i.e. the conduct of 
specific actions: mobilisation; effective projection; sustainment of 
operations. Therefore, the rapid projection of the joint force set to 
be engaged in Multi-Domain Operations is directly dependent on the 
resilient capabilities and facilities (of the military) made available in 
a timely manner, respectively: Power “Projection Platforms” (PPPs); 
“Mobilization Force Generation Installations” (MFGIs); “Military 
Ocean Terminals” (MOTs); “Army Prepositioned Stocks” (APS); and 
“Supporting Commercial Facilities” (SCFs), including power sources 
and resilient capabilities of strategic embarkation/embarkation ports 
(Ib.). According to military experts, the multi-domain joint force will 
proceed to consolidate the advantages of self-sustaining power during 
the execution of missions based on the establishment and use of new 
structures, formations and capabilities comprising human resources 
(leaders, chiefs and high-performance soldiers), adequate sources and 
materials, as well as positional advantages, compared to the potential 
of the adversaries (Ib., p. 19). (figure 5).

In line with the directions established for the design, implementation 
and development of multi-domain task forces at the level of the bodies 
with responsibilities in this sphere in the USA and NATO, competencies 
and responsibilities are established to provide the necessary logistic 
support for the combined and high-performance operation of new 
technologies and complex multi-functional systems to achieve the 
expected holistic effect of MDO in joint operations planned and 
executed by Alliance task forces (Col. McCoy E.A., 2021, pp. 22-27).
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Figure 5: Elements of gaining relative positional advantage 
in Multi-Domain Operations (Ib.)

Legend:
• Engage and Train; 
• Equip and Enable; 
• Advise and Assist; 
• Assured Power Projection;  
• Dynamic Force Employment; 
• Calibrated Force Posture; 
• New Organizations;  
• Convergence CJAD-C2 = Combined Joint All Domain Command 

and Control; 
• Expand the Landpower Network; 
• Demonstrate Range of Capabilities;
• Adding Credible Options to Deterrence and Crisis.

ELEMENTS OF MULTI-DOMAIN OPERATIONS  
WITHIN NATO
In 2022 (February-March), the NATO Military Committee (through 

its organic structures) held discussions with specialists and experts 
from the armed forces of the Alliance member states with a view 
to achieving conceptual uniformity on Multi-Domain Operations 
within the framework of the appropriate process of integration and 
functional corroboration with diplomatic, informational and economic 
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instruments, in order to increase the Alliance’s operational power 
mechanism in the future. At the same time, taking into account the 
evolution of the conflict in Ukraine, several lines of action have been 
established towards an adequate convergence of mental and cognitive 
training with the development of practical exercises in the sphere of 
Multi-Domain Operations, to be conducted in a phased manner by 
North Atlantic Alliance forces (Multi-Domains Operations Conference 
– What We Are Learning, 2022).

Concerning the establishment and integration of MDO bodies 
into NATO forces, this involves (for member nations) a series of joint 
actions aimed mainly at: reviewing the resources of each national 
defence system with a view to identifying, procuring and optimising 
the capabilities needed to establish appropriate MDO structures (by 
echelons, according to new operational requirements) and integrating 
them into the planning and execution of future joint military exercises; 
adequate training for the conduct and execution of specific MDTF 
operations, taking into account the importance of the MDO discipline 
to be taught in courses for the further training of senior military 
personnel (inside or outside the NATO member state, according 
to Alliance collaborative formulas); integration and use of sensors 
installed on technical and weapon systems for decision making, control 
and monitoring of precision strike delivery (according to the US military 
model); continuous updating of national capability catalogues in the 
light of the specificity of each NATO member country’s armed forces and 
performance requirements appropriate to the equipment and weapon 
systems to be procured and used; expansion of doctrinal updates, 
awareness of the importance and effectiveness of MDO and extensive 
and continuous training of personnel for these complex operations; 
involvement of representatives of national defence industries (from 
Alliance member states), scientists and business in specific actions of 
this transformation process, related to the implementation of MDO, in 
order to achieve future success of the armed forces by substantiating, 
making and developing certain (national) decisions of high joint 
operational and action value (Palavenis, 2022).

Currently in both the UK and Germany, defence decision-makers 
are focusing on identifying, testing, experimenting, developing  
and deploying modern MDO-specific capabilities in a high-performance 
manner. In this specific framework of complex research in military 
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operational technology, following the unfolding of the conflict 
in Ukraine, with multiple implications for the realisation of new 
innovations to be applied for the operationalisation of MDO, the 
procurement of advanced weapon systems and combat equipment 
with extensive digital, automated and robotic functions, functionally 
corroborated with modern IT capabilities, sensors, artificial intelligence 
etc. is (further) envisaged (TRADOC, 2017, pp. 5-17).

Increasing threats to NATO’s European space have prompted 
German and Dutch authorities (under Alliance coordination) to 
reorganise and modernise the German-Dutch Corps (GE/NL, established 
in 1995) in line with the requirements driven by the implementation of 
MDO (in conjunction with MDO capabilities deployed by the US Army 
in Alliance member state Germany) to conduct and execute extended 
operations against an adversary’s (equivalent or inferior) forces  
(figure 6). The purpose of this transformation was based on the 
Alliance’s core objectives of deterring and defending the Euro-Atlantic 
area, as set out in Article 5, in the event of the emergence and 
manifestation of a major conflict. At the same time, according to the 
options of the competent NATO bodies, the Corps (GE/NL) will have 
to meet all the conditions so that it can be effectively employed from 
2023 as an operational (combat) corps and also as the land component 
of the NATO Response Force (NRF) (Marlow and Blythe, 2022, p. 2). 

Figure 6: Scheme of the 1 (GE/NL) Corps Structure
(Marlow and Blythe, 2022, p. 3; Palavenis, 2022; APP-6, 2017, NATO Joint Military Symbology)
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Notes
a)  “Ideally, a NATO corps capable of conducting multi-domain 

operations within the Euro-Atlantic area includes the following: 
 • 2 to 5 divisions 
 • 1 military intelligence brigade
 • 1 intelligence, surveillance, and reconnaissance (ISR) battalion 

equipped with unmanned aircraft systems (UAS) and 
unattended ground sensors (UGS)

 • 1 electronic warfare battalion
 • 1 corps fires command 
 • 2 long-range artillery brigades
 • 1 cyber company 
 • 1 ISR/targeting battery equipped with UASs and UGSs
 • 1 aviation brigade
 • 1 armored reconnaissance and surveillance brigade 
 • 1 information warfare battalion 
 • 1 psyops company 
 • 1 engineer brigade (including chemical, biological, radiological, 

and nuclear [CBRN] capacity) 
 • 1 air defence brigade 
 • 1 signal brigade with a dedicated cyber defense organization 
 • 1 rear area operations command
 • 1 sustainment brigade
 • 1 medical brigade 
 • 1 military police brigade
 • 1 CBRN defense battalion 
 • 1 civil affairs battalion with a political liaison team 
 • 1 space battalion (includes high altitude companies for use as 

ISR or signal platforms) 
 • Other forces may be assigned, attached, under operational 

control to give the corps additional capabilities) or additional 
capacity”.

The scheme also provides for 1 ASOG (Air Support Operations 
Group).

b)  “This structure is detailed in the 1 (GE/NL) Corps discussion 
paper, 1 (GE/NL) Corps as a Warfighting Corps (7 April 2021) 
and was validated through the Quick Rider series of exercises 
and studies conducted by this”. 



Gheorghe MINCULETE

No. 1/2023 164

In the context of achieving performance-based operational goals, 
military experts are of the opinion that, to this end, the standardisation 
and implicit interoperability goals specific to MDO within NATO 
must be achieved (Palavenis, 2022). According to our assessment, 
this requires that in the process of implementing the MDO concept 
within the Alliance, actions of cohesion, commitment, investment in 
modernisation through the acquisition of advanced and compatible 
technological systems, adequate training of committed human 
resources, efficiency and convergence in continuous adaptation to 
future military challenges and threats are evident. 

Together with other NATO armies, our army has already established 
priority directions and allocated adequate resources, necessary for 
future development, to achieve continuous operational modernization 
in the fields of action of the joint force (land, air, maritime and cyber), 
according to the requirements of the evolved battlefield (both in terms 
of highly technological equipment and the level of training of combat 
structures in all categories of armed forces), taking into account the 
requirements of the MDO.

CONCLUSIONS
The role and importance of MDO is precisely the potential for 

operational leaders to plan and implement multiple options for rapid 
execution of all (domain-specific) operations in order to deter and/or 
achieve success in a conflict with a (competitive) adversary as a result 
of the appropriate facilities available to immediately exploit land, air, 
sea, cyber and space (cosmic) capabilities.

In modern warfare, the successful implementation of specific MDO 
objectives is dependent on a combination of factors including: rapid 
technological innovation and development; a highly trained human 
resource able to act effectively in accordance with new requirements; 
the ability of commanders and planners to decide and design dynamic, 
sustained and victorious operations; efficient and resilient logistic 
structures able to provide combatant organisations with the resources 
and services needed to sustain and regenerate the operational effort 
in a timely manner.

In order to achieve the required success, organisations designed 
to meet MDO requirements will employ the specific capabilities of 
each operational domain (land, sea, air, cyber and space) in dynamic, 
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effective, efficient and synergistic actions, while exploiting the 
weaknesses and vulnerabilities of opposing forces. 

Structures specialised in planning and conducting specific MDO 
actions therefore have (and will have) those facilities that amplify 
ground power, which obviously creates asymmetric advantages for the 
components of their own joint force through communications, rapid 
and protected manoeuvre, increased potential to strike from a long 
distance etc. In this framework, the resilience of MDO forces will be 
ensured by the combination of mobility, cover, operational concealment 
and deception of the adversary’s (aggressive) fighting structures.  
All this will lead to increased flexibility and agility both in planning and 
in preparing and conducting joint operations, precisely because of the 
facilities offered by organisations specialising in implementing MDO 
requirements. 

In view of the initiation, development and evolution over time of the 
conflict in Ukraine, the need for multi-domain operational structures 
and the efficiency of the use of high-profile means (equipment and 
high-performance weapons systems) donated by economically and 
militarily developed Western states is obvious. This explains even 
more the meaning of the evolution of the further implementation of 
the MDO concept within the joint forces of the US and implicitly NATO.
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Combating hybrid threats is one of the main dimensions of the European 
Union’s policies expressed in the recently developed document, called  
“A Strategic Compass for Security and Defence”, which guides the development 
of the Union’s capabilities in the field of international security. The new 
document entails combining the tools developed since 2016 to combat hybrid 
threats in an “EU Hybrid Toolbox”, which will also include new tools and modes 
of action. While the primary responsibility for countering hostile hybrid activity 
will continue to lie with member states, the EU aims to have a greater capacity 
to support and coordinate in order to prevent and respond adequately to 
new threats. The EU’s approach focuses on non-military aspects and on the 
development of military capabilities to respond to hybrid crises, an aspect that 
implies increasing the importance of cooperation with NATO in this field.
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GENERAL ASPECTS REGARDING  
THE NEW EUROPEAN SECURITY PARADIGM
Living in an era of strategic competition and complex security 

threats involving the return of war in Europe, with Russia’s unjustified 
and unprovoked aggression against Ukraine, as well as the current 
major geopolitical changes generated by China’s ambitions, a series 
of challenges arise regarding the capacity of the European Union and 
implicitly of the member states to promote their vision and defend  
their interests. Confronted at the EU’s borders and beyond with 
conflicts, military aggression and sources of instability, leading to 
humanitarian suffering and the forced displacement of millions of 
people, we find that hybrid threats have grown in both frequency 
and impact. The competition and political ambitions of some states 
generate increasing attempts at economic and energy coercion, and 
conflicts and instability are often exacerbated by the multiplier effect 
of climate change.

All these aspects lead to a general security landscape that has 
become more volatile, complex and fragmented than ever because of 
hybrid threats that involve the cumulative instrumentation of several 
coercive methods. The dynamics of local and regional instability, fuelled 
by dysfunctional governance and contestation of democratic values, 
existing in our neighbourhood, sometimes inflamed by inequality, 
religious and ethnic tensions, are increasingly impacted by the effects 
of unconventional and transnational threats as well as by geopolitical 
power rivalry. This erodes the capacity of the EU’s multilateral system 
to prevent and mitigate risks and crises.

Since 2016, the EU has mobilized its resources and created new 
tools to combat hybrid threats. These actions are primarily the 
European Union’s response to the destabilizing activities of Russia and 
China, as well as smaller states such as Belarus, Iran or North Korea, but 
also to the activities of non-state entities such as terrorist organizations  
and extremist groups. So far, the EU’s efforts have focused on combating 
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disinformation and propaganda and strengthening the protection of 
critical infrastructure against cyber-attacks. In the current “Strategic 
Compass”, which was adopted by the EU Council on 21 March 2022, 
less than a month after the Russian invasion of Ukraine, the focus 
is on increasing the resilience of states and societies to information 
manipulation and interference in political processes, as well as on 
expanding the EU’s capacity to support member states in responding 
to crises caused by hybrid methods, techniques and tactics. This is the 
aim of a new set of response and reaction tools called the “EU Hybrid 
Toolbox”, the final form of which will be developed by the EU in the 
coming months.

This study aims to define the current problems that European 
society is facing, to identify the cause of these security problems that 
generate a series of threats to political, economic, social, informational 
and military stability, and to analyse and briefly present the measures 
that the EU has adopted over the years to find an adapted formula of 
response in the key of a concept called resilience.

THE EUROPEAN APPROACH  
TO COUNTERING HYBRID THREATS
In 2016, in the document called “The Common Framework for 

Countering Hybrid Threats”, the EU defined the respective threats 
as a “mixture of coercive and subversive activities, conventional and 
unconventional methods (diplomatic, military, economic, technological), 
which can be used in coordinated way by state or non-state actors to 
achieve specific objectives, being, at the same time, below the threshold 
of officially declared war” (European Commission, 2016). These types 
of activities can be used to pursue a variety of strategic, operational 
and tactical objectives with the common denominator of destabilizing 
states and interfering in their political, social and economic processes, 
affecting both member states and the Community as a whole.  
The EU’s broad approach to this issue derives from the specifics of the 
phenomenon itself, in particular the intricacy of hybrid actions, their 
complex nature and ambiguity. The response also reflects the different 
member states security perspectives and foreign policy priorities.  
This flexible approach makes it possible to take into account threats 
from the east (Russia, Belarus), from the south (Iran, terrorist 
organizations, mass illegal migration) and those with a global reach 
(China).
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The catalogue of hybrid methods and tactics includes disinformation 
and propaganda activities, cyber attacks, interference in political 
processes (e.g. elections and referendums), economic pressure, 
instrumentalization of irregular migration, state support of armed 
groups and employment of mercenaries, subversive information 
operations, terrorist activities or the use of chemical, biological, 
radiological and nuclear (CBRN) agents. Hybrid methods can be used 
to different extents and intensities and can be freely combined by 
state or non-state aggressors whose modus operandi is not the same. 
In addition, the catalogue of hybrid instruments of war is “open” to 
any actions that may produce disruptive effects at the societal level. 
According to the EU institutions, the growing political rivalries with the 
Russian Federation (especially after the invasion of Ukraine) and China, 
the unstable situation in the EU’s neighbourhood, the militarization 
of vital sectors (e.g. health security issues) and environmental issues 
and access to resources can constitute risk factors for the security 
of the community space. It is exemplified by Russian and Chinese 
vaccination disinformation campaigns during the COVID-19 pandemic. 
Similarly, issues such as environmental protection can be used to 
create social polarization and divisions within the EU. Climate change, 
in turn, may contribute to the destabilization of the Union’s southern 
neighbourhood, migration crises and the emergence of terrorist 
organisations. The instrumentalization of these phenomena by external 
actors (e.g. the creation of routes for the illegal introduction of migrants 
or the support for radical formations or groups to commit terrorist 
attacks) represents a direct threat to EU states. The catalogue of hybrid 
threats is also expanded by emerging and disruptive technologies 
(EDT), including the development of artificial intelligence, providing 
advanced technical capabilities for disinformation and propaganda 
campaigns, as well as intelligence-gathering and subversion activities. 
These considerations make it much more difficult to develop  
response procedures to various hybrid attack scenarios, which,  
because of the cross-border and networked nature of hybrid  
threats, require a comprehensive and multi-dimensional approach to 
detection, early warning, countermeasures and emergency response.

Since 2016, the EU has set out to develop capabilities to counter 
hybrid threats starting from four essential areas: (1) situational 
awareness; (2) building and applying resilience policies; (3) countering 
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and responding to crises (including overcoming their effects); and 
(4) cooperation and coordination with partners and international 
organizations (mainly NATO). In this regard, the current “Strategic 
Compass” calls for strengthening these areas by creating new 
mechanisms and improving their use as part of the Union’s coordinated 
response to hybrid crises. Indeed, the burden of responsibility for 
countering hybrid threats rests with national security institutions  
(e.g. intelligence, security services, police and military), which have  
the legal authority and executive powers to do so (under Article 4 
paragraph (2) of the TEU). The Strategic Compass does not make 
changes in this area, instead the tools developed under the EU Hybrid 
Toolbox are intended to provide greater support in the national efforts 
to combat hybrid threats and to coordinate the joint actions of member 
states to achieve synergies and a more efficient response.

THE IMPORTANCE OF JOINT ACTIONS
The Strategic Compass underlines the importance of continuing 

to strengthen the EU’s intelligence capabilities to provide situational 
awareness and threat forecasting capabilities. The creation of hybrid 
threat intelligence sharing mechanisms is of particular importance 
to identify in the first place a modus operandi of foreign intelligence 
services that are instrumental in such actions. Improving the awareness 
of EU institutions and member states in this area will enhance the EU’s 
ability to detect and respond in a prompt and adaptive manner to crises 
caused by hybrid methods of hostile vectors. It will also improve the 
coordination of actions taken by individual member states. Activities  
in this field were initiated in 2016 with the creation of the Hybrid Fusion 
Cell within the EU Intelligence and Situation Centre (EU INTCENT). 
It is made up of civilian and military analysts (from the Intelligence 
Directorate of the EU Military Staff, EUMS) responsible for producing 
reports, briefings and analyses within the Single Intelligence Analysis 
Capacity (SIAC) on hybrid threats that are identified at the level of EU 
countries and its neighbourhood. The studies are carried out on the 
basis of information from open and classified sources provided by the 
intelligence and security services of the member states, EU agencies 
(e.g. European Cybercrime Centre, European Counter-Terrorism 
Centre or Frontex) and partner countries (e.g. USA, Canada, Norway).  
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As regards cyber threat intelligence, the work of the Hybrid Fusion Cell 
is supported by representatives of the EU Institutions Cyber Emergency 
Response Team (CERT-EU). The exchange of sensitive information 
regarding, for example, technical details of accounts, administrators, 
software or infrastructure used to carry out a disinformation operation, 
is crucial in order to be able to assign responsibility for these actions  
to a specific entity and impose sanctions on it (Kaca, 2021).

The Hybrid Fusion Cell is the main institution responsible for 
providing situational awareness to the EU institutions and member 
states. Its creation has helped to increase the EU’s ability to detect 
crises induced by hybrid threats at an early stage, as well as to speed 
up and coordinate the joint response of member states. An example 
in this regard is the EU’s response (including in the form of effective 
strategic communication) to the migration crisis supported by Belarus 
in mid-2021 (with the support of the Russian Federation), which 
lasted for several months at the borders with Poland, Lithuania and 
Latvia (Dyner, 2022). Despite Belarusian-Russian disinformation 
activities aimed at creating disruptions regarding the interpretation 
and understanding of the situation at the border, the EU remained 
consistent and considered it a hybrid attack (Council of Europe, 2021).

To raise situational awareness of hostile information manipulation, 
in March 2019, the EU established the Disinformation Rapid Alert 
System. The exchange of information within this system takes place 
through contact points established in each country of the Union.  
The system was used in 2020 during the COVID-19 pandemic, when 
the information space was flooded with a wave of Russian and Chinese 
disinformation, undermining trust in Western vaccines, EU institutions 
and vaccination strategies and fuelling anti-vaccination movements 
and protests (Ștefan, 2020). The main target of media attacks  
at the time was the European Medicines Agency. The system was used 
to exchange information between EU institutions and member states, 
representatives of the private sector and members of the G7 and 
NATO. Despite all the mechanisms and coordinated actions to combat 
disinformation, the wave of conspiracy theories spread by pro-Russia 
and pro-China news channels (including “troll factories”) has generated 
distortions of perception and mistrust among public opinion.
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BUILDING RESILIENCE POLICIES AND MECHANISMS
Strengthening the resilience of EU states and societies aims to 

reduce their vulnerability to disinformation and propaganda by hostile 
entities and to develop the protection of critical infrastructure against  
cyber-attacks, terrorism, subversion and sabotage. The Strategic Compass 
pays particular attention to strengthening the EU’s resilience against 
information manipulation and interference in political processes.  
The EU’s approach to combating information manipulation consists of 
four elements adopted by the European Council in December 2018 in 
the “Disinformation Action Plan” and aims to: increase the capacity 
of EU institutions to detect, analyse and expose disinformation, 
strengthen coordinated and collective responses to disinformation, 
mobilize private sector to combat disinformation and raise awareness 
and improve public resilience by supporting independent journalism, 
fact-checking initiatives and promoting media education.

In 2015, in response to the information and psychological operations 
carried out by the Russian Federation to mask the actions carried out 
in Ukraine and in other areas of strategic interest, the East StratCom 
task force was established at the EU level within the European External  
Action Service (EEAS) to monitor, analyse and respond to Russian 
propaganda and disinformation campaigns across the spectrum of hybrid 
threats. East StratCom currently monitors informational messages 
published in over 20 languages. By mid-May of this year, the team had 
identified nearly 14,000 cases of Russian disinformation and catalogued 
them in the EUvsDisinfo database. In addition, the team conducts 
training courses for staff from partner countries as well as activities 
to strengthen independent journalism and promotes awareness of 
the EU and its policies in Eastern Partnership countries. Similar tasks 
are carried out by the teams established in 2017, responsible for the 
Western Balkans region (Western Balkans Task Force) and the Middle 
East and North Africa region (South STRATCOM Task Force), focusing 
on countering radicalization, countering the propaganda of terrorist 
organizations and disinformation from Russia, China, Iran or Turkey.  
All three teams are part of the EEAS Division for Strategic  
Communication, Taskforces and Intelligence Analysis (SG.STRAT.2), 
which supports the EU institutions in planning strategic communication 
policies, strategies and tools. It also provides support (e.g. in the 
form of analysis and guidance on how to counter disinformation)  
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to EU missions, operations and diplomatic missions under the Common 
Security and Defence Policy (CSDP), also developing cooperation with 
partner countries, the G7, NGOs, civil society and the private sector 
(e.g. on data acquisition using modern software and technology).  
The aim of these activities is to raise public awareness and strengthen 
the resilience of countries in the EU’s neighbourhood to disinformation.

According to the EEAS, Russian disinformation poses the biggest 
threat to EU states due to its systemic nature. Russia has the 
resources to conduct disinformation campaigns as part of a long-term  
strategy to destabilize and disintegrate the Euro-Atlantic area.  
One of the most sensitive and vulnerable areas of disinformation in 
the functioning of EU states concerns democratic political processes 
such as elections and referendums. Between November 2016 and 
April 2019, Russian interference in political processes affected 16 out 
of 20 such cases worldwide (including the UK, France, Germany and 
Spain) (Australian Strategic Policy Institute, 2020). They mainly took 
the form of disinformation campaigns and cyber-attacks, including 
hacking websites and modifying their content, attacks on electoral 
infrastructure or hacking and leaking to manipulate public opinion.

To protect EU member states’ voters from disinformation and cyber 
interference, CERT-EU has created a dedicated Social Media Assurance 
Service to detect and remove accounts impersonating a real user. 
In September 2018, the Union also adopted the “Code of Practice” 
governing EU countries’ cooperation with the private sector in terms 
of obligations for online platforms and the advertising industry with 
the aim of improving the transparency of political advertising, closing 
down fake accounts and reducing incentives to spread misinformation. 
The code has been adopted, among others, by major online service 
platforms such as Facebook, Google, Twitter and Microsoft. They have  
pledged to increase the transparency of political advertising and 
its financing and to block those responsible for disinformation.  
These measures were aimed at protecting the elections for the 
European Parliament in May 2019.

The Strategic Compass announced the creation (until 2023) of a new 
mechanism to increase situational awareness and resilience of the EU, 
its member states and their societies against information manipulation 
and interference in political processes (Foreign Information Manipulation 
and Interference Toolbox, FIMI). The new collaboration platform 

In September 
2018, the Union 

also adopted 
the “Code 

of Practice” 
governing 

EU countries’ 
cooperation 

with the private 
sector in terms 
of obligations 

for online 
platforms and 

the advertising 
industry with the 
aim of improving 
the transparency 

of political 
advertising, 

closing down 
fake accounts 
and reducing 

incentives 
to spread 

misinformation. 



Marian ŞTEFAN

No. 1/2023 176

aims to standardize the methods of data collection, analysis and 
exchange (among member states’ governments, private sector and 
civil society and international organisations) on the tactics, techniques 
and procedures used by actors who implement hybrid threats. 
This approach will increase the EU’s ability to identify and analyse 
disinformation campaigns early, facilitate the collection of evidence of 
external interference in democratic political processes and standardize 
the methods of reporting such incidents. An Information Sharing and 
Analysis Centre (ISAC) will most likely be established as part of the  
FIMI Toolkit (StratCom activity report/Strategic Communication Task 
Forces and Information Analysis Division).

Strengthening the resilience of EU countries also refers to key 
sectors such as cyber security, critical infrastructure, energy, transport, 
defence, financial system, maritime security and space (Kozioł, 
2022). This effort is primarily geared toward building the legal tools 
and capabilities needed to respond to incidents and crises caused 
by hybrid threats (especially in cyberspace). A breakthrough in the 
EU’s approach to cyber security was the adoption of the “Directive 
on the Security of Network and Information Systems” (NIS Directive) 
in 2016. It obliges member states to guarantee common minimum 
standards for cyber security, including by adopting national rules, 
cyber security strategies or the creation of computer incident response 
teams operating within the European CERT network. The EU has also 
made cyber incident reporting mandatory for key service providers  
in the energy, transport, banking and finance, healthcare, water supply 
and digital infrastructure sectors. In addition to regulatory activities, 
the EU, through the European Network and Information Security 
Agency (ENISA) and the European Cyber Security Organization (ECSO), 
also supports research activities and public-private cooperation.  
The common cyber defence capabilities of the member states are, in 
turn, developed through four PESCO structured cooperation projects 
on the exchange of information on cyber incidents, coordination of 
activities, joint support and response, as well as research and training 
(The Council of the European Union, 2019).

In December 2020, the Union adopted a new cyber security 
strategy, which aims to increase member states’ resilience to cyber 
attacks and better protect their critical infrastructure (European 
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Commission, 2020). An example of sectoral action in this area is the 
EU cyber diplomacy toolkit, which contains measures that act as a 
deterrent to potential cyber attackers. Blacklisted entities responsible 
for cyber attacks or supporting cyber attacks against EU states will 
be sanctioned by being banned from entering the EU and/or having 
their assets frozen. A similar sanctions regime has been introduced 
against countries using chemical weapons (the classified list contains 
20 substances), which is the EU’s direct response to the use of the 
paralytic-convulsant agent “Novichok” on UK soil by Russian special 
services. Between 2019 and 2022, the EU also provided €11.6 million 
in financial support to the Organization for the Prohibition of Chemical 
Weapons (OPCW) to counter the development and use of chemical 
weapons.

CRISIS PREVENTION AND RESPONSE
The EU Strategic Compass underlines the importance of 

strengthening the Union’s capabilities to respond to a crisis generated 
by an attack of a hybrid nature. The EU has announced the creation of 
Hybrid Rapid Response Teams (EURHRT) by the end of 2024 to support 
member states in situations of hybrid attacks. It is also possible for 
these teams to be used for EU missions and operations, as well as 
to provide assistance to partner countries. Although the work on 
the establishment of EURHRTs is in the conceptual phase, they will 
most likely be formed in line with NATO’s Counter Hybrid Threat 
Teams (CHSTs) established in 2018. CHSTs represent NATO’s hybrid 
threat response tool situated below the collective defence threshold 
provided for in Article 5 of the North Atlantic Treaty Organization. 
To date, CHSTs have been used twice: first in 2019 in Montenegro in 
relation to election-period cyber attacks and disinformation, and in 
2021 in Lithuania in relation to the Belarusian-backed border migration 
crisis. The teams are composed primarily of civilian experts in strategic 
communication, cyber security, counterintelligence, energy security 
and critical infrastructure protection. They can also be supplemented 
with military advisors, if the situation requires such an approach.  
In a crisis, they can be deployed to a member state (at its request) 
or act as an advisory team to set up national defence structures to 
counter hybrid threats (Rühle, Roberts, 2021).
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THE IMPORTANCE OF COOPERATION WITH NATO
The Strategic Compass emphasizes the importance of cooperation 

in countering hybrid threats with partners such as the G7, the UN and 
NATO. The Union attributes a key role in this regard to its relations 
with the North Atlantic Alliance. In 2015, NATO adopted the “Strategy 
against hybrid threats”, which has three components: preparing 
for hybrid attacks by improving reconnaissance and early warning 
capabilities, strengthening critical infrastructure protection and 
testing the decision-making processes within the Alliance; deterring a 
potential aggressor by imposing sanctions and preserving uncertainty 
about the nature of the response and defending allies in the event of 
a hybrid aggression.

In the joint declarations of 2016 and 2018, the EU and NATO 
developed a list of 74 joint actions in the security dimension, of 
which more than 20 can be related to countering hybrid threats. 
The focus is primarily on recognizing the phenomenon, raising 
situational awareness, building societal resilience, protecting critical 
infrastructure, and responding to emergencies generated by hybrid 
threats. Both organizations work to implement joint initiatives based 
on systemic mechanisms of cooperation between their own staff, on 
three interdependent levels: expert, intermediate (within the EU-NATO 
core group) and strategic (EU-NATO Steering Group). Through informal 
cooperation, the organizations developed a common operational 
protocol for sharing knowledge on hybrid operations and coordinating 
the responses of both institutions. The Common Framework set out 
the unequivocal ambition to make countering hybrid threats an EU 
priority.

The first joint EU-NATO initiative on countering hybrid threats was 
the establishment of the European Centre of Excellence (Hybrid CoE) in 
Helsinki (2016). It acts as a think-tank, providing expertise and advisory 
support and a platform for sharing experience and information on 
hybrid threats. The Helsinki Centre primarily contributes to situational 
awareness for both organizations, as does the EU’s Hybrid Fusion Cell 
or its counterpart NATO’s Hybrid Analysis Branch operating within 
the Joint Intelligence and Security Division (JISD). Both structures 
have well-established working relationships through monthly staff 
exchanges. EU and NATO hybrid threat analysis cells also prepare joint 
threat assessments (parallel and coordinated assessments). Similar 
cooperation is also being developed between the East StratCom 
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Working Group and the NATO Centre of Excellence for Strategic 
Communications (StratComCoE) in Riga, developing joint training 
materials, disinformation response courses and other tools for EU and 
NATO personnel.

On a practical level, the Helsinki Hybrid CoE is responsible 
for organizing workshops, seminars and exercises, which include 
simulations of North Atlantic Council (NAC) and Political and Security 
Committee (PSC) meetings during hybrid attacks. Since 2017, the EU 
and NATO have been conducting EU Integrated Resolve and the NATO 
Crisis Management Exercise (CMX) in the Parallel and Coordinated 
Exercises (PACE) format to test the ability to respond to crises (including 
hybrid events) through a common operational protocol. Each year, 
the exercise changes the main organization: in 2022, it will be the EU, 
and in 2023, NATO. The organizations also seek opportunities for joint 
(complementary) responses to threats in cyberspace, facilitated by 
joint training and exercises (e.g. Cyber Phalanx, Locked Shields or NATO 
Cyber Coalition), exchange of information and doctrinal documents, 
regular contacts related to work, education, projects and others.  
The mentioned cooperation takes place through the European Defence 
Agency (EDA) and the NATO Cyber Defence Centre of Excellence in 
Tallinn, among others. One of its important elements is cooperation 
in the technological domain, including the exchange of experience and 
practices between CERT-EU and the NATO Computer Incident Response 
Capability (NCIRC) at the Supreme Allied Commander Europe (SHAPE).

CONCLUSIONS
The creation of the EU toolkit for responding to hybrid threats 

will strengthen the Union’s ability to counter and respond to these 
types of threats. The comprehensive set of measures, which has been 
under development since 2016, is characterized by response flexibility 
and openness to identifying new methods and hybrid tactics used by 
both state and non-state actors. The onus to respond to hostile hybrid 
actions is on the member states (in accordance with Article 4(2) TEU), 
while the Union’s role is to support them and coordinate common 
responses to crises. The implementation of new tools and modus 
operandi will, among other things, increase the situational awareness 
and resilience of EU institutions, member states and their societies 
(especially against information manipulation and foreign interference 
in democratic processes).
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Thanks to multilateral intelligence cooperation, the establishment 
of the hybrid fusion cell and the disinformation early warning system, 
the Union has significantly improved its situational awareness. 
The complexity of hybrid threats and the anticipated expansion of 
sectors of strategic interest (including health security, climate change, 
environmental protection or new technologies) generate the need to 
strengthen the analytical capabilities of these structures by increasing 
staff and financial resources. It is in Romania’s interest, as an EU and 
NATO member state, to have representatives (diplomats, specialists, 
military, field experts) in these structures (especially in management 
positions). It will enable the synchronized development and greater 
implementation of policy and doctrinal documents in the field of 
hybrid threats.

The planned creation of new tools to identify disinformation 
campaigns and interference in political processes (FIMI) or hybrid crisis 
response (EURHRT) is only at the conceptual stage. However, the EU 
Strategic Compass does not specify exactly what elements they will 
consist of and under what conditions they can be used. Therefore, 
Romania should ensure that the EURHTRs are prepared to support EU 
member states and EU missions and operations and strengthen the 
resilience of partner states exposed to hostile hybrid actions such as 
the Republic of Moldova, Georgia and others.
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“Authentic leadership” is a significant area of research. Based on the theory, 
which explains how individuals establish a social and professional relationship, 
we have postulated a statistical relationship between authentic leadership 
and psychological capital. Thus, the implications of this type of relationship for 
theory and practice are discussed in the paper.

In this study, we intend to conduct an exploratory study to demonstrate not 
only the role of authentic leadership in the military organization, but also how it 
is achieved. The study aims to identify whether there is a significant relationship 
between authentic leadership and psychological capital. Why is such research 
important in the military environment? Because military leaders can motivate 
subordinates both inside the organization and outside the chain of command. 
Being an authentic leader is much more complex than simply “giving an order”. 
An authentic leader’s influence on other colleagues or subordinates can take 
many forms.

Keywords: authentic leader; psychological capital; resilience; military 
organization; power of example;
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INTRODUCTION
In the tense situation in which Romania currently finds itself, the 

armed forces have increasingly become an important component 
not only for national security, but also for NATO. In this context, we 
consider that the military environment needs effective leaders who, 
through the decisions they adopt, can win or lose any type of classical 
or modern “warfare”, such as the economic or technological ones.  
To “lead a battle to victory” leaders must provide a clear vision and 
value to the members of the groups they belong to. That is why the 
leadership of the armed forces is seen as the first key factor in the 
formation of authentic leaders. Authentic leadership is one that 
provides positive value, influences changes in the members’ behaviour 
and attitudes, and can demonstrably improve their performance.

The research works based on the role of the leader regarding its 
direct or indirect influence on relationships, psychology, and behaviour 
are in full development, representing an academic interest. Studies 
are needed to identify the importance of authentic leadership in the 
military environment and to determine its effectiveness.

Authentic leadership places special emphasis on the moral values 
of an authentic leader, being associated with positive psychological 
capital. Authentic leadership is based on various initiatives associated 
with trust, hope, and positive thinking.

In the current international economic and social context, the 
military organization responsibly gives priority attention to the study 
of the constitutive factors of authentic leadership. Within authentic 
leadership, theoretical research identifies three perspectives: the 
human internal perspective, the relational perspective, and the 
developmental perspective (Kaya, Karatepe, 2020; Wirawan et al., 
2020; Novitasari et al., 2020; Khan, 2022). The first approach, one 
related to an emotional point of view, “focuses on the inner side of 
the authentic leader” (Malik, Mehmood, 2022; Szydo et al., 2022),  
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a key element of the self-concept. The second approach is a relational 
one, from the point of view of “the interpersonal relationships 
established between the authentic leader and his or her subordinates” 
(Crawford et al., 2020; Wirawan et al., 2020). Authentic leadership is 
defined as “authentic behaviour and balanced information processing” 
and indicates a true social relationship-oriented leader. The third 
approach is a developmental one, in which the authentic leader  
“is raised by a significant event, which he experiences” (Mira, Odeh, 
2019; Malik, Mehmood, 2022). Essentially, the three directions of 
study focus on the concept of an authentic leader that promotes 
positive psychological competence, an ethical atmosphere, a type of 
behaviour that encourages a positive self-development through high 
self-awareness, a relationship transparency, a moral point of view, as 
well as a balanced processing of information, at the level of the social 
group they belong to (Farid et al., 2020; Novitasari et al., 2020; Khan, 
2022; Malik, Mehmood, 2022).

THE AUTHENTIC LEADER
All effective methods of “authentic leadership” are thought to be 

based on the leadership theory of the Authentic, which emphasizes 
the notion of leading by “the power of example” (Shah et al., 2019; 
Todt et al., 2019; Hutagalung et al., 2020; Waters et al., Iqbal et al., 
2020). It highlights four elements of genuine leadership as follows:

 � Knowing one’s strengths and shortcomings as well as one’s 
values and views is a sign of self-awareness. Authentic leaders possess 
a solid sense of self-awareness. Authenticity, honesty, and sincerity are 
frequently used interchangeably in the authentic leader hypothesis 
(Einola, Alvesson, 2021).

 � Presenting one’s real self to others is an example of relational 
transparency, which helps co-workers create trust, cooperation, and 
teamwork.

 � The capacity for impartiality in a leader is a sign of balanced 
thinking. 

 � The personal morals and values of leaders that are consistent 
with their conduct are a sign of their internalized moral vision. 
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Theoretical and empirical data from earlier studies suggest that, to 
varied degrees (Alvesson, Einola, 2019; Nübold et al., 2020; Kaya et al., 
2020), the association between the four above-mentioned components 
can also be used to identify the true leader. 

A person who exemplifies the qualities of an authentic leader is 
someone who is able to put their team members’ needs first in order 
to produce positive results in the future (Johnson, 2019; Kaya et al., 
2020; Covelli et al., 2020).

The military organization is inclined to authoritarian rule; this is the 
fundamental difference between the military and the majority of society. 
A common understanding is established throughout the structure 
when commanders express their intentions through mission orders, 
empowering leaders at all levels to exercise disciplined initiative when 
unanticipated challenges occur. This mission command philosophy’s 
core idea is trust. Authentic, connected, and compassionate leaders 
provide the trust required for any mission to successfully accomplish 
its stated objectives. 

According to Avolio, “it does not matter what kind of leader you are; 
authentic leaders can be directive, participative, or even authoritarian” 
(Novitasari et al., 2020, p. 32). What is essential is that the authentic 
leader adapts to circumstances, employees, and subordinates, so 
that they can be effective and, above all, influential. This fact often 
requires an adjustment of behaviour (Alvesson, Einola, 2019).  
To lead, authentic leaders are able to face organizational, societal, 
and personal challenges, having also the ability to do so without 
the desire for status or personal rewards (Ib.). The behaviour of the 
authentic leader could sensitize both the leadership functions and the 
execution ones within the military organization. Thus, authentic leaders 
consider the fulfilment of professional tasks and the development of 
subordinates as equally important. They are constantly developing so 
that the development of the military is seen as authentic and part of 
the professional training process.

Since authentic leadership is a very important concept, it is 
advisable to make it part of the existing training programme, in the 
education systems for both officers and non-commissioned officers. 
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The authentic leader development is not “learning to lead in a day 
programme”; therefore, formal education is needed (Bilgetürk, Baykal 
2021). In addition to formal education, an authentic leader needs an 
ongoing commitment to development. The military, for example, tend 
to imitate or model themselves after the leaders who inspire them. 
Ultimately, authentic leaders shape and transform. The authentic 
leader genuinely cares about the development of the subordinates as 
well as the success of the organization (Hutagalung et al., 2020).

Another important aspect indicates that there are some 
characteristics that group authentic leaders according to certain traits. 
That is, there is a sense of purpose that keeps them motivated to be 
passionate about the work they do and about the purpose of their 
work. Their values are strong enough to know how they will behave 
and do the right thing, professionally. 

Secondly, authentic leaders build a professional relationship that 
allows them to build a connection with others. Authentic leaders 
develop self-control, a form of self-discipline that allows them to have 
control and consistency and to remain calm and balanced. Ultimately, 
this can be considered a sensitive characteristic, which allows them 
to be full of balanced but intense compassion to help, support, and 
care for other colleagues or subordinates (Curran, 2019; Nübold et al., 
2020; Bilgetürk, Baykal 2021; Northouse, 2022).

PSYCHOLOGICAL CAPITAL
Psychological capital (PsyCap) is defined as a positive mental state 

characterized by the existence of high efficacy, optimism, resilience, 
and hope. Psychological capital is described by four dimensions  
(Bogler, Somech, 2019; Waters et al., 2020; Putra et al., 2020; Stoffers 
et al., 2020; Ogunyemi et al., 2020; Zyberaj et al., 2022).

Hope entails having a clear plan and goal for the future, and 
perseverance in achieving the goals when necessary.

Optimism is related to having a positive outlook on life events, and 
a positive attitude towards success in the actions we undertake now 
and in the future.

Resilience refers to the ability to maintain high performance in any 
situation, regardless of problems or setbacks.

The authentic 
leader 
development is 
not “learning 
to lead in a day 
programme”; 
therefore, 
formal education 
is needed. 
In addition 
to formal 
education, 
an authentic 
leader needs 
an ongoing 
commitment to 
development. 

The Authentic Leader and Psychological Capital in the Military Environment

DEFENCE RESOURCES MANAGEMENT

ROMANIAN
MILITARY
THINKING

187

Self-efficacy refers to an individual’s ability to use the internal 
resources to solve problems and the confidence to take on and invest 
the effort needed to overcome complex tasks.

A first idea indicates that “psychological capital” is defined as a 
positive psychological approach in the field of psychological sciences. 
According to Luthan, 2007 (Supriyadi et al., 2020; Santisi et al., 2020), 
“psychological capital” is a conceptual model of a positive workplace 
approach, also known as organizational behaviour theory.

Another observation is that scientific research has developed 
the concept of “psychological capital” to expose the psychological 
abilities of individuals, which can be measured but also used to 
improve individual and group performance. “Psychological capital” 
is an approach characterized by dimensions that can be optimized. 
The potential that individuals have to help the performance of the 
organization in general and the military organization in particular is a 
characteristic (Mahfud et al. 2020; Supriyadi et al. 2020) that supports 
the positioning of psychological capital as an important resource for 
optimal team functioning.

 • Research sample
To carry out the research, two questionnaires were applied on a 

total of 50 people, employees from different departments (training, 
technical support, planning, logistics, instructors with experience 
between 1 and 25 years), from military units in Bucharest, Romania. 
All respondents agreed to participate in the study, verbally consented 
to participate in the research, and were assured of data confidentiality.

Of them: 
− 95% are men; 5% are women (with postgraduate studies); 
− aged between 20-29, a total of 16 respondents (32%); 30–39, 

a number of 24 respondents (48%); 40–49, a number of 9 
respondents (18%); 50–59, a number of respondents 1 (2%); 

− having high school education, 19 respondents (38%);  
post-secondary education, 8 respondents (16%); university 
education, 14 respondents (28%); postgraduate studies,  
9 respondents (18%); 
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− having work experience between 1 and 5 years: 11 respondents 
(22%); between 6 and 10 years: 9 respondents (18%); between 
10 and 15 years: 12 respondents (24%); between 16 and  
20 years: 13 respondents (26%); and spanning for more than 
21 years: 5 respondents (10%);

Two questionnaires were administered: the Authentic Leadership 
Questionnaire (Walumbwa, 2008; Avolio, 2020; Iqbal et al., 2020) 
consisting of 16 items, and the Psychological Capital Assessment 
Questionnaire (Wirawan et al., 2020; Parwantu et al., 2021) consisting 
of 24 items.

 � The Authentic Leadership Questionnaire (Shah et al., 2019; 
Todt et al., 2019; Iqbal et al., 2020) measures the level of authenticity 
of leadership. The aspects measured were self-awareness (items 1, 
5, 9, 13), transparency of relationships (items 4, 8, 12, 16), balanced 
processing (items 3, 7, 11, 15) and internalized moral perspective 
(items 2, 6, 10, 14). 

 � The Psychological Capital Assessment Questionnaire includes 
the following dimensions: self-efficacy (items 1-6), hope (items 7-12), 
resilience (items 13-18), and optimism (items 19-24) (Putra et al., 2020; 
Stoffers et al., 2020; Ogunyemi et al., 2020; Parwantu et al., 2021).  
A 5-point Likert scale (from 1, strongly disagree, to 5, strongly agree) 
was used for the survey (Wirawan et al., 2020; Parwantu et al., 2021). 

 • Data Analysis
The objective of the present study is to examine the statistical 

relationship between authentic leadership and the psychological 
capital of military employees in the Romanian armed forces.  
The data collected using the applied questionnaires have been 
processed using the statistical-mathematical tool Excel in order to 
confirm the formulated hypotheses.

Research questions
Q1: What is the relationship between authentic leadership and the 

psychological capital of military employees?
H0: There is no statistically significant relationship between the 

degree of leadership authenticity and the psychological capital of 
employees in the military environment.
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H1: Authentic leadership has a statistically significant positive 
relationship with the psychological capital of military employees.

Q2: Which of the following variables – self-efficacy, hope, resilience, 
and optimism – significantly (or most) influence authentic leadership?

H0: There is no statistically significant relationship between the 
authentic leader and the predictors (self-efficacy, hope, resilience, and 
optimism).

H1: At least one of the following dimensions of psychological capital 
– self-efficacy, hope, resilience, and optimism – predicts the degree of 
leadership authenticity.

The first step in data exploration is to analyse the scatterplot. 
A scatterplot’s main purpose is to show how strong (intense) the 
statistical relationship or statistical correlation is between the two 
variables (psychological capital and authentic leadership). The closer 
together the data points are along a straight line, the higher the 
correlation. In figure 1 we can see that there is a significant correlation 
between the two variables.

Figure no. 1: Scatter Plot
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In a simple linear regression, the model used to describe the 
relationship between a single dependent variable Y (authentic 
leader) and a single independent variable X (psychological capital) is  
Yi = β0 + β1X1 with “i” being 50, and β0 and β1, parameters.

Regression Statistics
Multiple R 0.577
R Square 0.334

Adjusted R Square 0.320
Standard Error 1.401
Observations 50

Table no. 1:  Regression Model

Based on the data obtained in table no. 2, the value of 
“psychological capital” (R Square) is 0.333, which means that the 
variable of psychological capital can be explained by the authentic 
leadership of the leader in proportion to 33.3%, while the remaining 
66.7% is explained by other variables not addressed in this study.

ANOVA df SS MS F Significance F
Regression 1 47.159 47.159 24.018 0.000

Residual 48 94.247 1.963
Total 49 141.406    

Table no. 2:  Anova’s Model

 Coefficients Standard Error t Stat P-value
Intercept 3.078 2.385 1.291 0.203

Psychological capital 0.706 0.144 4.901 0.000

Table no. 3: P-values and Coefficients

From the results of the tests mentioned in tables 2 and 3, it can 
be seen that there is a positive and significant influence of authentic 
leadership on the psychological capital of subordinates F [(1.48) = 
24.01, p<0.001]. 

The resulting coefficient was a positive 0.706 one, with a t-statistic 
of 4.901. It means that the hypothesis H1 of this study was accepted 
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and the null hypothesis (H0) was rejected. We can also answer the first 
research question, namely that there is a positive statistical relationship 
between authentic leadership and psychological capital. 

This research is in line with previous research that supports the fact 
that the authentic leader has a significant effect on the psychological 
capital of subordinates in the organizational environment (Nübold et 
al., 2020; Bilgetürk, Baykal 2021; Northouse, 2022; Stoffers et al. et al., 
2020; Ogunyemi et al., 2020; Zyberaj et al., 2022).

In this study, we have intended to identify which of the four 
dimensions of psychological capital predict the level of leadership 
authenticity. A linear regression analysis is performed using the 
predictor variables, the dimensions of the psychological capital of the 
subordinates, and as a criterion variable, the level of authenticity of 
the leader in the act of leadership.

Regression Statistics
Multiple R 0.642
R Square 0.412

Adjusted R Square 0.360
Standard Error 1.360
Observations 50

Table no. 4: Multiple Regression Model

ANOVA df SS MS F Significance F
Regression 4 58.230 14.557 7.876 0.000

Residual 45 83.176 1.848   
Total 49 141.406    

Table no. 5: Anova’s Model 

 Coefficients
Standard 

Error t Stat P-value
Intercept 2.188 2.368 0.924 0.360

Self-efficacy 1.083 0.693 1.563 0.125
Hope -0.297 0.944 -0.315 0.754

Resilience 2.156 0.739 2.917 0.005
Optimism 0.084 0.878 0.096 0.924

Table no. 6:  P-value Model
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Through multiple regression, we have evaluated all four predictor 
variables and their significance levels for: self-efficacy (p = 0.125), 
hope (p = 0.754), resilience (p = 0.005) and optimism (p = 0.924).  
The general regression model has been identified as significant  
F [(4.45) = 7.87, p<0,001]. The only independent variable that predicts 
the level of leadership authenticity of the leader is “resilience”  
(β= 2.188, p =0.005). It means that the hypothesis H1 of this study was 
accepted, the null hypothesis (H0) was rejected. As a result, we can 
answer the second question from the research by observing that only 
one variable, namely the level of resilience of subordinates, predicts 
the level of authenticity of the leader in the act of leadership with 
certainty.

CONCLUSIONS
Therefore, it is confirmed that there is a positive, statistically 

significant relationship between subordinates’ psychological capital 
and an authentic leadership style. In this context, the level of resilience 
of subordinates is a strong indicator of the degree of authenticity of 
the superior’s exercise of leadership.

The current research also suggests that other academic initiatives 
are needed to capture the statistically significant relationship 
between the leader’s (leadership’s) authenticity and the subordinates’ 
psychological capital.
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The “Straits Question” has long been a factor of tension in the Black Sea area, 
because of Russia and later the Soviet Union’s desire to control the Bosporus 
and Dardanelles, mainly with the aim of turning the Black Sea into a “Russian 
lake”.

After the end of the Second World War, in full ascension as a victorious 
country and in the tradition of Tsarist Russia, the Soviet Union tried to take 
control of the Straits through political and military pressure to the detriment 
of Türkiye, although the Soviet Union had signed the Montreux Convention in 
1936, which established the predominant role of the Republic of Türkiye in the 
control of naval traffic in the Straits, especially in wartime.

The atmosphere so heavy with tension from the autumn of 1946, when the 
outbreak of a war between the USSR and Türkiye seemed inevitable, is reflected 
in the intelligence reports prepared by the secretary of the Office of the 
Romanian military attaché to the Republic of Türkiye. The documents include 
the first defence measures taken by Türkiye at a political and military level, 
the effects of the “Straits Crisis” on the Turkish population and the beginning 
of the process of Türkiye’s rapprochement with the USA and the Great Britain, 
a process that ended with the accession of the Republic of Türkiye to NATO in 
1952.

Keywords: 1946; Straits Question; Montreux Convention; Cold War; Türkiye; 
Soviet Union;
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INTRODUCTION
The end of the Second World War meant for the Soviet Union 

not only return to the great power status of the Russian Empire 
before 1917, but also gaining the status of a superpower, against the 
background of the military and economic exhaustion of Great Britain 
and France, a status shared during the Cold War only with the United 
States of America.

If, internally, the USSR continued the Stalinist policy of terror and 
repression, externally, the directions that guided the foreign policy 
of Imperial Russia from Peter the Great onwards were resumed.  
An important objective was, just as before 1917, seizing control of the 
Bosporus and Dardanelles Straits, which had an essential role for the 
USSR, on the one hand, in order to turn the Black Sea into a “Russian 
lake” (a Soviet one, more precisely), and, on the other hand, to ensure 
the unhindered access of Soviet military ships to the Aegean Sea  
and the Mediterranean Sea in view of a future expansion of the 
political-military influence of the USSR in the Eastern Mediterranean 
and the Near East (Fontaine, 1992, p. 31).

Although the USSR had ratified the Montreux Convention of 1936, 
which established the predominant role of Türkiye in the control of the 
Bosporus and Dardanelles, after the end of the war, the Soviet state 
initiated an aggressive policy of revising this convention and imposing 
the Soviet Union’s control over the Straits, manu militari, if necessary.

The desire of the USSR to respect the clauses of the Montreux 
Convention, as it had committed itself in 1936, was practically  
non-existent. In November 1940, during his visit to Berlin, V.M. 
Molotov, the People’s Commissar for Foreign Affairs of the USSR (in 
March 1946, the People’s Commissariat for Foreign Affairs changed 
its name to the Ministry of Foreign Affairs) requested Adolf Hitler, 
the leader of Nazi Germany, the revision of the convention to allow 
unrestricted passage through the Straits only for ships of the Black Sea 
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littoral states (including the USSR, of course) and the establishment of 
Soviet land and naval bases in the Bosporus and the Dardanelles (Ibid., 
pp. 189-190) .

“DIPLOMATIC WAR” OVER THE STRAITS
The USSR did not wait until the end of the Second World War to 

demand a change in the status of the Straits. In October 1944, I.V. Stalin, 
the leader of the Soviet Union, requested it from the British Prime 
Minister, Winston Churchill, during the talks in Moscow, but without 
specifying, in concrete terms, what the USSR’s demands were – except 
to diminish the predominant role of Türkiye. The British leader agreed 
in principle to the revision of some articles of the convention, while 
Stalin wanted a new convention (Hasanli, 2011, p. 39).

A few months later, at the Yalta Conference in February 1945, 
the British Prime Minister, Winston Churchill, and the US President,  
F.D. Roosevelt, agreed in principle to the revision of the clauses of the 
Montreux Convention, but with the proviso that they would not affect 
the sovereignty of Türkiye. The British and American leaders did not 
want the Soviets to gain an important role in the Eastern Mediterranean 
and, above all, in the oil areas of the Middle East by radically changing 
the status of the Straits (Ibid., p. 39).

A few weeks later, the USSR moved on to the next stage.  
On 19 March 1945, the head of Soviet diplomacy, V.M. Molotov, 
denounced as expired the non-aggression treaty concluded with 
Türkiye in 1925. Ankara was willing to conclude an alliance treaty on 
the model of those concluded by the USSR with Great Britain and 
France, but Moscow replied in June 1945 that the conclusion of a 
Soviet-Turkish treaty entailed the revision of the Montreux Convention 
and the establishment of a permanent Soviet military base in the 
Dardanelles. At the same time, the USSR also demanded the return of 
the Kars and Ardahan vilayets, which Soviet Russia had lost as a result 
of the Brest-Litovsk Peace Treaty, in 1918. Consequently, Ankara was 
no longer willing to conclude a treaty with the USSR (Fontane, 1992, 
p. 43).

At the Potsdam Peace Conference in the summer of 1945, when 
the US and Great Britain were asking for the USSR help to defeat 
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Japan, Stalin asked the allies for free and permanent access of Soviet 
warships to the Straits and a Soviet base in the Dardanelles, for the 
defence of the Straits, together with Türkiye. If Stalin’s demands had 
been accepted, the area of the Straits would have become, de jure, a 
Turkish-Soviet condominium, because, subsequently, in a short time, 
given the military potential of the USSR, as well as the status of a 
great victorious power in war, the Straits would have come under the 
exclusive control of the Soviets. Moreover, at Potsdam, the Soviets also 
claimed the vilayets of Kars, Ardahan and (in addition) Artvin.

The Anglo-Americans feared that, under the pretext of changing 
the status of the Straits and territorial claims, the USSR sought to 
overthrow the Turkish government, impose a puppet government, 
and finally include Türkiye under the Soviet sphere of influence, 
which would have imposed the USSR as a major player in the Eastern 
Mediterranean and Near East area. The American and British leaders 
have asked for the internationalisation of the Straits control, provided 
that Türkiye’s sovereignty and security were not diminished. In the 
end, a protocol was signed deciding that the revision of the Montreux 
Convention should be carried out through negotiations between the 
Turkish government, on the one hand, and the governments of the 
USA, Great Britain and the USSR, on the other (Hasanli, 2011, pp. 89-90).

On 2 November 1945, the US made public a set of four principles 
as the basis of negotiations at a future international review conference 
of the Montreux Convention:

1) The straits should be permanently open to commercial 
shipping of all countries;

2) The straits should be permanently open for the warships of 
the countries bordering the Black Sea;

3) Warships belonging to non-riparian countries of the Black 
Sea cannot have access to the Straits, except upon consent from 
the riparian states or the United Nations;

4) In the process of amending the text of the convention, 
the League of Nations should be replaced by the United Nations 
Organization (Ibid., p. 100).

Basically, the American proposals rejected the USSR’s goal to take 
control of the Straits. The Soviet Union retaliated with an aggressive 
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press campaign focused on Soviet territorial claims to areas in eastern 
Türkiye and by massing Soviet military units in the USSR’s border area 
with Türkiye. Facing the prospect of an attack by the Red Army, the 
Republic of Türkiye responded by postponing the demobilisation of 
the contingents called to arms during the war and, at the same time, 
announced in clear and firm terms the decision to defend its national 
territory by military means (Fontaine, 1992, p. 44).

On 7 August 1946, the USSR issued a diplomatic note requesting 
considering the development of a new status of the Straits only by the 
countries bordering the Black Sea, the denial of access to the Straits for 
warships belonging to non-Black Sea countries not – except in some 
well specified cases – and that Türkiye and the Soviet Union were in 
charge of the military protection of the Straits to prevent their use for 
purposes that were hostile to the countries bordering the Black Sea 
(Hasanli, 2011, p. 184).

The US responded on 19 August 1946 that the establishment of 
a new Straits regime could not be made by the Black Sea riparian 
countries alone and that Türkiye must retain its predominant role in 
the defence of the Straits, with the assistance of the United Nations 
Security Council. In the following days, Great Britain and Türkiye issued 
notes with similar content (Ibid., p. 188).

On 24 September 1946, the USSR made public a new note, 
addressed only to the Turkish government, in which it warned Ankara 
that if it refused the joint defence of the Straits or took military 
measures in the Straits with the help of non-Black Sea states, these 
actions would be considered by the USSR as taken against the security of 
the Black Sea area. The USSR asked Türkiye for bilateral negotiations 
on the common defence of the Straits until the convening of a future 
conference to review the Montreux Convention, (Kuniholm, 1994,  
p. 372).

THE “STRAITS CRISIS” AS SEEN BY A ROMANIAN 
NON-COMMISSIONED OFFICER
A period of uncertainty followed, a real “war of nerves”, generated 

by the fact that it was not known how far the Soviet Union was willing 
to go in imposing the objectives announced by the note of 7 August 1946.
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Suggestive testimonies about the unfolding of the “Straits Crisis” 
in the fall of 1946 can be found in the intelligence notes sent by the 
secretary of the Office of the Romanian military attaché to the Republic 
of Türkiye. At the end of 1945, the mandate of the Romanian military 
attaché in Ankara, Colonel Constantin Lupescu, ended and a new 
Romanian military attaché in Türkiye would only be appointed in 1949 
– therefore, the current problems of the Romanian military attaché 
were addressed by the logistics Master Sergeant Barbu Nanu, who 
held the position of secretary of the Office of the Romanian military 
attaché to the Republic of Türkiye.

With the cleverness and practical spirit characteristic of the 
Romanian non-commissioned officer (especially in the logistics branch), 
Barbu Nanu managed to capture in his intelligence reports sent to the 
2nd Intelligence Section of the General Staff the atmosphere heavy with 
tension in the fall of 1946 and its effects on the morale of the Turkish 
population. From the content of the notes, it seems that the sources of 
the Romanian non-commissioned officer were, first of all, the Turkish 
press, and, above all, the discussions heard on the street, in markets 
and shops or in cafes, managing to bring first hand testimonies of 
the effects of the “Straits Crisis” on the public opinion in Türkiye.  
The possible contribution of some personnel from the Romanian 
diplomatic corps in Türkiye (the press attaché, for example) must also 
be taken into account in gathering and synthesising the intelligence 
material.

It should be mentioned that, in January 1947, after reading the 
intelligence reports prepared by Barbu Nanu, the Deputy Chief of 
the General Staff, Brigadier General Nicolae Cambrea, acknowledged 
the activity of the Romanian non-commissioned officer through a 
resolution on one of these reports: “Use for a documentary on Türkiye. 
One must stimulate the zeal of the informant who was able to capture 
such general outlines without proper training”. (Arhivele Militare 
Naţionale Române/AMNR, Microfilme collection, roll P II 8.158, c. 84).

In one of these reports, the Romanian non-commissioned officer 
made an expressive presentation of the effects generated among the 
Turkish population by the Soviet diplomatic note of 24 September 1946: 
“This note caused great concern and anxiety. The Turkish population  
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of the regions of Artvin, Kars and Ardahan began to sell their possessions 
and withdraw inside Türkiye. The commander of the 3rd Army stopped 
[the population exodus], prohibiting any sale and withdrawal from this 
area.

In the rest of Türkiye, the population is quite calm, knowing 
that the problem of the Straits is the problem of the Mediterranean 
Sea and Suez, and the problem of Türkiye is the problem of the  
Anglo-Americans and that they will help them in a possible emergency 
(sic! ). Anyone asked about a surrender to the USSR clearly answers: 
«We will fight!». Otherwise, the opinion of the diplomatic corps is that 
the Turks will fight at the risk of being defeated and left alone by their 
Anglo-American allies”. (Ibid., c. 47) .

In an intelligence report dated 21 October 1946, the NCO 
emphasised the support given to Türkiye by the USA and Great Britain 
and the echoes of that policy among the Turkish population, as well 
as the propaganda carried out by the Turkish government to maintain 
the morale of public opinion, including by launching rumours about 
the US bringing atomic weapons (15 atomic bombs!) in Türkiye: “The 
notes of the USSR amending the Montreux Convention have caused 
great unease in Turkish political and military circles. [...] The Turks are 
determined not to agree with the article relating to the joint defence 
of the Straits together with the Russians, and, according to their 
assertions, would defend themselves in case of danger, whatever the 
result.

To this end:
- there are rumours about the concentration of 200,000 reservists;
- the preparation of the population through press propaganda 

began, of course accusing the Russians of trying to take their 
territories by force and not wanting peace.

For the non-literate, propaganda is done through various cartoons.
Otherwise, the Turks are basing these claims on the help of the 

Anglo-Americans, who have interests in the Mediterranean, Iran 
and Iraq. They know that the Straits question is an Anglo-American 
question, and the Turkish question is also an Anglo-American question, 
which they say they will not relinquish at any risk.

This belief is further increased by the frequent visits of the English 
and American fleets. Rumour has it that the answer to the second USSR 
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note will be identical to the first answer. The first note was discussed 
together with the ambassadors of the United States, England and 
France in Ankara, who, by the way, also drafted the response. But, still 
(sic!), the Turks, of course with the Anglo-Americans, want to convene 
a conference to pursue Russian goals. The ties between the Turks and 
the Anglo-Americans are quite close, they also have military missions 
in Ankara and work intensively. [...] In order to increase the morale 
of the army, the Turks circulated the rumour that, on the occasion of 
the visit to Istanbul, the ship “Missouri” also brought 15 atomic bombs 
(sic!)”. (Ibid. ,c . 48).

Another report highlights the reorientation of Turkish foreign 
policy from the neutrality promoted until near the end of the Second 
World War to the rapid rapprochement with the US and Great Britain 
to counter Soviet expansionist policy:

“Türkiye can no longer carry out its policy of duplicity during the 
war, when it declared that it would defend itself with arms against 
anyone who would seek to violate its territorial independence, thus 
shifting to the opposing side. To this end, it could balance its military 
forces by massing them at the most threatened frontier. Today it can 
no longer pursue this policy of duplicity and balance of military forces, 
and therefore, in the face of the so-called Russian claims expressed, 
they threw themselves, one hundred percent, into the arms of the  
Anglo-Americans, thus fixing their forces at the borders with Bulgaria 
and the USSR”. (Ibid., c. 50).

The Romanian non-commissioned officer also recorded the first 
diplomatic actions that foreshadowed the “containment” policy of 
the USSR, formalised in March 1947 through the “Truman Doctrine”, 
and which led, in the Near East area, in the years 1955-1956, to the 
establishment of the Baghdad Pact: “At the suggestion of Great Britain, 
Türkiye concluded treaties of friendship with Iraq and Lebanon and is 
about to conclude one with Egypt, for which purpose King Faruk came 
to Türkiye a month ago.

Through these treaties, the Anglo-Americans seek to reach the 
formation of the Greeck-Turkish Pan-Arab bloc, thus making the 
cordon of the Mediterranean Sea, the defence of the Suez Canal  
– England’s road to its dominions – and the cordon of defence of the oil 
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concessions in the Middle East. For the formation of the oil concession 
cordon, it is said that the revolt in the south of Iran is due to the British.  
Also at England’s urging, Türkiye is also looking for a rapprochement 
with Syria, in order to attract it to their side. No treaty of friendship can 
be concluded with Syria, because Syria has claims to the land of Hatay 
[former Sangeac Alexandretta, which became part of Türkiye in 1939]”. 
(Ibis., c. 51).

Before Türkiye responded to the USSR note of 24 September 
1946, the US and Great Britain made known, on 9 October 1946, their 
positions of firm rejection of Soviet requests for involvement in the 
direct control of the Straits.

In Türkiye’s reply of 18 October 1946, it was emphasised that 
any attempt by another state to share with Türkiye the control of the 
Straits was an attempt to violate the sovereignty and independence of 
the Turkish state, and that the solution to the revision of the status of 
the Straits was the convening of an international conference with the 
participation of the USA and the signatory countries of the Montreux 
Convention (Australia, Bulgaria, France Greece, Great Britain, Romania, 
Yugoslavia, Türkiye, USSR), with the exception of Japan, a country 
defeated in the Second World War.

On 26 October 1946, the Soviet Union informed Britain that 
Moscow considered it premature to convene an international 
conference to revise the Montreux Convention. The USSR officially 
gave up its request to modify the clauses of the Montreux Convention 
on 30 May 1953 (Kuniholm, 1994, p. 372).

CONCLUSIONS
The outbreak of the “Strait Crisis” caused Türkiye to abandon the 

policy of neutrality that it had pursued for most of the Second World 
War, a war it entered only on 23 February 1945, after long delays and 
pressure from the allies.

The aggressive attitude of the USSR, which, under the pretext of 
changing the status of the Straits and territorial claims, showed signs 
that it wanted to include Türkiye in its sphere of influence, made the 
political leaders in Ankara to undertake a policy of rapid rapprochement 
with the USA and Great Britain, which led, after the US adoption of 
the “Truman Doctrine” in March 1947, to Türkiye’s accession to NATO  
in 1952.
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