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A LEGACY SINCE 1864A LEGACY SINCE 1864

The Romanian Armed Forces road to modernity started in 1859, 
once the United Principalities General Staff Corps, currently the 
Defence Staff, was established.

Soon after it, in 1864, a group of nine captains, graduates of the first 
series of the Officer Cadet School in Bucharest, took the initiative to 
develop a “military science, art and history journal” named “România 
Militară/Military Romania”.

The initiators of the publication – G. Slăniceanu (Captain, Chief 
of the Engineer Battalion), A. Gramont (Staff Captain), G. Borănescu 
(Engineer Captain), G. Anghelescu (Staff Captain), A. Anghelescu 
(Artillery Captain), E. Arion (Artillery Captain), E. Boteanu (Staff 
Captain), E. Pencovici (Staff Captain) and C. Barozzi (Engineer Captain) –, 
 educated not only in Romania but also abroad, were inspired by the 
necessity to develop a substantial theoretical activity in the Romanian 
Army too. 

The journal manifesto1, included in the first issue, which appeared 
on 15 February 1864, contained innovative ideas and approaches that 
were meant to:

�- contribute to the organisation of our military system the 
Legislative Chamber is about to decide upon soon;

- assemble and examine the Country old military institutions that 
had made for the glory of Romania for several centuries and ensured 
our existence; 

- explore, in the absence of any military study, all the aspects 
related to the Army training, the most solid basis of the armed forces; 

- get the Romanian Troops well-informed about the military events 
in the world;

- join efforts to work concertedly and whole-heartedly to develop 
and strengthen the edifice that is meant to ensure the future of our 
country�2.

“România Militară” was an independent publication, under the aegis 
of the War Ministry, and it ceased to appear in 1866 as there were no 
sufficient funds and subscribers. The publication was resumed in 1891, 
about a quarter of a century later, also as the result of the initiative of 
a group of officers in the Great General Staff who 
intended to “reproduce the serious studies on the 
organisation, strategy and art of commanding troops 
under any circumstances”3.  Shortly after it, by the 
Royal Decree no. 3663 issued on 8 December 1897, 
“România Militară” became the “Great General Staff 
official publication”.

1 Din trecutul României Militare cu prilejul aniversării a 75 de ani de la apariția ei în viața 
armatei. 1864-1939, București, 1939, p. 31.

2 Ibidem, p. 32.
3 România Militară, no. 1, 1981, p. 6.
English version by Diana Cristiana LUPU.
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In an age where technological competition seems to have become fiercer 
than ever, cyberspace is increasingly one of the main Smart Power 

vectors for initiating and conducting hostile actions. We are now part of a global 
society in which Technology has radically changed our daily behaviour and 
expectations regarding the access to information or digital services. Moreover, 
Digital Transformation represents the way in which we systemically adapt to 
the contemporary military operations requirements. The fact that cyber-type 
attacks have become an everyday phenomenon, whether we refer to the economic, 
social or military environment, confirms how powerful the asymmetrical,  
cyber-integrated influence has become in our defence and security environment.

When the issue of cyber capabilities was addressed for the first time in 
NATO, in 2002, it was taken into account, in terms of the information 

environment vulnerabilities and risks, a set of technical requirements, in line with 
the need for the development of the hard military power instruments by adopting 
and integrating the cyber component into the operational field. Currently, 
cyberspace has become essential to the strategic engagement in deterrence and 
defence. The continued political and military success of the Alliance and its 
ability to fulfil its core tasks increasingly rely on the rapid adoption of digital 
technologies. It is estimated that the advantages gained and maintained by NATO 
could be menaced in the 2030s if the member states do not take immediate actions  

CYBER DEFENCE, DISRUPTIVE CYBER DEFENCE, DISRUPTIVE 
TECHNOLOGIES AND RESILIENCE  TECHNOLOGIES AND RESILIENCE  

IN THE 21IN THE 21STST CENTURY CENTURY

Brigadier General Mihai BURLACU
Chief of Communications and Information Technology Directorate
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to preserve the technological superiority, which is contested by the efforts and energy 
of strategic competitors and potential adversaries having an autocratic nature. 
The mentioned actions require for the Allies to make significant investments in 
developing and integrating new digital capabilities. In this way, NATO’s Digital 
Transformation will allow for the Alliance to conduct integrated multi-domain 
operations/MDO, to enhance interoperability across all operational domains, to 
optimise warning, alert and response capabilities for different types of threats, 
to facilitate political consultations as well as the decision-making process based 
on relevant data/information. Thus, to a very large extent, the dependencies 
on the cyberspace, combined with the physical and electromagnetic one, as an 
operational environment, become critical in the future military confrontations 
or actions.

The evolution of the cyber domain has been marked by several important 
events, such as: the recognition by Allies of cyber defence as part of NATO’s 
core mission of collective defence in 2014, the reconsideration of cyberspace as 
a domain of operations in 2016 and, most recently, a new NATO cyber defence 
policy in 2021.

Cyberspace is a unique domain where technologies, including emerging 
and disruptive ones, play an extremely important role. The mentioned 

technologies can generate both opportunities, for those in a position to defend 
themselves in cyberspace, and vulnerabilities, which can be exploited by 
attackers. In this regard, the analysis conducted by NATO’s Allied Command 
Transformation regarding cyberspace – Cyberspace Strategic Foresight Analysis 
– highlights the fact that potential competitors and adversaries will increasingly 
include operations in this domain in their own warfare strategies, especially 
to respond to hybrid or information operations. Thus, taking into account the 
anticipated technological advances for the next ten years, it is very likely that the 
actors in the international arena, state and non-state entities, will optimise their 
cyber-attack-related capabilities.

 Furthermore, the mentioned document identifies the relevant emerging and 
disruptive technologies, either as a threat or as an opportunity, as follows: artificial 
intelligence, quantum technologies, 5G communications, the expansion of smart 
cities, cloud, blockchain, Software Defined Radios and Zero Trust Networks. In 
this regard, response options are also suggested, being promoted the adoption 
of a new multi-level approach to different technologies, depending on the stage 
of their development – embryonic, incipient, mature, which can be exploited by 
NATO member states as well as by potential adversaries, and technologies already 
existing in NATO. Among the suggested response options, articulated on the four 
levels, the following are mentioned: observation and monitoring, research and 
experimentation, immediate adoption and implementation, maintenance and 
optimisation of existing programmes respectively.

It is evident that the power provided by the cyber domain generates means 
of influence for state and non-state actors alike. However, the limits of that power  
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are under constant evaluation, as are the key concepts of NATO. There are 
currently active debates whether the notion of “cyber deterrence” can be applied 
similarly to the traditional domains (land, air, sea and space). Cyberspace is 
constantly contested at different levels, making it an area where deterring or 
defending against any hostile activity is nearly impossible to predict and extremely 
difficult to achieve.

However, as part of collective defence, under the Alliance’s core missions, a 
serious cyber-attack on one ally could be treated as an attack on all, thus triggering 
Article 5 of the North Atlantic Treaty. There are no predefined thresholds regarding 
the response to such an attack. NATO must strengthen its defensive mandate 
from this perspective so that it could be ready to respond to a cyber-attack even 
when Article 5 is not invoked. It is the same with all member states..., each one 
individually has to develop its infrastructure so that it can meet and respond to 
such a challenge.

To that end, NATO can serve as a platform for connecting and disseminating 
the lessons learned among Allies, facilitating the consultation policy and the 
initiation of collective actions in response to cyber-attacks. Cyberspace is often 
exploited by adversaries for the purpose of disinformation and propaganda – forms 
of soft power hybrid threats that further complicate the security environment, as 
they are intended to undermine societies from the inside by influencing decisions 
at the institutional level. Therefore, maintaining competitive advantage, in a world 
where the international norms and laws governing cyberspace are constantly 
challenged, is more crucial than ever.

The war in Ukraine confirmed that the Russian Federation is capable and 
very active in cyberspace, resorting to full spectrum attacks and destructive 

actions in pursuit of its strategic objectives, with lower or higher intensity, not only 
in the period preceding the conflict but also in the demonstrative support or in 
the actions complementary to the kinetic ones. Russia has carefully prepared the 
cyber battlefield by securing early access to critical networks and infrastructure. 
Throughout the crisis and the conflict, Russia has exploited those previously 
identified vulnerabilities as part of a coordinated cyber campaign that includes 
exfiltration tactics as well as an unprecedented number of destructive malware 
variants. They have had multiplicative effects, being propagated outside Ukraine, 
including in NATO member states (e.g., damage to Viasat services), highlighting 
Russia’s determination to accept risks with unpredictable cascading consequences.

Although resilience remains a national responsibility, NATO Allies have 
analysed a set of basic requirements, which can be used by each state to assess 
its levels of resilience. The requirements relate to vital public services, including 
energy supply, transport and telecommunications networks, healthcare, critical 
infrastructure, food and water resources – all components being necessary for 
both integrated crisis management and defence operations support. Moreover, 
ensuring the security of cutting-edge telecommunications networks will be 
even more important with the integration of 5G networks, as they become  
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the foundation of existing and new technology ecosystems that can radically 
transform the concept of security. As most of our devices and interactions are 
digitalised, the connection between cyberspace and emerging and disruptive 
technologies (EDTs) will expand. In other words, there will be new ways to disrupt 
societies and the rules-based international order. Therefore, the rules and norms 
must be adapted so that societies can face the change of the strategic environment 
in relation to the technological advances.

In Romania, the deterrence and defence posture with regard to concerted 
cyber-attacks targeting national critical infrastructure requires a higher level 
of inter-agency cooperation, especially at the level of Cyber Operations Centres 
and of the entities involved in incident management, a sustained and structured 
cooperation with the private sector, which calls for engagement based on  
long-term established public-private partnerships and superior integration of 
efforts to develop a common operational picture and cyber situational awareness 
at the political, military and technical levels. An active deterrence posture in 
cyberspace also requires the preparation of capabilities that produce effects in the 
networks and critical infrastructure of potential adversaries, based on a digital 
force ready to intervene in cyberspace, highly skilled, motivated and encouraged 
by assertive cultural change and appropriate leadership that can recognise 
performance and innovative qualities, support experimentation in the data 
exploitation and integrated management, as well as the development of the ability 
to take calculated and well-informed risk.

In conclusion, technological progress can have major military implications, 
in terms of changing the nature of war and the character of conflicts.  

As a result, it is expected that the future Alliance operations will be conducted in 
a completely different framework than the traditional one. The implementation 
and continuous development of the fifth domain of operations, represented by the 
cyberspace, favours the emergence of new centres of power whose objectives can be 
interspersed with different areas of interest and can lead to new conflict situations 
both in the real environment and in the virtual one. Last but not least, the cyber 
environment represents the modern vector of designing the conditions necessary 
to be met in order to obtain a higher level of Smart Power, related to the specificity 
of the current reality challenges.

Thus, in order to be able to adequately respond to technological threats, it 
is necessary for security and defence decision-makers to focus on the activities 
of developing capabilities and planning operations at the three levels – strategic, 
operational and tactical, in the medium and long term. Romania, alongside 
the other NATO member states, is implementing the related measures, so that 
it can contribute to the collective defence effort as well as to NATO defence 
and deterrence posture, especially in the eastern flank, where it is located the 
Wider Black Sea Region, having its particularities, generated, first of all, by its 
geostrategic position, while being aware of the effects of the technological progress 
on the confrontations in cyberspace.
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The national security strategies of the European Union Member States 
emphasise the role of critical infrastructure in providing essential services to 
society and the necessity to protect them in the context of national security 
and defence. Thus, the protection of critical infrastructure lies not only with the 
critical infrastructure operator or administrator, but also with governmental 
institutions. Threats to critical infrastructure are actually threats to national 
security. An unwanted event involving one or more critical infrastructures 
involves the intervention of local, regional and national structures. The EU 
Member States are aware that threats to critical infrastructure pose serious 
threats to national security and even to the EU’s security and defence. In this 
regard, the EU Member States have included in their national security strategies 
a number of critical infrastructure issues, such as their importance, necessity, 
development, functionality, efficiency and last but not least their protection and 
resilience to all types of threats. This study highlights the inclusion of critical 
infrastructure in the security strategies of the EU Member States and the 
involvement of states in ensuring and strengthening the appropriate protection 
of national and European critical infrastructures.

Keywords: critical infrastructure; national security strategies; EU Member 
States; critical infrastructure protection; CER Directive;

National Security Strategies and Critical Infrastructure: An Analysis  
of the European Union Member States

INTELLIGENCE AND SECURITY
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INTRODUCTION
In general, the essential services of society are provided 

through industrial, financial, military, health, transport, electronic 
communications infrastructure. Several countries in the world, such 
as the USA, Canada or the Member States of the European Union, 
have defined these infrastructures, including by legislation, as critical 
infrastructure. These states have thereby gone through a complex, 
phased and long-term process, including the development and 
implementation of a specific legislative framework, the establishment 
of critical infrastructure sectors and subsectors, the identification 
and designation of critical infrastructure and the implementation of 
a continuous process of monitoring the critical infrastructure. In this 
regard, the European Programme for Critical Infrastructure Protection 
(EPCIP) was developed and implemented. Thus, through Directive 
114/2008/EC there were established three basic pillars of European 
Critical Infrastructure (ECI), namely: identification, designation and 
protection of ECI. At the same time, the Directive establishes that energy 
and transport sectors are critical national infrastructure (CNI) sectors, 
leaving it up to Member States to determine their critical national 
infrastructure (CNI) sectors. Therefore, based on the transposition of 
the Directive into national law, EU Member States have designated both 
their own critical national infrastructure sectors and subsectors and 
national critical infrastructure. Another particularly important issue 
that needs to be highlighted is the European Union’s new approach for 
critical infrastructure protection. Therefore, by proposing the Directive 
on the Resilience of Critical Entities (CER Directive), the European Union 
aims to update and improve the existing framework for the critical 
infrastructure protection and the entities that are in charge with the 
critical infrastructure, as well to enhance the resilience of critical 
infrastructure in the face of physical and digital risks, to establish 
closer link between critical national infrastructure and an increased 
interdependence between physical and digital infrastructure.

Through 
Directive 

114/2008/
EC there were 

established three 
basic pillars of 

European Critical 
Infrastructure 
(ECI), namely: 
identification, 
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CRITICAL INFRASTRUCTURE  
– THEORETICAL APPROACH  
IN THE CONTEXT OF NATIONAL SECURITY
National security is a concept that is not easy to define, thus trying 

to be set by states within the context of national security strategies. 
In this regard, the strategies should be geared at supporting those 
objectives, should identify the means by which these interests can be 
promoted, as well as the main threats to national security (Raik et al., 
2018, p. 7). Security is one of the most important objectives of national 
interest, which contributes to the achievement of other objectives, 
such as prosperity (social well-being), national values or international 
stability. At the same time, there is a relationship of interdependence 
between security and prosperity, in the sense that through the 
economic-financial means the capabilities for defence, public order, 
national security and intelligence can be ensured (McNamara, 2016, 
p. 3). In the same context, a national security strategy sets out the 
basic national interests for improving national and international 
security. Thus, security includes the protection of the population, 
territory and state institutions against potential foreign threats, 
including the protection of critical infrastructure (Stolberg, 2012,  
p. 16). Security management is extremely important contributing to 
the state’s existence and development under the fluctuating conditions 
of the security environment. The state’s ability to meet challenges 
and counter threats depends on the socio-economic development 
of the state and produces long-term preventive actions through its 
institutional mechanisms. The perception of national security issues 
has a multidimensional interpretation, outlining an understanding of 
the past, an image of the present and a premise for thinking about 
the future (Kośmider, 2021, p. 294). According to the same author, 
the main elements specific to national security management are the 
national defence dimension, the security dimension, including civil 
protection, protection of population, resources, infrastructures and 
state institutions, as well as economic and cultural security.

Definitions of critical infrastructure can be found in countless 
documents, such as legislation, specialised studies, reports, research 
projects, articles or scientific communications, but in the context  
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of this article, the definition of critical infrastructure I consider relevant 
is that provided by the Council of the EU, namely that it represents 
“an asset, system or part thereof located in Member States which is 
essential for the maintenance of vital societal functions, health, safety, 
security, economic or social well-being of people, and the disruption 
or destruction of which would have a significant impact in a Member 
State as a result of the failure to maintain those functions” (Directive 
2008/114/EC). It is also important to note that this definition is a 
particularly important benchmark for EU Member States, which have 
subsequently introduced the concept of critical infrastructure in 
national legislation and developed their own operational framework. 
According to several authors (Mitrevska, Mileski, Mikac, 2019, 
p.19), critical infrastructure is described as a significant component 
of national security, considering that the threats against a critical 
infrastructure affects the life and safety of the population, as well as 
the normal functioning of states. Thus, national critical infrastructure 
has a key role to play in ensuring national security, the continuity 
of states, and meeting the needs of the population. The inability of 
states to manage societal challenges for the benefit of the population 
increases the number of threats against critical infrastructure (Roman, 
2018, p. 34). In principle, critical infrastructure facilities are consisting 
of buildings, structures, equipment, installations and services, which 
represents an integrated system, necessary for the proper functioning 
of the states. Therefore, the protection of a critical infrastructure is the 
responsibility of owners and operators, while the state is responsible 
for a comprehensive supervision and coordination (Żaboklicka, 2020, 
p. 71).

METHODOLOGICAL ASPECTS  
OF CRITICAL INFRASTRUCTURE ANALYSIS
In this study there is a comprehensive analysis of several national 

security strategies about the concept of critical infrastructure in terms 
of the Member States of the European Union, which have already 
implemented a legislative and operational framework on critical 
infrastructure protection. In this regard, in conjunction with the 
literature review, the study highlights a statistical situation of critical 
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infrastructure sectors, means of critical infrastructure protection and 
the peculiarities of EU Member States security strategies. Next, the 
security strategy documents corresponding to 23 states out of the  
27 EU Member States underpin this approach. In contrast, the security 
strategy documents of Ireland, Greece, Cyprus and Malta have not yet 
been developed or made public.

In recent years, Ireland has intended to publish a national security 
policy, but the Irish Government has abandoned this plan to protect 
the national critical infrastructure and it is likely to issue a strategic 
statement on national security in the future (Mooney, 2022). However, 
it should be noted that Ireland has developed a number of action plans 
for the protection and resilience of critical infrastructure, in line with 
EU requirements. During the investigation, no public documents on 
Cyprus’ security strategy were identified. 

Moreover, this remark is supported by other research studies, 
which confirm that Cyprus does not have a national security strategy 
or it has not been made public yet (Adamides, 2019, p. 72).  Greece 
does not yet have a national security strategy in place (Dokos, 2021). 
Regarding the protection of critical infrastructures, Greece has been 
aligned itself with the EU requirements since 2011, by transposing the 
provisions of Directive 114/2008 into national law. In a similar way, 
Malta transposed the provisions of the Directive into national law 
in 2011. Malta has also not issued or published a national security 
strategy.

ANALYSIS OF CRITICAL INFRASTRUCTURE  
FROM THE PERSPECTIVE  
OF THE NATIONAL SECURITY STRATEGIES  
OF THE EUROPEAN UNION MEMBER STATES
The national security strategies that were under consideration 

reflect the involvement of the EU Member States in ensuring the 
functionality, protection and resilience of critical infrastructure.  
The definition of critical infrastructure is found in 153 mentions of 
the 23 analysed strategies, which highlights the importance of critical 
infrastructure for society and the need to ensure its protection in the 
context of national security and defence.
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Most national security strategies are moving in the same direction, 
meaning that critical infrastructure is being seen as an infrastructure 
for producing and providing essential goods and services that needs 
to be protected from all kinds of threats. In table no. 1 there are listed 
23 EU Member States and their corresponding security strategies, the 
years in which they were issued (published), the issuer, the number 
of entries identified for the term critical infrastructure, the number of 
chapters in which they are found, and the number of entries identified 
for the term critical infrastructure protection.

Table no. 1: Analysis of the security strategies of EU Member States

Country Year Type Issuer
No.  
of 

Chapters

Terms 
CI

Terms

CIP

Austria 2013 NSS Ministry  
of the Interior

2 8 8

Belgium 2022 NSS Government 3 5 1
Bulgaria 2018 NSS Government 3 7 4
Croatia 2017 NSS Ministry  

of Defence
3 16 6

Czech 
Republic

2015 NSS Ministry of 
Foreign Affairs

2 17 6

Denmark 2022 FSPS Ministry of 
Foreign Affairs

2 2 0

Estonia 2017 NSC Government 0 0 0
Finland 2017 NSS Government 3 3 0
France 2017 NDSS Ministry  

of Defence
1 1 0

Germany 2016 WP Government 3 7 3
Hungary 2020 NSS Government 3 4 2

Italy 2015 WP Ministry  
of Defence

1 1 0

Latvia 2019 NSC Parliament 4 14 1
Lithuania 2017 NSC Ministry of 

Defence
2 2 2
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Country Year Type Issuer
No.  
of 

Chapters

Terms 
CI

Terms

CIP

Luxembourg 2017 NDS Ministry of 
Foreign Affairs

2 2 1

Netherlands 2019 NSS Government 3 21 4
Poland 2020 NSS Government 2 3 2

Portugal 2013 NDSC Government 1 2 1
Romania 2020 NDS Presidential 

Administration
6 11 3

Slovakia 2021 NDS Ministry of 
Defence

1 1 0

Slovenia 2020 NSS Ministry of 
Defence

3 13 3

Spain 2021 NSS Government 2 11 2
Sweden 2017 NSS Government 2 2 0

In general, the concepts or strategies of national security of any 
state are substantiated by normative legal acts that present the official 
approach on the role of the state at international level, its national 
values, interests and threats. The name of normative acts specific to 
national security varies from one state to another, yet without any 
changing in the conceptual basis. These papers, such as the national 
security strategy, the White Paper, the national security policy, the 
military doctrine, the law specific to national security and others, define 
the policies, principles, directions of action and mechanisms necessary 
to achieve the goals of national security (Lipinsky, 2019, p. 152). Next, in 
figure no.1 there are represented the types of the analysed documents. 
Thus, out of the number of 23 analysed documents, 13 of them are 
National Security Strategies – NSS, which represents more than half 
of the total number. The difference is completed by the National 
Security Concept – NSC (Estonia, Latvia), National Defence Strategy – 
NDS (Luxembourg, Romania, Slovakia), White Paper – WP (Germany, 
Italy), National Defence and Security Strategy – NDSS (France), Foreign 
and Security Policy – FSP (Denmark) and National Strategic Defence 
Concept – NDSC (Portugal). Most Governments are capable to issue 
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these strategies (table no. 1), either through the Security Committee 
(Finland), or through the Council of Ministers (Bulgaria, Poland), or 
through the Cabinet of the Prime Minister (Belgium, Sweden, Hungary) 
or even through certain ministries with responsibilities in the area 
of national security, such as the Ministry of Defence, the Ministry of 
Foreign Affairs or the Ministry of the Internal Affairs. In Romania the 
strategy is issued by the Presidential Administration, and in Lithuania 
by the Parliament.

Figure no. 1: The types of analysed documents 

According to figure no. 2, the period of issuing security strategies is 
2013-2022. Thus, the security strategies of Austria and Portugal were 
published in 2013, and the strategies of Belgium and Denmark were 
published more recently, namely in 2022. In fact, taking into account 
the changes in the regional and international security environment, 
states regularly review their national security strategy. Most of the 
strategies covered by this study were issued in 2017. Currently, given 
the onset of the conflict in Ukraine (24 February 2022), it is likely that 
some states will configure and update their national security strategies 
much earlier than the deadline set.
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Figure no. 2: The period during which security strategies were issued

According to this study, a number of 22 out of 23 EU Member 
States include the term critical infrastructure in their normative acts 
corresponding to their national security (figure no. 3). Thus, the most 
mentions, numbering 21, are found in the Netherlands. In the analysed 
document, one of the dimensions of national security is the social 
disruption, which can also occur in the situation where the availability 
and continuity of critical processes, ensured through national critical 
infrastructure, is affected. At the same time, the strategy shows that 
these critical processes are mutually dependent on each other, which 
reflects that disruption of a single infrastructure will have side effects 
on the entire national infrastructure system and would increase the 
risks to national security. The Netherlands is followed by the Czech 
Republic with a number of 17 mentions on critical infrastructure. In the 
Czech Republic’s security strategy, critical infrastructure is presented as 
a system of key elements that meet the vital needs of the population 
and the economy, and the natural, technological and asymmetric 
threats to them may have a particularly strong impact on national 
security. In the security strategy of Croatia, we find 16 mentions on 
critical infrastructure, and one of the strategic objectives is to achieve 
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the highest level of security and the protection of the population and 
critical infrastructure. Croatia’s security strategy emphasises that as 
many as possible assets of critical infrastructure sectors must be owned 
by the state in order to protect its vital functions in situations of 
instability. Also, in order to prevent possible threats and risks to critical 
infrastructure, the strategy provides for the exchange of data between 
state authorities and critical infrastructure operators in both the public 
and private sectors. Latvia’s strategic concept sets out strategic 
principles and priorities for preventing threats to the state. Thus, the 
14 mentions on critical infrastructure can be found in three sections 
associated with the prevention of threats to national security, namely: 
prevention of terrorist threats, prevention of cyber threats, and 
prevention of threats by foreign security intelligence services of other 
states. Slovenia, with 13 mentions on critical infrastructure, addresses 
critical infrastructure in its national security strategy, on the one hand, 
from the perspective of identifying and assessing hybrid threats to 
critical infrastructure, and on the other hand, from the perspective of 
planning protection measures and response plans to those threats, 
especially to terrorist, military and cyber ones. Also, through this 
document, Slovenia assumes to ensure cooperation, both between 
critical infrastructure operators and between the public and private 
sectors for critical infrastructures protection. There are 13 mentions on 
critical infrastructure in the documentation of Spain and Romania.  
In Spain’s security strategy, national security and resilience rely on 
critical infrastructure. The critical infrastructure covers vital sectors, 
specified in the documentation strategy (health, energy, food, 
transport, water supply) and cannot provide alternative solutions on 
ensuring essential services. Moreover, the national security strategy 
emphasises the importance of Spain, as a maritime nation, which must 
ensure the functioning of critical infrastructure located near the shore 
or at sea, including in particular ports, and submarine pipelines. 
Romania, in the National Defence Strategy, maintains, compared to 
the previous version, the concept of extended national security, which 
also includes the security of critical infrastructure. Moreover, Romania, 
as a resilient state in the face of threats, establishes a resilience 
framework in order to boost societal and critical infrastructure 
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resilience. In the content of the strategy, we identify the development 
of critical infrastructure in the field of security and defence that can be 
achieved through the support and coordination with other institutions. 
Regarding the field of information, counterintelligence and security, 
the functioning of critical infrastructure depends on the prevention 
and counteracting of risks and is included in an integrative framework 
along with ensuring economic and financial stability, ensuring energy 
security, transport infrastructure development, information society 
and digital economy, as well as ensuring economic interests in the 
Wider Black Sea region and the Balkans. From the point of view of 
defence, Austria, through the defence policy presented in the strategy 
plan, guarantees the protection of critical infrastructure, thus making 
the Austrian armed forces more responsible. There are eight mentions 
on critical infrastructure in Austria’s security strategy document. 
Maintaining an efficient economy, protecting vital goods supplies and 
protecting critical infrastructure are some of the political and strategic 
objectives. Furthermore, there are seven mentions on critical 
infrastructure in the White Paper of Germany. The chapter of the 
document regarding the German security environment speaks about 
the protection and resilience of critical infrastructure in the spectrum 
of both cyber and hybrid threats. In the chapter on strategic priorities, 
it is mentioned that strengthening the resilience to present and future 
threats entails an integrative approach at national level, through 
intensive cooperation between government agencies, citizens, media, 
network operators and private operators of critical infrastructure.  
In the same context of priorities, space security is considered a key 
element at international level, and satellite systems and related 
applications are an essential component of national critical 
infrastructure. On the other hand, the White Paper also mentions the 
benefits of the existing security partnership, between the state and 
the industrial sector, which includes the protection of both critical 
infrastructure and economy. There are seven mentions on critical 
infrastructure in Bulgaria’s security strategy document. Interestingly, 
Bulgaria specifies in the security strategy document that it undertakes 
the commitments of Directive 2008/114/EC on the identification and 
designation of European Critical Infrastructure and the assessment  
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of necessity of improving their protection. The protection of critical 
infrastructure and population in situations of crisis, disaster, accident, 
catastrophe and other threats is one of the vital national interests 
specified in the security strategy document. In Belgium’s security 
strategy document there are five mentions on the critical infrastructure. 
Belgium clearly emphasises, on the one hand, European critical 
infrastructure sectors related to EPCIP, and on the other hand, national 
critical infrastructure sectors specified in national legislation, namely: 
energy, transport, finance, public health, drinking water supply, space, 
electronic communications and digital infrastructure. Moreover, the 
strategy requires critical infrastructure operators to draw up security 
plans, report incidents and take complementary action based on 
analyses carried out by specialised services. There are four mentions 
on critical infrastructure in the national security strategy document of 
Hungary that presents an integrated approach of the government for 
the development of protection and resilience of critical infrastructure. 
Even if there is a legislative framework in this regard, the security 
strategy document highlights the need for constant updating in order 
for the Hungarian state to respond to offensive capabilities and threats 
from potential adversaries. Furthermore, the security strategy 
document draws attention to possible vulnerabilities in the area of 
investment in critical infrastructure, resulting from economic 
cooperation with China. A number of three mentions on critical 
infrastructure can be found in Finland’s security strategy document. 
Medical and social assistance services are accessible through the 
essential services provided by critical infrastructure, both in normal 
conditions and in conditions of crisis, incidents and emergencies. 
Critical infrastructure is also mentioned three times in Poland’s security 
strategy document. The section on national resilience mentions that 
ensuring the functionality and continuity of critical infrastructure is 
based on the implementation of a security control model for critical 
infrastructure, and strengthening protection must take into account 
the activity of military and civilian foreign intelligence services.  
The document also states that communication systems are a key 
component for national security and an important element for critical 
infrastructure. There are two mentions on critical infrastructure  
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in the security strategy document of Portugal, Luxembourg, Sweden, 
Lithuania and Denmark. Thus, Portugal presents two types of threats 
to critical infrastructure in the security strategy document. The first 
type of threats are cyber threats, signalling an increased number of 
cyber-attacks on critical infrastructure, and the second type of threats 
are the terrorist ones, emphasising thereby the need to implement a 
national critical infrastructure protection programme. On the same 
topic of threats, Luxembourg, through its security strategy document, 
refers to the protection of population and critical infrastructure 
ensuring the improvement of national resilience by combating hybrid 
threats and strengthening cyber defence. Instead, Sweden emphasises 
the robustness of critical infrastructure ensuring the resilience of 
transportation infrastructure that provides vital services for the 
modern society. At the same time, the security strategy document 
highlights the serious consequences on the transportation sector in 
case the critical infrastructure, together with the information and 
communication systems, would be destroyed. Lithuania also mentions 
twice the critical infrastructure in its security strategy document.  
The first mention emphasises that national security requires progress 
in several areas of national interest, including the protection of critical 
infrastructure. The second mention shows the need to ensure the 
protection of critical infrastructure and the continuity of the vital 
functions of the Lithuanian state in the context of mass digitisation, 
respectively of cyber threats and misinformation. In the first section, 
Denmark emphasises the protection of critical infrastructures against 
misinformation, hostile interference, attacks and cybercrime.  
The second mention develops aspects related to critical infrastructure 
cyber-risks. Finally, in the security strategy documents of France, Italy 
and Slovakia there is only one mention on critical infrastructure.  
Even if they are mentioned only once in France’s Security and Defence 
Strategy, critical infrastructure, along with critical resources, are 
considered objectives from the “heart of society”, which are targeted 
by threats from a new battleground, respectively cyberspace. 
Furthermore, the White Paper of Italy shows the probable effects on 
regional or global security, including on critical infrastructure in the 
context of certain conflicts. Thus, illegitimate non-state actors  
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such as religious groups or transnational organised criminal groups can 
produce particularly serious effects through chemical, bacteriological, 
radiological or nuclear offensive capabilities. Slovakia, in its security 
strategy document, mentions the importance of cyber security defence 
in protecting network and strategic information systems, and ensuring 
the security of critical infrastructure elements. In Estonia’s security 
strategy document there is no mention on critical infrastructure. 
Although there are no specific mentions on critical infrastructure, we 
can find in this the document more reference to vital services and their 
role in ensuring the continued functioning of the Estonian state and 
society in the context of national security and safety. Also here, it is 
emphasised the cooperation between the public and the private sector 
considering the fact that a large part of the vital services come from 
the private sector.  

Figure no. 3: The number of occurrences of the terms “critical infrastructure”  
and “critical infrastructure protection”
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The study did not take into account the word combinations that 
include, in particular, the name of a specific sector or field of activity. 
In the content of the strategies, it is frequently used the term critical 
information infrastructure or IT infrastructure (Denmark, Lithuania, 
Hungary). There are also used terms like maritime critical infrastructure 
(Lithuania), critical telecommunications infrastructure (Denmark).  
In the same vein, the words that are synonymous with the critical word 
were not analysed. Thus, in security strategy documents there are used 
terms such as, “key infrastructure” (Finland), “essential infrastructure” 
(Portugal), “strategic infrastructure” (Austria) or “vital infrastructure” 
(Belgium, Sweden, Hungary).

Furthermore, this study highlights the approach to critical 
infrastructure protection from the perspective of EU Member 
States’ security strategies. According to figure no. 3, the term critical 
infrastructure protection appears 49 times in the analysed documents. 
There are eight mentions on critical infrastructure protection in 
Austria’s security strategy document. Here it is observed that there is 
an equivalent number of mentions on the term critical infrastructure. 
There are six mentions in the security strategy documents of the 
Czech Republic and Croatia, and four mentions in the security strategy 
documents of Bulgaria and the Netherlands. There are three mentions 
on critical infrastructure protection in the security strategy documents 
of Germany, Romania and Sweden, two mentions in the security 
strategy documents of Lithuania, Poland, Spain and Hungary and one 
mention in the security strategy documents of Belgium, Luxembourg, 
Latvia and Portugal. The security strategy documents of seven countries 
do not include the word protection, this being somewhat justified 
by the small number of mentions on the term critical infrastructure. 
Although there is a gap between the large number of mentions related 
to the term critical infrastructure and the small number of mentions 
regarding the term critical infrastructure protection (Netherlands, 
Latvia, Spain, Romania), the subject of critical infrastructure protection 
is included in the sphere of security and resilience, in response to the 
full spectrum of threats.

Last but not least, there were analysed the chapters in security 
strategy documents, where the term critical infrastructure is mentioned. 
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Therefore, in the National Defence Strategy of Romania the term critical 
infrastructure is mentioned in six chapters, followed by the National 
Strategic Concept of Latvia where the term critical infrastructure is 
mentioned in four chapters. After these, there is a number of three 
chapters in eight security strategy documents, two chapters in another 
eight security strategy documents and one chapter in four security 
strategy documents.

CONCLUSIONS
This article represents an overview of the concept of critical 

infrastructure from the perspective of EU Member States’ security 
strategies. Even if the process of identification, designation and 
protection for each Member State is framed in both a legislative and 
an operational framework, it is also important to analyse this area 
from the perspective of national security. The essential services of the 
society represent objectives of national security being protected by 
applicable law. This approach confirms the considerable contribution 
of EU Member States to ensure the functionality, protection and 
resilience of critical infrastructure. In a number of 22 security strategy 
documents out of the 23 analysed, the term critical infrastructure is 
mentioned 153 times and the term critical infrastructure protection, 
49 times, which shows an increased interest of the EU member states 
in ensuring the national security and defence. 

Although some elements in the EU Directive 2008/114 are in 
contradiction with the NIS Directive (EU Directive 2016/1148), with 
other normative acts or even with its own assessment in 2019, in the 
context of a major humanitarian crisis associated with the pandemic 
and the conflict in Ukraine, the advantages and balance offered 
by the effects of this Directive on ensuring and protecting critical 
national goods and services through critical infrastructure are hereby 
confirmed. The COVID-19 pandemic has revealed the profile of a global 
threat, which has had a severe impact on society and on all critical 
infrastructure sectors and subsectors. The outbreak of the conflict in 
Ukraine has demonstrated once more the major importance of critical 
infrastructure in these critical situations. 
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Moreover, the security strategies of the EU Member States confirm 
the essential role of critical infrastructure in ensuring the continued 
functioning of states and society in the context of national security 
and safety. In this respect, by CER Directive it is intended to develop 
a common framework to support critical entities of states against 
all types of threats. However, the transposition of this Directive into 
national law in the context of national security strategies will is not 
expected too soon, given that some states have recently published 
their revised strategies.

BIBLIOGRAPHY:
1. Raik, K., Aaltola, M., Kallio, J., & Pynnöniemi, K. (2018). The Security 

Strategies of the US, China, Russia and the EU: Living in Different 
Worlds. (FIIA Reports; Vol. 56). Ulkopoliittinen instituutti. https://
www.fiia.fi/wp-content/uploads/2018/06/fiia_report56_web_
security-strategies.pdf, retrieved on 22 May 2022.

2. McNamara, D. (2016). National Security and Government Responsibility: 
Towards a National Security Strategy. Canada: CDA Institute. Ottawa.

3. Stolberg, A.G. (2012). Crafting National Interests in the 21st Century. 
In: U.S. Army War College Guide to National Security Issues. Vol II: 
National Security Policy and Strategy. U.S. Army War College: Carlisle, 
pp. 13-25, https://dde.carlisle.army.mil/documents/courses_14/
readings/2302_stolberg-crafting_national_interests.pdf, retrieved on 
17 June 2022.

4. Kośmider, T. (2021). Determinants of the Process of Creating National 
Security. Journal of Security and Sustainability Issues 11, no. 1,  
287-299, DOI 10.47459/jssi.2021.11.25

5. Mitrevska, M., Mileski, T., Mikac, R. (2019). Critical infrastructure 
– concept and security challenges. Skoplje, https://skopje.fes.de/
fileadmin/user_upload/images/critical/Critical_Infrastructure_EN_-_
web.pdf, retrieved on 22 June 2022.

6. Council of the European Union (2008). Directive on the identification 
and designation of European critical infrastructures and the 
assessment of the need to improve their protection. Brussels, 
2008/114/EC.

7. European Parliament and Council of European Union (2020). Proposal 
for a Directive of the European Parliament and of the Council on 
the Resilience of Critical Entities COM/2020/829 Final, https://eur-
lex.europa.eu/legalcontent/EN/TXT/?uri=CELEX:52020PC0829, 
retrieved on 12 May 2022.

The security 
strategies of 
the EU Member 
States confirm 
the essential 
role of critical 
infrastructure 
in ensuring 
the continued 
functioning 
of states and 
society in the 
context of 
national security 
and safety.

National Security Strategies and Critical Infrastructure: An Analysis  
of the European Union Member States

INTELLIGENCE AND SECURITY

ROMANIAN
MILITARY
THINKING

27

8. Roman, D. (2018). Protecţia infrastructurilor critice în context 
NA5CRO. Buletinul Universităţii Naţionale de Apărare “Carol I”, no. 2,  
pp. 34-41.

9. Żaboklicka, E. (2020). Critical Infrastructure in the Shaping of 
National Security, https://www.academia.edu/43955329/Critical_
infrastructure_in_the_shaping_of_National_Security, retrieved on 
22 May 2022.

10. Mooney, J. (2022). Warning of “Gaping Holes” in National Security. 
The Times, 08 January 2022, https://www.thetimes.co.uk/article/
warning-of-gaping-holes-in-national-security-rs53hxkj2, retrieved on 
22 May 2022.

11. Dokos, Th. (2021). Greek National Security:  Review and Challenges. 
Kathimerini, https://www.ekathimerini.com/opinion/261588/
thanos-dokos-greek-national-security-an-assessment-and-
challenges, retrieved on 22 May 2022.

12. Adamides, C. (2019). The Challenges of Formulating National Security 
Strategies (NSS) in the Presence of Overarching Existential Threats. 
Cyprus Review, 30(1), 71-94.

13. Lipinsky, D.A., Bolgova, V.V., Musatkina, A.A., Azarkhin, A.V.&Korobova, 
A.P. (2019). General Social Values in National Security Strategies  
of the Russian Federation and Germany. AD Alta: Journal of 
Interdisciplinary Research, pp. 152-157, http://www.magnanimitas.
cz/ADALTA/0902/papers/A_lipinsky.pdf, retrieved on 22 May 2022.

14. Österreichische Sicherheitsstrategie (2013). Sicherheit in einer neue 
Dekade-Sicherheit gestalten (Austrian security strategy. Shaping 
security in a new decade), Bundeskanzleramt, Wien, https://www. 
bundesheer.at/pdf_pool/publikationen/sicherheitsstrategi 
e_engl.pdf, retrieved on 22 May 2022.

15. Belgian Government (2022). Belgian National Security Strategy, 
https://www.egmontinstitute.be/content/uploads/2022/02/NVS_
Numerique_FR.pdf, retrieved on 23 May 2022.

16.  National Security Concept of Estonia (2017), http://www.kmin.ee/
sites/default/files/sisulehed/eesmargid_tegevused/395xiii_rk_o_
lisa.pdf, retrieved on 23 May 2022.

17. National Coordinator for Security and Counterterrorism (NCTV) 
(2019). National Security Strategy. Ministry of Justice and 
Security. The Hague: Central Government, Netherlands, https://
english.nctv.nl/topics/national-security-strategy/documents/
publications/2019/09/19/national-security-strategy, retrieved on  
12 June 2022.

18.  National Security Strategy of the Republic of Poland. Warsaw, 2020, 
https://www.bbn.gov.pl/ftp/dokumenty/National_Security_
Strategy_of_the_Republic_of_Poland_2020.pdf, retrieved on  
12 June 2022.



Petrișor PĂTRAȘCU

No. 3/2022 28

19. Ministry of Foreign Affairs of the Czech Republic (2015). Security 
Strategy of the Czech Republic, https://www.army.cz/images/
id_8001_9000/8503/Security_Strategy_2015.pdf, retrieved on  
22 June 2022.

20. The Republic of Croatia (2017). National Security Strategy. Zagreb, 
https://www.soa.hr/files/file/National-Security-Strategy-2017.pdf, 
retrieved on 22 June 2022.

21. Saeima (2019). Par Nacionālās drošības koncepcijas apstiprināšanu 
[On Approval of the National Security Concept], https://likumi.lv/
ta/id/309647-par-nacionalas-drosibas-koncepcijas-apstiprinasanu, 
retrieved on 12 June 2022.

22. Ministry of Defence (2020). RESOLUCIJA o strategiji nacionalne 
varnosti Republike Slovenije [Resolution on the national security 
strategy of the Republic of Slovenia]. Ljubljana, https://www.gov.
si/assets/ministrstva/MO/Dokumenti/ReSNV2.pdf, retrieved on  
17 June 2022.

23. Presidencia del Gobierno de España (2021). Estratexia de Seguridade 
Nacional [Strategy National Security], https://www.dsn.gob.es/
es/documento/estrategia-seguridad-nacional-2021, retrieved on  
12 May 2022.

24. Presidential Administration of Romania (2020). National Defence 
Strategy 2020-2024, https://www.presidency.ro/files/userfiles/
National_Defence_Strategy_2020_2024.pdf, retrieved on 22 May 2022.

25. Germany. Federal Ministry of Defence (2016). White Paper on 
German Security Policy and The Future of the Bundeswehr. Berlin,  
https://issat.dcaf.ch/download/111704/2027268/2016%20
White%20Paper.pdf, retrieved on 22 May 2022.

26. Актуализирана стратегия за национална сигурност на Република 
България. обн., ДВ, бр. 26 от 23.03.2018 г, https://www.mod.bg/
bg/doc/strategicheski/20180330_Aktualizirana_SNSRB_2018.pdf, 
retrieved on 17 June 2022.

27. The Government of Hungary (2021). Hungary’s National Security 
Strategy – A Secure Hungary in a Volatile World, https://honvedelem.
hu/hirek/government-resolution-1163-2020-21st-april.html, 
retrieved on 22 May 2022.

28. Lietuvos Respublikos Seimo (2021). Nacionalinio Saugumo Strategija, 
https://e-seimas.lrs.lt/portal/legalActPrint/lt?jfwid=124aazcfpq&act
ualEditionId=zDQFzPCLKi&documentId=TAIS.167925&category=TAD, 
retrieved on 23 May 2022.

29. Ministry of Foreign Affairs (2022). Foreign and Security Policy 
Strategy. Denmark, https://um.dk/en/foreign-policy/foreign-and-
security-policy-strategy-2022, retrieved on 17 June 2022.

30. The Security Committee of Finland (2017). The Security Strategy  
for Society, https://turvallisuuskomitea.fi/wp-content/uploads/ 
2018/04/YTS_2017_english.pdf, retrieved on 12 May 2022.

National Security Strategies and Critical Infrastructure: An Analysis  
of the European Union Member States

INTELLIGENCE AND SECURITY

ROMANIAN
MILITARY
THINKING

29

31. Ministério da Defesa Nacional (2013). Conceito Estratégico de Defesa 
Nacional, Lisboa, https://www.defesa.gov.pt/pt/comunicacao/
documentos/Lists/PDEFINTER_DocumentoLookupList/Conceito-
Estrategico-de-Defesa-Nacional.pdf, retrieved on 22 May 2022.

32. Ministère des Affaires étrangères et européennes (2017). Lignes 
directrices de la défense luxembourgeoise à l’horizon 2025 et au-delà, 
https://defense.gouvernement.lu/dam-assets/la-defense/lignes-
directrices-de-la-defense-luxembourgeoise-a-l-horizon-2025-et-au-
dela.pdf., retrieved on 22 May 2022.

33. Government Offices of Sweden (2017). National Security Strategy, 
https://www.government.se/4aa5de/contentassets/0e04164d7eed
462aa511ab03c890372e/national-security-strategy.pdf, retrieved on 
17 June 2022.

34. French Ministry of Armed Forces/Ministère des Armées. (2017). 
Defence and National Security: Strategic Review, https://espas.
secure.europarl.europa.eu/orbis/sites/default/files/generated/
document/en/DEFENCE%20AND%20NATIONAL%20SECURITY%20
STRATEGIC%20REVIEW%202017.pdf, retrieved on 17 June 2022.

35. Ministero della Difesa (2015). Libro Bianco per la sicurezza 
internazionale e la difesa [White Paper for International Security and 
Defence], https://www.difesa.it/Primo_Piano/Documents/2015/07_
Luglio/White%20book.pdf, retrieved on 3 May 2022.

36. Ministry of Defence of the Slovak Republic (2021), Defence Strategy of 
the Slovak Republic, https://www.mosr.sk/data/files/4291_defence-
strategy-of-the-slovak-republic-2021.pdf, retrieved on 22 May 2022.



No. 3/2022 30

Judging from the Russian Federation’s current behavior, its attachment 
to the Eurasian identity stressed by Zbigniew Brzezinski 25 years ago is still 
very important. Equally important is projecting its influence to the Eastern 
NATO Flank to revive its dominance in Europe. For that to happen, logically, 
the democratic cohesion of the European Union and the dominance of the  
Euro-Atlantic Military Alliance have to be weakened. 

This paper aims to analyse the two most recent crises in which the Russian 
Federation is directly involved and its strategy for dominance – the Ukrainian 
crisis and the Belarus-EU border crisis. The methods employed by the Russian 
Federation – fake news and weaponising migration – are representative 
for the complex insecurity landscape that the democratic countries have 
to counterbalance. Analysing the degree to which these novel methods of 
aggression advanced Russian Federation’s interests in the Black Sea would 
be the central point of the paper. To conduct such an analysis, qualitative 
methods were predominately used, such as content analysis of primary (official 
declarations and security briefs) and secondary sources (articles written 
and opinions expressed in mainstream media regarding the security crises).  
The conclusion does not aim to be a final one, but rather place the most recent 
events into the broader perspective of the new security landscape, dominated 
by complex threats and insecurity sources. 

Keywords: hybrid warfare; insecurity sources; Eurasia; migration; fake news;
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INTRODUCTION 
In the 2000s, after the 9/11 terrorist attacks and the technological 

advances which facilitated the exportation of threats globally, the 
security landscape changed dramatically. The UN, the EU and the US  
– main security providers in the Black Sea Region and the Euro-Atlantic 
Region – have had to adapt their intelligence tools, defence methods 
and responses to a new concept of security, and one of insecurity 
as well. A valid example in this sense would be the terrorist threat.  
Since the 9/11 moment, terrorist groups have adapted their 
communication methods and organisational skills so as not to be easily 
intercepted, developing new methods of aggression – “cyber jihad” 
(Atwan, 2006, pp. 122-125). Hence, all national security institutions  
had to readapt to such a complex and unsteady status-quo, which 
includes social, economic, ecological, political problems as well 
(Mitran, 2007, p. 5). 

In 2003, former UN Secretary-General Kofi Annan proposed the 
reanalysing of future threats to peace, and the vulnerabilities of the 
member states’ security systems (Annan, 2003). Naturally, to such a 
complex landscape of threats, the collective response needed is one 
that strengthens the security status of the actor endangered, such 
as the state. That strategy is highly visible through the coordination 
of the UN, NATO and the EU in Europe and the extended Black Sea 
Region. The purpose is to create a state of stability through prosperity, 
meaning economic, political, social reforms that foster democracy 
(since, if we are to judge after the Democratic Peace Theory developed 
by liberalists such as Immanuel Kant since the Enlightenment period, 
democratic states do not wage war against each other). Democracy 
becomes therefore a fundamental basis for peace and security.  
Kant’s ideas influenced Woodrow Wilson who theoretically put the 
basis of the League of Nations and later, in 1945, the United Nations. 
Such an association between democracy/prosperity/stability and security 
does not simplify the mission of NATO, for instance, as the military 
element is no longer enough to preserve security.
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Weak and vulnerable states are much more exposed to external 
threats. That rationale explains the Western states’ current approach 
towards the Russian Federation. Their goal is to diminish the influence 
exercised by Russian Federation in the Black Sea Wider Region and 
its aggressive foreign policy of dominance of former USSR territories.  
By increasing wealth and economic prosperity – namely the economic 
and democratic sovereignty of the Black Sea countries (Tsereteli, 
2022), Western allies aim to form a shield that would prevent Russian 
Federation’s unorthodox methods such as illegal immigration and fake 
news from de-stabilising societies. Such an approach is more than 
logical as the security concept today penetrates all levels of society, 
and also refers to the interoperability between them. Individual 
security has not much to do with national security, let alone to regional 
security. The last concepts require a much more complex approach 
and do represent a more volatile focal point of security and strategic 
studies (Buzan, 2017, p. 97). 

Having clarified the strategy adopted by the most powerful 
international forums operating in Europe and the Black Sea Region, it 
is important to note that the aggressor’s response would be to prevent 
this scenario from happening. That is precisely Russian Federation’s 
behaviour at the moment. The Russia Federation has been attached 
to its Eurasian identity, thus, its chance to counterbalance NATO and 
the US’ influence in Europe has been chased ever since the end of 
the Cold War or the moment Vladimir Putin came to power. Russia’s  
“Near East Strategy” focuses on projecting power in the Black Sea 
Region and making European states more dependent on the energetic 
resources provided for by the Russian Federation. Since the 2008 
Russia-Georgia War, 2014 Crimean War, when Russian Federation has 
deliberately violated Ukraine’s territorial sovereignty, its aggressive 
claims have not stopped, and its strategy has become visible for all 
actors involved in the regional security process.

Now, since the end of 2021, and the beginning of 2022, the Russian 
Federation has been involved in two conflicts that are instrumental 
to its strategy, namely the Poland-Belarus refugee crisis and the  
2021-2022 Russian-Ukraine Crisis. In both these instances, Russian 
Federation has proved its attachment to hybrid warfare and has not 
hesitated to use novel de-stabilisation tools such as immigration 
(forcing the borders of the EU), and fake news to induce the Ukraine 
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population falsely-legitimate motives of a Russian invasion (Borger, 
Walker & Sabbagh, 2022).  

The Black Sea Region has an important geopolitical character and 
does oscillate between being turned into a “NATO lake” or turning up 
dominated by a reactionary Russian Federation. In order to advance 
its strategy of making Southern Europe more and more dependent on 
Russian gas and oil, and to preserve an easy access to warmer sea for 
purposes of trade, Russia has to prevent NATO from exerting any more 
influence. The Black Sea is an economic and energetic route between 
the West and the East and also a convergence point between the 
European, Eurasian, and Middle Eastern security spaces. Since 9/11, 
ensuring stability and diminishing threats and vulnerabilities in the 
region in order to prevent the spread of terrorism has also become 
a priority. Russia’s stakes in the Black Sea Region are as important as 
those of the Western allies. It is, from a geopolitical point of view, a 
buffer zone to prevent threats from crossing into the European space. 

The aim of this paper is to explore Russia’s behaviour as well as the 
Western allies’ response in the most recent crises which have occurred 
between 2021-2022 – the Belarus-Poland Refugee crisis and the  
Russian-Ukraine crisis that has provoked panic in the entire region. 
The focus will be however placed on the hybrid weapons used by the 
Russian Federation to advance its interests and prevent NATO and  
the EU’s spheres of influence from expanding any more. This fear of 
being isolated in Central and Eastern Europe motivated Moscow’s 
behavior in 2008 regarding Georgia, and in 2014 with Ukraine.

The research methods used to achieve the academic goal exposed 
above are analysing and comparing qualitative secondary and primary 
sources, while focusing on the two specific cases – the Belarus-Poland 
refugee crisis and the Russian-Ukraine crisis. First of all, the role of the 
Black Sea as a geopolitical pivot will be explored along with the vast 
sources of insecurity it possesses. Then, the competing efforts of NATO 
and Russian Federation to exert their influence in the Black Sea Region 
will be exposed in brief.

The following chapter will analyse Russia’s involvement as a proxy 
agent in the Belarus-Poland refugee crisis since Belarus is, after all, 
Russia’s oldest ally in Europe.

The final chapter will focus on Russia’s current favourite hybrid 
weapon – fake news, used to induce Ukraine’s population in error 
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and provoke a series of behaviours that would de-stabilise societal 
and state continuity, making Ukraine an easy vulnerable target.  
The conclusion reached would summarise the main points made and 
will encourage further research being conducted on the subject. 

ROLE OF THE BLACK SEA AS A GEOPOLITICAL PIVOT
When this paper was written, Russian forces had just started to 

attack the separatist Ukrainian regions of Donetsk and Luhansk1.  
UN Secretary-General Antonio Guterres urged Vladimir Putin to stop 
the violence and attacks as a last resort to try and solve the conflict 
diplomatically. The political discourse of the Russian leader revealed his 
intentions to “conquer” strategic geographic points in Ukraine, mainly 
referring to cities having direct access to the Black Sea. To legitimise 
his actions, the tradition of Ukraine’s self-government after the fall of 
the Soviet Union in 1991 was entirely questioned hence an attack on 
behalf of the Russian Federation would not be exactly a violation of the 
principle of self-determination.

These efforts speak for the major importance of the Black Sea 
Region, a historically strategic and geopolitical point of reference,  
and a synergy point between Central Asia, the Middle East, and  
South-East Europe. Its importance has developed constantly 
throughout the years as the international community based on 
democratic principles and also free trade ideals has developed in the 
area of the Black Sea, namely the North Atlantic Treaty Organization 
and the European Union. That is how the Black Sea Region had come 
to be a priority on the security agendas of the Western countries, 
especially the United States’ (Popilevschi, 2019, p. 297). 

This chapter will go over the strategic implications of the Black Sea 
Region that have particular relevance in the two conflicts on which 
this article is focused. First of all, we ought to describe the multiple 
and varied sources of insecurity, among which we can encounter: 
immigration, terrorism, ecological disasters, drugs smuggling.  
These aspects generate a complex landscape of threats to regional 
security and cohesion. Secondly, the competing claims to 
dominance of both the Russian Federation and NATO and the EU 

1 May 2022 (author’s note).

Its importance 
has developed 
constantly 
throughout the 
years as the 
international 
community 
based on 
democratic 
principles and 
also free trade 
ideals has 
developed in the 
area of the Black 
Sea, namely 
the North 
Atlantic Treaty 
Organization 
and the 
European Union. 
That is how the 
Black Sea Region 
had come to be 
a priority on the 
security agendas 
of the Western 
countries, 
especially the 
United States’.

Fake news, Refugees and Russian Federation’s Strategy in the Black Sea Region

INTELLIGENCE AND SECURITY

ROMANIAN
MILITARY
THINKING

35

will be presented. While Russia is actually willing to start a war  
in Europe to project its influence over NATO’s Eastern Flank and ensure 
the monopoly of Russian oil and gas on the market (Stronski, 2021), 
NATO equally makes efforts to turn the Black Sea into a “NATO Lake” 
(Văduva, p. 5) in order to prevent the before-mentioned threats from 
materialising.

NATO along with the Western block and the democratic countries  
in Europe aim to pursue these goals by transforming the Black Sea 
Region into a shield strengthened by democracy and economic 
prosperity, trying slowly to ensure the energetic independence of 
countries located on the shores of the Black Sea. In this manner, frozen 
conflicts would be prevented from erupting again and completely  
de-stabilising the region. The degree to which Moscow wishes to stop 
this scenario from materialising is visible in its external actions and 
decision, as well as its aggressive behaviour and the use of a propaganda 
machine for disinformation and de-stabilisation. However, a preventive 
reaction from the West could have come sooner, more specifically 
before 2014 by granting Ukraine NATO membership and transforming 
it into a shield bordering Russian aggression. Instead, the Western 
international community is said to have tried to make Ukraine a neutral 
territory, an ambitious but, according to the arguments of Professor 
John Mearsheimer, not quite practical goal. It is however important to 
mention that in 2008, at the Bucharest Summit, NATO states pledged 
their efforts and intentions to indeed extend the defensive alliance 
to the east and grant Georgia and Ukraine membership eventually.  
That action was interpreted by the Russian Federation as a threat 
coming dangerously close to its borders (Mearsheimer, 2014,  
pp. 24-25), a logic that would trigger the unfortunate events which 
followed, including the present-day Russian-Ukraine war. 

Analysing objectively the landscape of threats which the Black Sea 
Region entails, we ought to start from the geographic point of view, 
and move towards the economic side. 

One first instability factor/threat is persistent since the end of 
the Cold War when the bipolar axis was replaced by the dominance 
of the US. The fall of the USSR and Yugoslavia led to the birth of 
several new nation-states in the Black Sea Region and its vicinity  
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or to regions within states aiming to affirm their autonomy. That is 
how the so-called frozen conflicts have emerged (Pința, 2005, p. 50). 
Now, their character is even more challenging as, due to territorial 
implications and ethnic and religious sensitiveness, they are bound 
to be persistent. Conflicts in Transnistria (Moldova), South Ossetia, 
Abkhazia (Georgia), Nagorno-Karabakh (between Armenia and 
Azerbaijan, which is also a proxy conflict between Turkey and 
Russia), Chechnya, and Donbas (Ukraine) have been marking the 
difficult geopolitics of the Wider Black Sea Region since the end of the  
20th century (Crenganiș). Being located in the ex-Soviet space, and 
formerly part of the large Soviet Union, it comes as no surprise why 
Russia finds it hard not to get involved – since it is attached to its formal 
identity, and President Putin showed no reservations into attesting his 
intentions of reconstructing the former Soviet borders (Putin, 2006). 
After all, a divided territory marked by violence and fragmentation 
is much easier to “conquer”. If we are to engage with the rational 
choice theory developed by political economist Adam Smith, Russia’s 
behaviour with respect to frozen conflicts leads us to believe that 
Putin’s actions of manipulating and, when convenient, de-freezing 
conflicts follows cost-benefit calculations. That was the clear case in 
2008 when Russia recognised the independence of South Ossetia and 
Abkhazia, making it extremely difficult for Georgia to retain its de jure 
and de facto control over the territories (Dungaciu/Godzimirski, 2020, 
pp. 8-10). Frozen conflicts and tensions between the newly-emerged 
actors in the wider Black Sea region could be considered as a part of 
system vulnerabilities (Văduva, p. 3). 

In direct connection with the existence of frozen conflicts is 
immigration, both a threat and an instrument of pressure, as it will 
be shown later when addressing Russia’s support for the Minsk 
government in the most recent crisis. Being a strategic connection 
between the West, Middle East and Caucasus, the Black Sea Region has 
been primarily used as a route towards the civilised world whenever 
an armed conflict (re-)emerged. Due to its utility, the phenomenon 
of illegal immigration (which after all is mainly considered a threat 
to national security) has been toppled by global terrorism, increasing 
transborder criminality as well as drugs, arms, and even human 
trafficking. Since the government controls are extensive in the 
countries located in the extended Black Sea Region, smugglers, illegal 
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immigrants and terrorists have started to use the sea for passage from 
Africa, the Middle and Far East (Macuc, 2005, p. 123). 

Moving to an even more sensitive vulnerability of the Black Sea 
Region, the terrorist threat for Europe and the Western states had 
started to manifest since the 9/11 al-Qa’ida terrorist attacks on the US. 
From then on, terrorism would not be an isolated problem anymore, 
but a persistent threat to the global security. As technological advance 
is synonymous with the phenomenon of globalisation (which started 
to become obsolete from the 2000s), terrorists have embraced the 
challenge to export their cause worldwide. The motives, methods, 
and communication skills of terrorist organisations, along with their 
recruitment function have adapted to the 21st century innovative 
standard. The so-called “cyber-jihad” was perfected by terrorist 
organisations in the Middle East (especially, al-Qa’ida) – considering 
that Arabs are specialists in cryptography and secrecy – which have 
evolved in line with technological progress, even though, at first, 
they were reluctant to use Western electronic facilities (Atwan, 2006,  
pp. 122-125). It would have been impossible for the Black Sea Region 
– considering the political turmoil and state of instability – to avoid 
becoming a prosperous zone for terrorist attacks that targeted the 
economy of the region by disrupting supplies, for instance (Luft/Korin, 
2004, pp. 61-62). It had become imperious for the Western community 
(NATO, the EU) to create a “springboard” to the Islamic terrorism after 
9/11, as the volatile security environment in the Black Sea Region 
favours directly the presence of terrorism (Scrieciu, 2005, p. 61). 

To bring the discussion in the present-day context, we could invoke 
nuclear and radiological terrorism (Fenopetov/Lawlor et al., 2011,  
pp. 197-208), as well as the occurrence of terrorist incidents in the 
Russian Federation, Ukraine and the West equally, with Shariat Jammat 
being the most active terrorist group in Russia and the Eurasian region 
between 2007-2021, according to the Dragonfly Terrorism Tracker 
(IEP calculations) published in a terrorist briefing of the Institute for 
Economics & Peace in March 2022. 

Another source of threat consists ironically in the economic 
opportunities offered by the hydrocarbon resources located in the 
Black Sea, which gives both the Western community and the Russian 
Federation economic stakes in the region (Anastasiu, 2019, p. 2).  
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The geological developments of the Black Sea from the last centuries 
led to the creation of oil systems, to which the countries surrounding 
the sea – Bulgaria, Romania, Georgia, Ukraine, Russia and Turkey – 
have access. Therefore, it is only normal for tensions and struggles for 
monopoly of the access route to exist. The expansion of NATO towards 
the east becomes even more threatening to Russia. These tensions are 
considered challenges to the ecological security of the Black Sea, also 
crippled by intense pollution at the mouth of the Danube River, and 
the Sea of Azov as well. The more intense the exploitation conducted 
so as to extract resources from the Black Sea is, the more likely it is 
that the ecological balance of the region is disturbed. Given the level of 
commitment to prevent this from happening, the European Union has 
pledged its efforts to find the necessary balance for reducing pollution 
in the region, but in order to have extensive access to the Black Sea, 
the enlargement procedures have to be activated once again, which 
induces an increased feeling of anxiety to the Russian Federation. 
There is a whole network of competing interests in the Black Sea 
Region at the moment which only argues for the strategic importance 
of the area. 

In order to protect their interests in the Black Sea Region, both 
the Western community and the Russian Federation have taken 
noticeable steps in the past century. The efforts towards implementing 
resilient cooperation mechanisms in the region were conducted by 
Western countries. The launching of the “Border Defence Initiative” 
by Romania in 2004 aimed to prevent the proliferation of weapons of 
mass destruction. NATO’s bilateral partnerships created with Partners 
for Peace states seek the establishment of a network of security and 
stability in the Black Sea. The Organization of the Black Sea Economic 
Cooperation was officially founded in 1999 as a multilateral initiative 
having both political and economic implications. The Black Sea Forum 
NGO was created in 2008 by the Romanian NGDO Platform – FOND  
and aims to trigger enhanced cooperation in the civic society with 
regard to the Black Sea vulnerabilities. One of the most notable 
initiatives was creating the Black Sea Naval Force program in 2001  
– or BLACKSEAFOR – by Turkey in cooperation with Romania, Ukraine, 
Georgia, Bulgaria and Russia, which increased the interoperability of 
the member states’ naval forces (Mureșean, 2005, p. 221).
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On the other side, the Russian Federation has been much more 
sceptical and even infuriated by NATO and the EU initiatives to enhance 
cooperation as the chances of resurrecting the once great Soviet 
Empire (a goal to which Russian President Vladimir Putin is attached 
to) were slowly but surely diminishing. Russia’s sphere of influence 
was shrinking and this anxiety motivated its aggressive behaviour.  
The 2008 Russo-Georgian War, the 2014 annexation of Crimea and 
the Russo-Ukraine War which is still ongoing are proof of the lengths  
Russia is willing to go to in order to prevent the Western community 
from expanding in the Black Sea. By supporting Russian separatist 
forces, Moscow proved it did not care at all for the sovereignty of 
its former Soviet states, and even argued that these states had no 
tradition as autonomous countries (Putin, 2022). The declarations of 
the NATO and EU officials revealed the instable and volatile security 
environment that Russia has created recently and urged for additional 
cooperation as the security of the entire continent is at stake  
(Borrell, 2022). 

Since the beginning of the 21st Century, the Black Sea Region left 
behind its neutral implications for the Western countries and turned 
into a strategic geopolitical pivot, key to maintaining the security of 
the region and preventing the complex landscape of threats from 
overwhelming it. The Black Sea Region has embraced its historic role 
of being a decisive factor in the development of continental security 
(Popilevschi, p. 300). 

BACK TO BELARUS, RUSSIAN FEDERATION’S  
OLDEST ALLY AND FRIEND
If there is one state that has been loyal to the Russian Federation 

and which has supported its foreign policy ambitions since the fall of 
the Soviet Union, that is Belarus. Its ties to Moscow have two main 
foundations, besides the close interpersonal relationship that features 
Vladimir Putin and Alexander Lukashenko, friends since Belarusian 
President Lukashenko was elected in 1994. Such loyalty extended 
so as to involve military support as well, which is most visible in the  
2021-2022 Russian invasion of Ukraine. The Belarusian territory has 
been exploited to enable Russian Federation to fire ballistic missiles, 
ensure transportation for the Russian heavy weapons and military 
personnel and also ensure the airspace corridor for the Russian military 
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aircraft to fly into Ukraine. This reality attracted sanctions imposed by 
the EU to Belarus, according to the High Representative for Foreign 
Affairs and Security Policy (Borrell, 2022).  

Moving to the dimensions of the Russia-Belarus partnership, first, 
there is the tight economic cooperation in the field of energy, as Belarus 
acts as an intermediary between Russia and the other European 
countries when it comes to exporting resources. Equally, the Russian 
Federation composes a primer export market for manufactures coming 
from Russia. Russia is the most reliable export partner for Belarus when 
it comes to oil and gas as 15% of the Belarusian GDP is represented by 
exports received from Moscow (Coes, 2021). Extending this argument 
furthermore, the relationship between Russia and Belarus is important 
in the light of Russia’s economic and energetic strategic interests in the 
Wider Black Sea Region – trade and routes for pipelines and energy 
transmission lines (Derman, 2021). Trying to become the primer energy 
exporter in Europe has been visible in the context of Russia’s extending 
its energy ties more and more in the Balkans – North Macedonia, 
Bulgaria, Serbia. However, Russia’s economic leverage in the Black 
Sea Region is deeply affected by the EU’s ambition of reaching the  
zero-carbon target by 2050 and choosing to engage with the Azerbaijani 
pipeline for instance (Stronski, 2021). Some of the European countries 
have started to consider other alternatives by themselves since 
the Russo-Ukraine war has started at the end of February 2022.  
For instance, Romania tried to reorient itself towards other natural 
gas exporters such as Qatar, Azerbaijan, the US, Saudi Arabia and the 
United Arab Emirates. This kind of attitude provokes Russia as, if it 
were to lose its economic/energetic leverage over European countries, 
its claims in the Black Sea would become irrelevant. Losing Russia’s 
stake in the Black Sea Region would have an impact on Belarusian 
economy as well as the most important pipeline from Russia to the 
rest of Europe runs through Belarus. Moreover, since the European 
Economic Community was created and notable steps were taken to 
advance economic integration in Europe, Russia and Belarus have 
been trying to counteract such an ambitious project and have declared 
jointly that the Eurasian Economic Union is the most advanced and 
efficient (Ministry of Foreign Affairs of the Republic of Belarus).  
The Treaty establishing the EEU was signed in 2014 by Russia, Belarus 
and Kazakhstan. 
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Secondly, the Russian-Belarusian partnership has political 
foundations as well, especially in light of the tensions developing 
constantly between the Minsk Administration and the European Union 
since 2020. The civil society has been suppressed and arrests have 
been unlawfully made to annihilate any sign of opposition towards 
Alexander Lukashenko, who has won elections by fraud. In addition 
to this, gender-based violence was at high rates, and the rule-of-law 
principle was systemically damaged. The EU imposed a fifth package of 
sanctions in December 2021 due to the instrumentalisation of migrants 
by the Minsk Administration in order to put pressure on EU borders. 
The actions of Belarus were supported by Moscow. 

Weaponising migration has been a tactic used by Belarus to counter 
EU sanctions, which have had an economic impact over the former 
Soviet state. The most recent example was the 2021-2022 Belarus  
– EU border crisis, an occasion used by Belarus to prove that it has the 
same affinity for hybrid warfare as its partner – Russia. In July 2021, 
Alexander Lukashenko threatened to de-stabilise the European bloc 
by facilitating uncontrolled waves of migrants – with the risk of also 
permitting drug smugglers, criminals and human traffickers from the 
Middle East to try to cross illegally into the EU. In this manner, multiple 
sources of threat to the European security would be activated. Belarus 
has been moving away from the chance of making a democratic 
transition and moving towards a dangerous scenario where Russia is 
its only regional partner, both economically and politically. In the light 
of recent events, the relations between the EU and Belarus would only 
worsen following Minsk’s decision to actively support Russia’s decision 
of invading Ukraine and Putin’s strategy in the Black Sea, which includes 
a ‘divide and conquer’ policy targeting NATO and the EU, and exerting 
unhindered control over the former Soviet space (Riehle, 2022, p. 62). 

FAKE NEWS – RUSSIAN FEDERATION’S  
FAVOURITE HYBRID WARFARE WEAPON
Portraying Russia as an indispensable player in world affairs 

implies a complex dissimulation game based on disinformation 
and fake news. Russia has been employing this strategy very 
well in the past years but most visibly in the past few months by 
crafting an entirely alternative reality for the war with Ukraine.  
The deadly war which has crippled multiple strategic cities of Ukraine 
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is presented as a mere ‘special operation’ to the Russians (Gessen, 
2022). The international community and also citizens of Ukraine and 
other NATO and EU countries have gone to great lengths to inform 
the people in Russia about the true facts and the number of war 
victims. An example in this sense would be the innovative method 
of using online restaurant reviews to disseminate information from 
outside the borders of Russia, as the citizens are victims of media 
censorship (Wollaccott, 2022). Hence, fake news, dissimulation and 
disinformation remain the favourite tools for exerting control and 
manipulating public opinion employed by Russian President Vladimir 
Putin today. But before exploring what happens in Ukraine and how 
these tools are actually used, we ought to construct a more theoretical 
framework of the novel security threat – fake news. Hybrid warfare  
has been so extensively used by Russian authorities that the term has 
lost its specificity and came to cover virtually any interaction of Russia 
with another state (Kofman, 2016). 

Counted among the most challenging threats to national security, 
cyberattacks have the potential to harm profoundly the integrity 
of national cyber networks through their frequency and intensity.  
For instance, among the specific requirements of the Romanian Armed 
Forces in order to fulfil security objectives, purchasing the necessary 
effective communication and technological systems which are 
compatible to those of NATO and EU is counted. The logic of this fact 
is based on the strengthening of an integrated informational system 
on the continent. Such a system serves specifically to anticipate and 
prevent any unforeseen military operation that would take by surprise 
national authorities, according to the Romanian National Security 
Agenda for 2021. Fake news could be even directly instrumentalised 
to confuse the enemy and prevent it from grasping the military 
intentions of the combatant. Such a scenario is an important part of 
Russia’s hybrid warfare landscape. Fake news represents an even more 
complex dimension of disinformation in which considerable efforts 
are invested to qualitatively alter the information environment while 
preserving some reminisces of the truth. Such an action related to the 
media is called hybrid media system (Lesenciuc, 2021, p. 8). 

Judging from Russia’s efforts to prevent NATO from extending any 
further and forcing European states to align to its goals and become 
allies, Russia’s expansionist tendencies confirm that Moscow’s 
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foreign policy is in line with the Primakov doctrine – developed by 
former foreign minister and Prime Minister Yevgeny Primakov, which 
resembles to a certain point a return to the Cold War logic of bipolarity.  
The Russian Federation opposes the current status-quo – that witnesses 
the US being the only true great power – and could be even considered 
a revisionist superpower since 1990s.

The Doctrine was applied most visibly in 2008 Russian-Georgian 
war, the 2014 annexation of Crimea and the current 2021-2022 invasion 
of Ukraine. Military offensive is supported by hybrid attacks that aim 
to de-stabilise the national system of the targeted country in order for 
it to become vulnerable and prone to collapse (Rumer, 2019, passim). 
Another indicator of the prevalence of the Primakov doctrine is the 
calculated risks taken. Only pronouncing the phrase ‘nuclear weapons’ 
produces panic and chaos. Portraying Russia as an unbeatable nuclear 
superpower is yet another means of manipulating public opinion and 
inducing fear to the enemies (Podvig, 2018, passim.)

Russia resorted to hybrid warfare in the 2008 war against Georgia 
and used extensively disinformation, fake news and cyberattacks in 
the separatist South Ossetia region, but military power proved to be 
the decisive force whereas hybrid instruments were rather secondary. 
Frank G. Hoffman defined the notion of “hybrid threats” as the 
adversary’s “tailored mix of conventional weapons, irregular tactics, 
terrorism, and criminal behaviour in the same time and battlespace 
to achieve their political objectives” (Hoffman, 2014). Russia has 
undoubtedly made use of multiple means of disinformation and fake 
news to manipulate the Georgian government and the population. 
All methods followed the slogan of anti-Western propaganda. In the 
“Worldwide Threat Assessment of the US Intelligence Community” 
published by the Senate Armed Services Committee in 2016, the 
effectiveness of Russian propaganda was clearly underlined. 

The situation did not look any different in Ukraine in 2014 and does 
not look different now in the Russian-Ukrainian war of 2021-2022.  
In 2014, the hybrid tactics were used to prevent and delay the responses 
of the Ukrainian authorities without using military intervention 
(Nilsson, 2018, p. 20). Another hybrid tactic was the constant support 
and collaboration with pro-Russian separatists in Ukraine in order 
to craft an alternative reality based on disinformation (Darczewska, 
2014). In the aftermath of the Euromaidan Revolution of 2014  
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that was succeeded by elections that brought Petro Poroshenko in the 
position of President of Ukraine, the strategy of President Putin focused 
on depicting the newly formed government as a fascist and corrupt 
one. At that time, Poroshenko made important advances to integrate 
Ukraine in the EU, action that naturally increased anxiety in Moscow. 
Vladimir Putin aggressively and unlawfully annexed Crimea and the 
strategically important federal city of Sevastopol while increasing the 
military presence in the area.

In 2014, when Moscow was confronted about the presence of 
arms in the territory, officials spread the fake news that they were 
actually seized by Russian troops from the Ukrainians (Zarembo & 
Solodkyy, 2021). Even after a temporarily ceasefire following Russian 
annexation of Crimea, Russian forces have continued up to this day to 
employ hybrid warfare tools to de-stabilise Ukraine, thus transforming 
the country into a case-study for Russian hybrid tactics. Antagonising 
the pro-European government in Ukraine and vilifying it in front of the 
Ukrainian population was a means to provoke unrest and mistrust. 
Such a rhetoric has been constantly used by Moscow since 2014. 

An example of hybrid attacks would be the over 300 cyberattacks 
against Ukraine in 2018 alone, according to the Security Services of 
Ukraine’s estimates. In the context of the 2019 Ukrainian presidential 
elections’ second round, an Internews Ukraine analysis discovered a 
mostly negative portrayal of both pro-European candidates Volodymyr 
Zelensky and Petro Poroshenko by the Russian social network Vkontakte 
(Zarembo/Solodkyy, 2021). 

The 2022 invasion of Ukraine was motivated solely by a deceiving 
and incorrect information. Putin claimed that his actions of seizing 
strategically-important cities in Ukraine were conducted only in a 
preventive, defensive manner. His argument was that Russia did not feel 
safe anymore, because it was always put under pressure by Ukraine. 
Russian President has been portraying the invasion as a “special 
operation”, deceiving the Russian population, while constructing a 
dangerously-sensitive rhetoric. The political discourse of Moscow has 
three keywords: de-militarisation, denazification, and genocide, the 
purpose being to construct the image of an aggressive and offensive 
Ukrainian regime (Kirby, 2022).

President Putin relies heavily on disinformation and fake news in 
the current crisis while advancing troops in Ukraine. It could even be 
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claimed that the large wave of refugees crossing NATO and EU’s borders 
serves the foreign policy goals of the Russian Federation, those being 
the de-stabilisation of regional prosperity and the prevention of NATO’s 
expansion further to the east in the Black Sea Region. The geographical 
importance of the region motivates Vladimir Putin to occupy strategic 
posts that are located on the shores of the Black Sea. The armed conflict 
has not yet reached the point of a potential ceasefire, and it remains to 
be seen if the EU and US economic sanctions of influential people close 
to Putin’s leadership would pressure Moscow to agree to withdraw. 
The condition under which Russia would indeed put an end to the 
aggression is maintaining Ukraine neutral and stopping the process of 
EU enlargement any further, actions which would directly undermine 
the external sovereignty of Ukraine hence the right to decide its own 
path in foreign relations and not be pressured or coerced by any other 
state into a certain direction. A diplomatic and security dilemma has 
once again arisen. The status-quo is even more concerning if we reckon 
with the refugees arriving in neighbouring countries which might not 
have a home to return to. That would create yet another immigration 
problem for Europe and especially the Black Sea region. 

CONCLUSIONS 
Since the fall of the Soviet Union in 1991 and the beginning of 

Vladimir Putin’s long-lasting mandate as President of Russia, the foreign 
policy has had clear directions that added increased importance to 
the strategic region of the wider Black Sea. But to be able to extend 
its influence ever further, Russia shall prevent both NATO and the EU  
from doing the same. 

Another key aspect on the Russian Federation’s agenda is 
reconstructing the former prestige of the USSR, a purpose that 
legitimises invasions of former-Soviet sovereign states and the 
exploitation of hybrid warfare tactics, among which the most 
preferred ones are the instrumentalisation of migrants and the use 
of disinformation and fake news. Indeed, by witnessing extensive and 
constant use of these methods in the past years, the Euro-Atlantic 
region has become accustomed with tensions rising from Moscow,  
but, nonetheless, employing the military elements and triggering  
an armed offensive came as a surprise for democratic decision-makers. 
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From this perspective, Russia’s decision to invade Ukraine eight 
years after it had annexed Crimea could be labeled as a “grey rhino” 
(overlooked event that was highly probable) rather than a “black 
swan” (unpredictable and unlikely event). Hence, the international 
community could have foreseen to a certain point the upcoming events 
(Monaghan, 2022, p. 8).

The Black Sea is historically a convergence point between multiple 
cultures and geographic areas, while also displaying economic and 
security implications. The instability of the region (frozen conflicts, 
cyberattacks, terrorism etc.) provides the perfect impetus for Russia 
to export its influence and even end up controlling the entire region 
in time, a goal that has been more than visible in present-day times. 

The case study of Belarus as Russia’s oldest and most loyal ally in 
the region proved to what lengths the ambitions of Russia could go 
to influence decision-making in the region and de-stabilise the EU by 
using the hybrid tactic of instrumentalising migrants to put pressure 
on EU’s borders as we have seen in the case of Poland. In addition to 
that, Russia’s extensive use of disinformation, fake news and deceiving 
rhetoric was visible since the 2008 Russo-Georgian war and the 2014 
Crimea annexation. 

The most recent outbreak of the Russian-Ukrainian conflict was 
marked by the invasion launched in February 2022. The war has been 
producing security, political, humanitarian, and economic effects upon 
the entire Black Sea Region. It follows the exact same logic, strategy and 
tactics of the past conflicts, proving a unique consistency in Russia’s 
foreign politics and its affinity for hybrid methods of de-stabilisation 
that aim to induce paralysis in the decision-making process of Kiev by 
appealing to the element of surprise. 
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Industrial revolutions have generated major changes in the economy, politics 
and military affairs throughout human history and have led to innovation in 
all social fields, resulting in new approaches to military affairs. Companies 
are transforming and preparing their transition from an environment based 
on technological tools (physical) to one based on social mass engineering 
(mainly in the virtual environment), extremely refined, which subtly combines 
manipulation with addiction. 

The industrial society, as we have known it for more than a century, has 
become an information society and produces major changes in society 
and, implicitly, in the thinking of military strategies. In this context, due to 
the unprecedented development of information technology, the military 
confrontations of the future will change their main feature, namely violence, 
a component that will be increasingly mitigated and replaced, gradually, with 
non-kinetic means: political, economic, media, psychological and informational 
situations.

There are, today, new military doctrines and strategies, characterised by the 
lack of classical rules for waging a war, through the ambiguity of the enemy 
or through the lack of dichotomy between war and peace, which have as 
characteristic another way of organising and conducting the fight. 

The present article focuses on aspects related to non-kinetic and cognitive 
combat means. We consider that the research is of interest because the 
implications of these means on the way of waging the war and their long-term 
effects that have not yet been fully known. In this context, we approach the 
field of social engineering, starting from the first references to this concept up 
to the present day, emphasising its applicability in social and political sciences 
as well as in psychology and cyber security. 

Keywords: social engineering; cognitive warfare; strategic warning;  
cyber-influence; strategic manipulation;
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INTRODUCTION 
In the current conflict, with increasingly asymmetrical tendencies, 

the development of neuroscientific techniques and means as 
neuroweapons increases the possibility of manipulating the human 
mind, this being the next battlefield of the 21st century (Du Cluzel, 
2020, p. 12). 

The human being is naturally attentive and oriented towards the 
danger of external threats, physically felt (physical attacks, chemical 
pollutants, radiation, biological agents), which people can consciously 
control, through prevention. Human beings have not yet reached a 
level of instinct development that allows them to be automatically 
aware of the subtle danger of psychological contamination (David, 
2017, p. 2). Thus, one of the major mistakes we make, as a species, 
is not to be aware of the danger of psychological aggression. We 
generally believe that exposure to false or misleading information is 
not a danger, as we can distinguish between true, false or misleading 
information and that, thus, we can control the mental manipulation 
and the effects of this exposure. Neuroscience specialists contradict 
us: once exposed to false information, people can be influenced in 
their opinions. And this is because we have the illusion that we can 
control that information, which we have assimilated as true, and we 
do not make the effort to verify it. This mechanism is the basis of social 
engineering, successfully used in economic, political marketing, as well 
as in non-kinetic aggression of cognitive type. 

This paper shows the importance of studying social engineering 
used in cognitive warfare, as well as the possibilities for such aggressions 
to be mitigated by strategic decisions. 

THE UNSEEN WAR
Current digital technologies globally create the possibility for 

a democratic state, with strong armed forces, to easily become the 
target of a terrible war, even if it were an apparent state of peace. 
The targeted state may not anticipate the extent of the attacks  
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and can be overwhelmed before it realises that it is in a war (Sherr, 
2015). All this can be done today without the use of kinetic force, 
but only through tools of social engineering and with the help of 
information technology, as follows: through strategic manipulation, by 
influencing the population and leaders and by cyber-influence actions. 
The author of these types of operations can be a state or non-state 
entity, which has the advantage of expressing itself under anonymity, 
mainly in the virtual space, an environment in which it is difficult to 
identify the source of aggression. These actions are therefore below 
the perception threshold of the assaulted state and of some intentional 
political and military organisations of which it is a part. 

Analysing, in general, the purposes of a war – namely its financial, 
economic, political, ethnic, or geostrategic interests – we can say 
that, to have access to a state’s resources or to transform it into a 
commercial area for own products, to impose own political interest on 
it, there is currently a series of subtle possibilities entailing cognitive 
actions on a population of interest. They are much more effective in 
terms of persistence of effects and less expensive than conquering its 
territory using the armed forces. They are mainly moved into the virtual 
environment, which allows them to circumvent physical boundaries 
and facilitate the access of an aggressor entity, whether state or  
non-state, to the target population as well as to its institutions and 
services. Today’s digitalised society is expanding and improving the 
possibility of data acquisition, providing the opportunity to either 
defend own data or disrupt those of the enemies. 

Also, the high communication speed, the low cost of social 
engineering actions (disinformation, influence, strategic manipulation, 
cyber) and the efficiency demonstrated in recent conflicts generate 
a growing trend of cyber-cognitive attack methods. In these types of 
conflicts, social media and Big Data platforms play a crucial role, being 
an important source of information. 

SOCIAL ENGINEERING IN THE DIGITAL AGE 
The emergence of social engineering has been closely linked to 

the evolution of social sciences. The first references to the concept 
of social engineering, published about 150 years ago, are attributed 
to Charles Fourier, a French sociologist and economist, and to the 
French engineer Émile Cheysson. They considered social engineering 
as a branch of applied sociology and proposed it as a tool for creating  
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an ideal society that would prevent and resolve social conflicts.  
Over time, social engineering has evolved a lot, haing a wide range of 
applications within social sciences, political science, in the framework 
of cyber security, as well as in psychology. 

In France, social engineering is considered a beneficial tool for 
society. Institutions such as the University of Toulouse, the Regional 
Institute of Social Engineering (Institut regional d’ingénierie sociale  
– IRIS) and the Regional Institute for Social Assistance (Institut régional 
du travail social) offers state diplomas in social engineering, graduates 
becoming specialists in modelling the social environment. 

Some applications of social engineering are mainly directed against 
people and not in support of them, the new tendency being to militarise 
this social instrument, namely to adapt it for military purposes. 
Social engineering is also assimilated into “social influence” and 
oriented towards changing social options and manifestations, without 
constraints, in the form of persuasion, manipulation or indoctrination, 
to obtain political, economic or/and military advantages.

In fact, at this stage of civilisation, all areas of social life are influenced 
by social engineers. It involves the application of diversified “policies” 
(social or scientific), in the economic, demographic, educational 
and cultural fields, to manipulate public opinion. Currently, social 
engineering is carried out through modern methods employing brain 
piracy (or neuro-piracy), passing through epigenetic programming 
as well as through semantic and socio-cultural environment (Cerise, 
2018). By the “militarisation of brain sciences” a new type of conflict 
was developed, called cognitive warfare (Du Cluzel, p. 25). It is carried 
out by exploiting the vulnerabilities of the human brain and by 
sophisticated social engineering, so that at least part of the targeted 
society behaves according to one of the opponents’ plans. 

PSYCHOLOGICAL MANIPULATION 
As stated above, the human being has not yet reached the level 

of development allowing them to be aware of the hidden danger of 
psychological contamination. That is why rational thinking does not 
come naturally, but requires effort and involvement (David, ib.). 

The processing and classification of information in the human 
brain begins with the upload of information on the biological hard 
drive, namely our mind. Naturally, at this stage, any information  
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is considered by the brain to be true if we do not intervene by analysing 
and classifying the information as true or false (ib.). 

In general, psychological manipulation is based on blocking exposed 
people from analysing the veracity of the information to which they 
are exposed. This type of manipulation can be performed as follows: 

• by subliminal transmission of information (below the sensory 
threshold);

• by “bombarding” with a large amount of information that 
cannot be critically analysed because of limited memory 
resources;

• in periods of advanced brain fatigue, when the brain is 
distracted, involved in other tasks, so that memory and 
attention resources are focused in another direction;

• when the information comes from a source that we consider 
credible, and we decide to suspend the analysis. 

We are usually not aware that, when information is false or 
misleading, it can contaminate us mentally, unconsciously influencing 
our decisions. Thus, neuroscience specialists have concluded that, 
once exposed to such information, we are already influenced, even 
if we are aware of its quality and believe that we have blocked it, and 
consequently, its effects on our emotions, cognition and behaviour. 
Their recommendation not to be manipulated is to consciously and 
permanently check and control if the decisions made belong to us. 

THE WAR FOR OUR MIND 
Today, after almost three decades of conflicts in the information 

age, discussions about cognitive warfare still seem an unrealistic 
paradigm of thinking about the security of a state. Is it possible, 
however, that the height of information technology means that future 
wars will take place mainly in the cognitive field? 

According to specialists, cognitive warfare means the use of 
knowledge and information processing capabilities for conflicting 
purposes. The influence of human knowledge requires a large amount 
of detailed personal information to identify influential individuals or 
to perform influence operations, depending on the characteristics of 
subgroups of people. 

Cognitive warfare mobilises a wide range of strategies, tools, 
and techniques to gain control in environments of interest. It aims to 
influence the brains of members of the target population (civilians 
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or military), the victory being given by the ability to impose the desired 
behaviour on the interest group. The long-term effects of this type of 
warfare are, in most cases, unknown. However, it generates major 
advantages by using sciences such as nanotechnology, biotechnology, 
information technology, cognitive sciences, as well as neuroscience, by 
adapting them to the purposes of war, by militarising them. 

Hyper-connectivity has, in this type of conflict, the major role of a 
Trojan horse. With it begins the cognitive warfare, because, at present, 
almost everyone has a mobile phone connected to the internet.  
In the same context, information is the fuel of this type of war.  
Cognitive warfare is therefore the science of using technologies 
to transform the human targets knowledge (Du Cluzel, ib.).  
These technologies incorporating the NBIC fields (nanotechnology, 
biotechnology, information technology and cognitive sciences) (Roco, 
Bainbridge, 2002, p. 2) far exceed through complexity the information 
warfare or psychological operations, because they do not generate a 
struggle for information, but a struggle to take control of the brains of 
individuals who are part of the target group. 

We can no longer discuss cognitive warfare today without 
considering social media, heavily supported by the technologies and 
resources of Big Data corporations as well as by Artificial Intelligence. 
Big Data resources are needed to gain access to data on individuals, 
groups, or companies of interest, for better knowledge, to change the 
way of thinking within the target group. 

An example may be China, which has assimilated over the years 
a massive amount of personal information about US government 
officials, but also about ordinary citizens. Thus, it is currently expected 
that Chinese IT giants have a sufficiently large database to influence 
people’s knowledge (Dorfman, 2020) and generate in areas of interest, 
especially in Taiwan and Hong Kong, aggressive and coercive actions to 
influence the population (Insikt Group, 2020). 

The first conflict in which the cognitive dimension of war is evident 
is the war in Ukraine. Although the conflict is seemingly kinetic, 
the actors involved try to shape the information environment and, 
implicitly, the opinions and behaviour around the world, through the 
widespread use of Big Data as well as social media. 

Cognitive warfare through social engineering can create false 
alternative realities in democratic states, favoured by their freedoms 
(freedom of speech or free communication of ideas). Thus, reality 
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and truth can be perverted, using a mix between the specific 
elements of propaganda and a series of facts, sophistry, and untruths.  
This creates an alternative reality that can lead the targeted population 
to perceive a predefined model. 

Cognitive warfare is a type of conflict generated by changes in the 
characteristics of war, the violent character being replaced by actions 
with low physical, non-kinetic, impact. Thus, the war has become 
predominantly informational, supported by an unprecedented 
development of information technology and social sciences. 

There is also the concept of “War 2.0.” (Afrem, 2019), a term 
related to the digital character of current military technology, as well 
as the theory that wars are no longer won only in trenches but also in 
front of the computer, through information technology and “cognitive 
battle” (of brains). It entails the use of social engineering actions, such 
as diversion, manipulation, misinformation, or the use of cognitive 
distortion (errors of logic), distortion of reality. In this way, everyday 
reality can be “altered” by changing people’s opinions with the help of 
technology. 

Today, cognitive warfare is one of the main aggressions of a state.  
It is a form of conflict specific to the 21st century, an effective deterrence 
tool at the strategic level, which can be used both globally and in zonal 
conflicts, in different areas of operations. 

Although it seems to be a modern type of war, the issue of 
cognitive warfare is not new. The effects of weakening political power 
and institutions of force in a state have been known for thousands of 
years. It is totally different from the classical one, because most of it is 
mainly conducted through subversive actions, in order to weaken the 
power, by demoralising the population and the staff of the structures 
involved in national security, by destroying the population’s trust in 
them, generating social polarisation. It synergistically encompasses 
social engineering and the power of digital technologies. Every war or 
conflict has perfected it, reaching that, in the last century, with the 
technological revolution in the field of communications, it became 
considered by military thinkers as a distinct type of war domain, as 
important as the other known ones (land, air, sea, space). 

Cognitive warfare is not mainly based on military equipment, it 
requires fewer resources and, at the same time, may have greater 
remanence over time. It can guarantee success even for small states. 
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It can generate solutions to resolve conflicts with minimal losses and 
destruction by initiating military operations in which the targets can be: 
undermining the beliefs of the opponent’s leaders, encouraging, giving 
up, taking over, or destroying enemy command and control systems. 
Also, in contrast to the undesirable effects of kinetic operations, which 
require deployments of forces and constitute a risk to one’s own forces, 
these types of cognitive military operations can be safely conducted 
remotely, from own bases, for long periods of time and with minimal 
risks to own forces.

 CONSEQUENT MEASURES  
Mass social engineering used in a cognitive warfare is difficult to 

anticipate, locate or counteract. There is a need to reduce one’s own 
vulnerabilities and dysfunctions so that the impact of these influencing 
actions can be minimal. There is also a need to develop functional 
strategic warning systems at all levels. 

In general, in such a conflict, the measures that can be taken 
against social engineering are reduced, open societies having the 
most vulnerabilities. Therefore, first, it is necessary to identify internal 
dysfunctions and vulnerabilities which, exploited by the enemy, can 
generate major risks. To this end, a functioning strategic warning system 
must be developed by generating predictive and pre-emptive analysis 
capabilities, allowing the state to know hostile actions in advance and 
to minimise the effects. This type of analysis is also known as “strategic 
intelligence”1. It must focus on identifying the specific causes of risk 
situations, the elements that determine their evolution and the variants 
of manifestation, and must constitute the necessary foundation for the 
generation of measures against information aggressions. 

Strategic warning is a safe measure to reduce or stop the effects of 
operations in the range of mass social engineering when aiming at the 
severe destabilisation of a state. 

Another important measure is the protection of one’s own 
information. In this case, it is appropriate for the human resource 
to be competent and integrated. Careful verification of own staff is 
therefore needed to access classified information, as well as to create 
mechanisms to identify personal and professional vulnerabilities. 

1 The term strategic intelligence was launched by Sherman Kent in the work Strategic 
Intelligence for American Policy – 1949, being defined as “the knowledge that political and 
military decision-makers must possess in order to ensure the national welfare”.
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One of the vulnerabilities may be the lack of security culture.  
In this context, the most effective defence against social engineering 
developed in an information warfare is AWARENESS. Every citizen 
(military or civilian) must be aware of the risks to him/her and the 
society to which he/she belongs. For this awareness to be effective, 
it is necessary to develop, from the central level, sets of rules and 
values (popularised among citizens) that will need to be protected 
and respected. There is also a need for the population to be trained 
regarding the media, to counter social engineering actions, such as 
propaganda and misinformation. 

CONCLUSIONS 
The human brain is constantly running a complex system, which 

operates, more often than not, autonomously, according to ancient 
rules. This system is extremely useful for those who know its subtle 
mechanisms and want to influence groups of people. 

Attempts to influence some to others have always been a tendency 
of people in both civilian and military worlds. Politicians, traders, 
the military, managers, and other social categories involved in mass 
influence are looking for methods and solutions that are as effective 
and efficient as possible to solve their problems better, faster and at 
the lowest possible cost. These attempts will continue in the immediate 
future and will have an upward trend. 

We can therefore expect that the future would increasingly be 
subject to social engineering, a capable and easy tool for achieving 
proposed goals, through manipulation, propaganda, and influence. 

To protect citizens (civilians and military) against psychological 
aggression, to create a high societal resilience, we must intervene 
with well-thought-out educational and psychological elements. Also, 
a determined attitude in the fields of expertise of each person and 
the cultivation of basic social values decrease the possibility of being 
“psychologically polluted”.

World states will continue to strengthen their military supremacy 
with the help of kinetic capabilities but at the same time will 
be vulnerable to non-kinetic (cognitive) threats and mass social 
engineering respectively, which can turn these countries’ population 
into a weapon at the fingertips of the enemy. In this context,  
we consider it appropriate for military decision-makers to focus on 
developing strategies to counteract the non-kinetic effects of the range 
of cognitive warfare against their own population (civilian or military). 
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In the current geopolitical context, the Black Sea region has become the scene 
of the conflict in which a wide range of weapons and ammunition are used.  
It is their directing/guiding by using signals transmitted by satellite navigation 
networks – GNSS that categorically makes the difference. Their contribution 
can be instantly noticed, even though it is not a novelty. The weapons that 
benefited from the augmentation of the satellite signal proved the accuracy 
of their shots. This is the reason why the actions of jamming or falsification of 
the satellite signal appeared in the battlefield and even threats of GNSS attack 
were launched. In the present article, I intend a disambiguation of the subject, 
in an attempt to delimit military declarations from political ones, in the space 
environment, which has become essential in the conduct of modern military 
actions.

Keywords: GNSS; jamming; satellite signal; spoofing; GLONASS;
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INTRODUCTION 
The Black Sea region has been a central place of the competition 

between Russia and the West for the future of Europe. The region 
experienced two decades of heated conflict even before Moscow’s 
annexation of Crimea in 2014, and Russia has used military forces 
against countries in the region four times since 2008. It should be 
noted how Russia uses a variety of military and non-military tools to 
promote its objectives by analysing how the three North Atlantic Treaty 
Organisation allies – Bulgaria, Romania and Turkey – and five NATO 
partners – Armenia, Azerbaijan, Georgia, Moldova and Ukraine – in the 
Black Sea region perceive and respond to Russia’s activities and where 
those countries’ interests align or diverge. As it is a world economic 
and military power, there is a continuous fear that in the strategic plan 
it always has in a latent state various possibilities to assert its power, 
and an unconventional option, but with an overwhelming impact, is to 
attack satellite navigation systems (GNSS – Global Navigation Satellite 
System), in particular GPS. Does this possibility exist?

The massing of Russian military convoys at the beginning of this 
year, in the area of the Russian city of Belgorod up to the border with 
Ukraine, was noticed and followed closely by the whole world with 
obvious political concerns and with great anxiousness and attention 
from both the military and civilian environment. The civilian interest 
may seem surprising, but the movements (marches), stations or 
manoeuvres were analysed on the basis of satellite images obtained 
from various sources, most of them from the high-tech space 
environment in which various commercial companies operate. At some 
point, in late February, Google stated it would temporarily halt live 
traffic updates in Ukraine “after consultation with multiple sources on 
the ground, including local authorities” (Culliford, 2022), without giving 
explanations regarding the concerns that determined this decision. 
The statements were veiled and suggested that Google would not 
want to be part of providing targeting data in an international conflict, 
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but analysts believed that traffic data provided by the company could 
reveal the locations of troops or refugees and could be used for military 
strikes. 

 Far from being called the “first satellite conflict”, this label being 
carried by the Gulf War three decades ago, it should be noted that 
during this time the belligerent environment also included the space 
segment, as a natural, evolutionary component of the modern conflict 
and created the opportunity for the fruition of space information 
generated by commercial satellites and for military purposes.  
The general public appreciates the show, the fireworks, and therefore 
modern weapons and especially the ammunition (missiles, bombs) 
that have satellite support give impressive strikes, of great accuracy, 
called as such “surgical strikes”, in a “precision warfare”, having a major 
impact on media exposure. A well-known example is the elimination of 
the “terrorist butcher” (Inside GNSS, 2007), Abu Musab al-Zarqawi; a 
“smart bomb” was launched at his home in the suburb of Hibhib, Iraq, 
killing him and several close associates in June 2006. The idea is that a 
bomb with a small explosive charge, precisely guided by GPS, was used 
in order to achieve the desired result with a minimum of collateral 
damage or even avoiding it. It was considered a success and a clear 
demonstration of GNSS technology support in the military field.

But the satellite signal supports a multitude of military activities/
operations that include the field of information, intelligence, 
navigation, transport management, terrain study, action dynamics and 
many others that give a privileged position to the one who possesses 
it. It is obvious that this state corresponds inversely to the opponent, 
who will seek to eliminate this advantage or neutralise it.

Obviously, a number of questions arise, among which:
1. Is it possible for satellite navigation networks to be attacked?
2. Could the entire world be affected by the damage, alteration or 

cessation of space support?
I must specify that in this article I will address navigation systems 

with satellites operating in high orbits, at approximately 20,000 
kilometres altitude and not satellites located in low orbit (LEO or 
Low Earth Orbit), a region that extends up to 2,000 kilometres from 
the Earth, whose main functions are to ensure communications, the 
Internet and meteorological observations.
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THE SCENE OF SATELLITE NAVIGATION SYSTEMS
In the modern world economy, a series of major activities are no 

longer conceivable without the signals of satellite navigation systems, 
which influence us and have been part of our daily life for a long 
time. Thus, the infrastructure and management of air, sea and land 
transport, communications, land mapping and measurements, search 
and rescue operations and many others have developed dependence 
on satellite data, without omitting the military interest embodied in 
the applications of location, tracking, directing, guidance of troops, 
materials, ships, aircraft, equipment, armaments and ammunition.

There are several satellite navigation systems in the world. 
It is a separate community differentiated mainly by space tasks 
(orbital or geostationary satellites) or global or zonal coverage. 
The best-known is the American GPS, but there is also the Chinese  
version – BeiDou (COMPASS), and the Russian one, called GLONASS. 
Europeans have Galileo GNSS, but it does not play an important role 
in satellite navigation as it is only for civil use, it is limited and has a 
number of restrictions. Indian IRNSS and Japanese Quasi-Zenith can 
also be mentioned, but they are zonal and augmentation systems. 
Satellite navigation systems are expensive investments for any country 
– USA, China, Russia or even Europe, therefore countries try to combine 
their efforts when satellites of one system can complement another. 
For example, Russia actively cooperates in this direction with China 
and it was assumed that similar steps would be taken with Europe 
and the USA, but it can no longer be a topical approach, for obvious 
geopolitical reasons.

The evolution of GLONASS was winding, it started in the USSR and, 
after years of decay, in the ’90s, the system was restored, enabling full 
global coverage. There is now a full constellation of satellites in orbit, 
for both civilian and military use. There are no differences from the 
same GPS.

The advantage of GLONASS in the northern area is undeniable, 
in Scandinavia the system allows obtaining coordinates faster and 
more precisely, complementing GPS. In fact, all chipset manufacturers 
add support for all existing navigation systems to their solutions – it 
is cheaper and easier, and the consumer gets the highest possible 
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accuracy. Moreover, even military applications have dual systems and 
can use signals from another satellite constellation for navigation or 
other needs, being a benefit to use all available data.

ALTERATION OF SATELLITE SIGNALS  
– JAMMING VERSUS SPOOFING
For states that do not have their own satellite navigation system, 

in the event of a conflict, it is possible that the satellite signal will be 
stopped or contain errors, meaning it will be altered, damaged or 
falsified. A clear example was during the Kosovo war in 1999 – while 
NATO was bombing Yugoslavia the satellite signal was turned off, then 
an error was deliberately introduced into the work of the civilian public 
GPS segment.

More recently, between 22-24 June 2017, incidents were reported 
with the assumption of falsification of the GPS signal, specifically a 
series of ships in the Black Sea reported anomalies with their position 
derived from GPS and found themselves apparently located in the 
continental area, at an airport (Rogoway, 2017). In addition to the 
events in the Black Sea, GPS outages were also reported in eastern 
Finland, in the eastern Mediterranean near Cyprus, Turkey, Lebanon, 
Syria, Israel and northern Iraq.

There are essentially two ways to interfere with GPS signals: 
jamming and spoofing. As the word jamming suggests, this method 
completely blocks the signal, and this type of interference is known 
from military bases, where one would not want to allow the enemy 
to track movements, having GPS support. Jamming is at hand because 
the GNSS signals transmitted by the satellites are relatively weak; a 
portable one-kilowatt jammer is said to block a GPS receiver from up 
to 50 miles away!

Spoofing is a more advanced interference where a radio 
transmitter sends fake GNSS signals that make the receiver think they 
are real satellite signals. This is a significantly more complex method 
of jamming, as it must be able to reproduce several GNSS signals in 
parallel so that the receiver does not detect that they are false signals.

Spoofing is not a new threat – it has been around for decades, but 
it is only in recent years that it has received more attention. As with 
jamming and anti-jamming technology and most other GNSS topics, 
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spoofing has its roots in the Cold War radar era. In those days it was 
often known as “false image jamming”, where garbled radar returns 
were transmitted to create a false image on the adversary’s radar 
screen.

When GPS came along, it was understood that the C/A (Coarse 
or Clear/Acquisition) code would be vulnerable to forgery, being 
an open code, so anyone can reproduce it. After all, what is a GPS 
simulator? A GPS spoofer. GPS receivers are usually checked using 
test signals from a GPS simulator. Of course, this is precisely why 
GPS satellites also transmit the military code P(Y) and continue to do 
so. The P code provides improved accuracy and other benefits, but 
more importantly, it is modulated with the W scrambling sequence 
to provide the encrypted P(Y) code. Since the anti-spoofing module 
has been activated, unless there is security access, it is not possible to 
spoof the P(Y) code.

Therefore, at the initial moment it can be argued that the threat of 
spoofing was solved, but it was only when GPS became ubiquitous in 
the commercial and civilian realms that spoofing became problematic. 
The fact that the vast majority of GPS receivers in the world relied solely 
on unencrypted C/A code became a cause for concern – especially 
where those GPS receivers were essential to critical infrastructure. 
Even so, the threat of falsifying the satellite signal has been debated 
for a long time, but experts have concluded that it is a theoretical 
threat, or that it is far too difficult to spoof, so there would be no cause 
for concern. However, some relevant demonstrations were performed 
by the University of Texas Radio Navigation Laboratory in 2012, when 
laboratory personnel conducted an exercise at the White Sands Missile 
Range where a GPS-guided drone was subjected to a signal spoofing 
test remote satellite. The drone was tricked into thinking its altitude 
was increasing, causing it to compensate by falling. Then, in 2013, the 
same team demonstrated how a yacht could be thrown off course by 
a spoofing attack. Therefore, what was thought improbable became 
real, the threat of spoofing existing from the beginning and proving its 
attack potential.

Later, evidence of an even more bizarre threat emerged, a mobile 
phone game, Pokemon GO, where players travelled with their phones, 
searching fixed locations and scoring points by collecting creatures  
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in an augmented reality world. It did not take long for people to look 
for new ways to earn points in the game without having to make the 
effort to travel around the world from the comfort of their own home. 
Thus, they made the phone “think it’s somewhere else” by distorting 
and falsifying the location, raising the alarm level of the threat again. 
Specifically, it is not known “who set the tone”, because in 2017 
GPS signal spoofing caused chaos for phone app receivers in central 
Moscow, making them to show erroneous results. The extent of the 
problem became apparent when people played the same Pokemon 
GO: the fake signal, which appeared to focus on the Kremlin, moved 
anyone nearby to Vnukovo Airport, 32 km away!

DEMONSTRATION TIME
In March this year, the European Union’s Aviation Safety Agency 

(EASA) warned in a statement that satellite navigation systems – 
the American GPS service and Europe’s similar Galileo signal – were 
affected in areas around Russia and warned of disruptions of vital air 
navigation safety equipment by what appears to be a malicious party 
(Katz, 2022).

EASA suggests that the problems of the system are caused either 
by blocking it or by providing misleading data.  The number of such 
cases that have emerged has intensified in regions close to Russia’s 
borders, along the Kaliningrad province. The effects of spoofing were 
observed in various phases of flight, forcing pilots to divert planes or 
change the final destination of an aircraft mid-flight, EASA said in the 
safety bulletin to operators (Ib.). The impact of interference ranges 
from loss of basic waypoint navigation to preventing runway approach 
or false triggering of terrain warnings.

Navigation failures could also lead to airspace violations. Airspace 
over Ukraine, Moldova, Belarus and southern parts of Russia is currently 
off limits to operators because of the safety risk of operating in or 
near an active war zone. Russia has also banned almost all European 
operators from flying in its skies after Britain, the European Union and 
others sanctioned Russian airlines.

The effects of GNSS jamming and/or possible spoofing have 
been observed by aircraft in various phases of their flights, leading 
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in some cases to rerouting or even changing their destination due to 
the inability to perform a safe landing procedure. “Under the present 
conditions, it is not possible to predict GNSS outages and their effects. 
The magnitude of the issues generated by such outage would depend 
on the extent of the area concerned, on the duration and on the phase 
of flight of the affected aircraft” (Johnson, 2022).

Therefore, some of the problems that have been encountered or 
potential malfunctions that can occur due to jamming include:

• Loss of ability to use GNSS for waypoint navigation;
• Loss of Area Navigation Approach (RNAV) capability;
• Inability to conduct or maintain Required Navigation 

Performance (RNP) operations, including RNP and RNP 
approaches (clearance required);

• Triggering terrain warnings;
• Inconsistent aircraft position on navigation display;
• Loss of automatic-broadcast dependent surveillance 

functionality;
• Failure or degradation of air traffic management (ATM), air 

navigation services (ANS) and communications, navigation and 
surveillance (CNS) systems and aircraft using GNSS as a time 
reference;

• Potential airspace violations and/or route deviations due to 
GNSS degradation (Matei, 2002).

Seen as potential threats, but not considered to be conduct, a 
number of mitigation measures have been issued, including requiring 
aviation authorities to be prepared to provide alternative terrestrial 
and non-satellite navigation systems in affected areas and issuing 
instructions to pilots to be prepared to revert to classical landing 
procedures excluding satellite services.

Following the outbreak of the conflict in Ukraine, jamming was 
detected by US reconnaissance aircraft in the Black Sea area, but did 
not interfere with US support operations, according to a spokesman 
for the US Space Command: “There is no impact on US forces and allies 
in Europe at this time” (Hitchens, 2022). It is also unclear whether the 
jamming had an effect on Ukrainian operations in the country.
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The Russian military has routinely jammed GPS receivers in 
eastern Ukraine since the 2014 Crimea conflict and often spoofs GPS 
simply to disguise President Vladimir Putin’s movements around 
Moscow, according to a 2019 report by the non-profit Centre for 
Advanced Study of Defence. Localised jamming of ground-based GPS  
receivers – rather than jamming or cyberattacks on the 30 GPS  
satellites currently operated by the Space Force – has become almost 
routine since the 1998 Kosovo War in many of today’s conflict zones, 
like Syria, experts say.

COUNTERMEASURES – VIABLE OR USELESS?
Let us imagine a situation where the GLONASS satellite navigation 

system is sanctioned and asked to shut down the system. Given that 
this is a Russian system, there is only one way to physically stop it – to 
take the satellites out of orbit. Currently, no one owns such weapons, 
so it is an inactive option. It is also impossible to force a state to 
abandon its own system, Russia can anyway build and launch satellites 
on its own, as the Russian military-industrial complex is immune to 
various sanctions from most states. It seems that disabling GLONASS is 
practically impossible, and this leads to the impossibility of sanctions 
against Russia’s satellite constellation.

Continuing the scenario, GLONASS will no longer exist, but it is 
possible that the new satellite configuration will not change anything: 
a handy example is represented by smartphones that will have 
support for other satellite systems, will work and display coordinates 
regardless of the owner nationality and the country/region/space 
they are active. Private chipset companies may be forced to remove 
GLONASS support, but even if this happens, it is unlikely to happen 
instantly, the development of new chips is not a fast process, so it could 
take several years before the physical disappearance of GLONASS in 
chipsets. Disabling GPS on Russian territory is difficult and certainly not 
necessary for anyone, the USA is unlikely to do it. In addition, there is 
the Chinese system that cannot be influenced.

The most important indication that disabling the Russian satellite 
constellation is not the goal to be pursued is that Russian Military 
Doctrine assumes that GLONASS and other GNSS will not be available 
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once a battle begins, therefore Loran-C1 will be relied upon instead for 
navigation! (Cozzens, 2022). In other words, Russian forces, as they 
are experts in jamming and falsifying GNSS signals, believe that signals 
from space, including their own GLONASS and other GNSS, will not 
be available once a battle begins, or will be tampered with. According 
to the Radionavigation Plan for Russia and the Commonwealth of 
Independent States (CIS), the ground-based Chayka system, a version 
of Loran-C, is maintained to protect its territory with navigation and 
timing services when signals from space are not available. There is also 
the portable Skorpion System which is designed for military use during 
expeditions to areas where Chayka or Loran are not available.

“Russia has three Chayka stations that surround Ukraine”, 
explained UrsaNav CEO Charles Schue, referring to a graphic provided 
by GPS World. “They should provide coverage throughout Ukraine with 
a navigation accuracy of between 20 and 50 meters. If Russians have 
a so-called eLoran system, which is an upgraded version of Loran, they 
may possibly get up to 5-to-10-meter accuracy” (Hovgaard, 2002).

One of Loran’s three transmission sites is in Crimea, a territory 
annexed by Russia in 2014. “The main reason Crimea was annexed 
may have been to provide access to the ocean”, Schue said, “but it 
allowed them to regain control of the Loran transmission site there.  
This provided them with sovereign terrestrial PNT (positioning, 
navigation and timing) for the entire region, including the Black Sea” 
(Cozzens, ib.).

There is the possibility, at least in theory, that Russia might be 
able to render the GPS satellites useless using a cyberattack. As I said 
before, physical suppression is unlikely, even if there are belligerent 
statements in this regard, the orbits on which the satellite navigation 
systems operate being at an altitude of about 20,000 kilometres from 
Earth. Even if there were such a strike, the entire satellite constellation 
cannot be suppressed, there are spare satellites, others can be launched 
and the other existing navigation systems must also be considered. 

1 Long RAnge Navigation/LORAN is a hyperbolic radio navigation system developed during the 
Second World War in the USA. It allowed a receiver to determine its position by listening to 
low frequency radio signals that were transmitted by fixed land-based radio beacons. Loran-C 
combined two different techniques to provide a signal that was both long-range and highly 
accurate, features that had been incompatible. Its disadvantage was the expense of the 
equipment needed to interpret the signals (https://lwvworc.org/ro/which-is-the-counterpart-
system-of-loran, retrieved on 22 August 2022).
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Figure no. 1: According to GPS World, Russia has three Loran stations that,  
at least in theory, can cover Ukraine.  

Image: Charles Schue, UrsaNav (https://www.gpsworld.com/russia-expected- 
to-ditch-glonass-for-loran-in-ukraine-invasion/, Hovgaard, ib.).

Otherwise, an attack on GPS would be an attack on the USA and the 
obvious risk is to draw NATO into the conflict. But it is very unlikely to 
resort to such a dramatic step just to prevent the Ukrainian attacks, the 
action practiced remaining at the level of altering the satellite signals 
at the receivers.

But Russia made a show of force by destroying its own satellite 
in orbit! This is what a true piece of news from 2016 sounded like: 
“Russian anti-satellite missile test draws condemnation”, said Ned 
Price, a representative of the US diplomatic department (Amos, 2021). 
I do not want to develop the subject as in the political environment, 
where the serious consequences on the orbital environment through 
the waste produced have been revealed, but to express what everyone 
understands – the development of anti-satellite weapons also generates
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Figure no. 2: 2017 coverage map from Internavigation Research Centre and Advanced 
Navigation Technical Centre of Russia showing that Chayka serves Eastern Europe, Western 

Russia and almost all of the Black Sea (Cozzens, ib.).

tests as an exhibition of power. That is why it should be remembered 
that on this chessboard, China made the first move in 2007, followed 
by the USA in 2008 and India in 2019, each shooting down their own 
decommissioned satellites. In 2020 London and Washington accused 
Moscow of testing a “Matryoshka doll” satellite that opened up and 
released a smaller craft to track a US satellite; so how long was until 
Russia’s test? However, all the demonstrations presented were in orbit 
about 500 kilometres from Earth, and the GNSS are at 40 times higher 
attitudes!

To counter such a threat, the USA also developed alternatives to 
satellite navigation, even though they abandoned LORAN. Thus, in 
June of this year, the US Air Force conducted its final test of a radar-
assisted targeting system for the B-2A bomber, which enables precision 
guidance of weapons in a GPS-degraded environment. The Radar 
Aided Targeting System (RATS) bomber dropped a B61-12 nuclear 
bomb during the final test at Tonopah Test Range, Nevada. The test 
was the first production unit version of the Joint Test Assembly (JTA) 
B61-12, whose full-scale production began in May this year: “We have 
flown several sorties testing the new RATS capability over the past 
nine months and collected test points on its performance”, said 72d 
Test and Evaluation Squadron (TES) B-2 Weapons Flight Commander 
Capt. David Durham. TES also tested an in-house designed software 
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tool that provides early indications of RATS functionality, verifying  
that the system is working properly before the weapon is launched 
(Bisht, 2022). 

CONCLUSIONS
The state of conflict generates real challenges that dismantle or 

confirm scenarios prepared in peacetime, but history shows us that, 
most of the time, neither the aggressor nor the aggressed had the 
necessary data to obtain the expected results. Success was almost 
always achieved by those who knew how to adapt, use and discern 
the available information, exploit intensively and secure what they 
possess.

In the days before the Russian invasion, US space officials warned 
satellite companies that the conflict could extend into space. “I would 
tell everybody that the important thing is to go off and ensure that 
your systems are secure and that you’re watching them very closely 
because we know that the Russians are effective cyber actors”, National 
Reconnaissance Office Director Chris Scolese said at a National Space 
Security Association conference held on 23 February. “And, again, it’s 
hard to say how far their reach is going to go in order to achieve their 
objectives. But it’s better to be prepared than surprised”. (Erwin, 2022). 

Navigation systems with satellites will continue their missions 
unhindered, because there are no such sophisticated weapons capable 
of attacking them, but there is also no intention of any state to stop 
them. The synergistic desire is GNSS cooperation for the benefit of 
humanity by increasing the quality of life on Earth, considering that 
satellite solutions become much more accurate and fast when signals 
are received from several satellites; if a constellation of at least  
24 satellites is required for global coverage, we have to imagine what 
the information update rate would be like if we received signals from 
“united satellite constellations”, which would mean, at this point, 
around 75 satellites. 
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The psychological operations (PSYOPS) doctrines of many NATO member 
states, including Romania, do not allow the use of influence activities on 
internal audiences. While this is an ethical provision, difficulties arise when 
formulating an adequate counter-propaganda strategy, as domestic groups 
that are susceptible to influence are targeted by an effective propaganda 
conducted by the adversary. The 2014 edition of the NATO doctrine on PSYOPS 
(psychological operations) was ambiguous with regard to this limitation, 
while the Romanian doctrine from 2016 kept it, in accordance with the older 
NATO doctrine from 2007. With this limitation PSYOPS risk being ineffective in 
countering propaganda, their role being restricted to analysing the effects of 
the propaganda on the audiences and making recommendations to counter it. 
Without using influence activities, the recommendations would be, based on 
the scenario, addressing the public or not (choosing “silence”) with information 
activities through the responsible structures. Going further, inform and 
influence activities (IIA) intertwine, which leads to the need for more clarity in 
the doctrines that regulate their employment. The propaganda of the Russian 
Federation in Donbas, that victimised the separatists leading to their support 
for the invasion of Ukraine is a relevant example for situations when PSYOPS 
should be allowed to target internal audiences. The present paper does not go 
into detail on the case of Ukraine but problematises on the above-mentioned 
ethical limitation that has the advantage of giving the adversary advantages 
on multiple levels.

Keywords: inform; influence; psychological operations; counter-propaganda; 
limitation;
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INTRODUCTION – THE NEED TO RETHINK  
HOW INFLUENCE OPERATIONS ARE EMPLOYED
The war started by the Russian Federation in Ukraine, named by 

the Kremlin special military operation, stands proof to the fact that 
the access to public information – granted during peace time as one 
of the rights and liberties guaranteed by democratic societies – cannot 
be fully ensured during wartime. The decisive role of the information 
warfare on the attainment of political and military objectives leads to 
the need for the imposition of limitations with regard to the access 
to public information, not only in the states that are engaged in the 
conflict, but also in third party states. Thus, in order to prevent the 
potential effects of the propaganda led by the Russian Federation, 
many democratic states have chosen to forbid the access to sources 
of information from Russia. This measure, meant to limit the exposure 
of the population from Western states to the propaganda conducted 
by the Kremlin, raises questions on the susceptibility of the audiences 
from democratic states to the propagandistic messaging efforts of the 
Russian Federation and on the means that these states have to counter 
the phenomenon.

In Donbas, as one article in the French publication Le Monde noted, 
“20 years of Russian propaganda led to war (…) Vladimir Putin prepared 
for armed war with a war on the minds” (Hopquin, 2022), which he won 
in time. In eastern Ukraine, the propaganda of the Russian Federation 
constantly demonised Kyiv and pro-European leaders, determining 
the Ukrainians living there to consider themselves indeed victims of 
a “genocide” and motivating them to support the war initiated by the 
Russian Federation against the so-called “Nazification of Ukraine”, 
while believing narratives that for the Western world appear to be 
fictional. As the Russian Federation won the fight on the minds of the 
Ukrainian separatists, investing time and resources in this “victory”, 
one questions arises – “What could have Ukraine done better to counter 
the actions of the Russian Federation in the information environment, 
that nurtured the division among its own citizens?”. But expanding 
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from the case of Ukraine, where many lessons are yet to be identified, 
the need to rethink the way in which NATO states respond to adversary 
propaganda and employ influence operations arises.

INFLUENCE – ETHICAL PERSPECTIVES
Influence operations are seen as activities that have a malign effect 

on the audience that is being targeted. They are treated from the 
morality standpoint, as the entity that conducts such activities wants to 
determine an action or inaction of an individual/a group with a certain 
intention. When influence has a role that is considered “pro-social”, 
influence activities are acceptable, being considered informative or 
educational campaigns – like those that cover environmental, medical, 
alcohol or tobacco consumption fields. This happens following a 
consensus of the majority – many times supported by science, according 
to which these campaigns intend to shape the individual in a “good” 
sense. Thus “the majority” does not question the morals behind the 
attempt to change the individual, his behaviour, and choices, even if he 
is a citizen of the same state or a member of the group. Even the idea 
of having the state behind the campaign does not raise morality issues. 
But when the purpose of influence campaigns enters the sphere of the 
military and political objectives, in the benefit of the state, influence 
activities conducted by the state on its citizens are not considered 
acceptable by “the majority”.

Considering the extended model of persuasion proposed by 
Robert H. Gass and John S. Seiter (Deac, Roșcan, 2018, p. 32), influence 
operations belong to the category of “pure persuasion”, having 
the following features: they are certainly intentional, interpersonal 
and they intend to produce effects. The ethical issues attributed to 
persuasion can be solved if the agents behind it respect an ethical 
code of persuasion (Ib., p. 39). Propaganda, compared to persuasion, 
requires more organisation, being defined by Garth Jowett and 
Victoria O’Donnell as “the deliberate and systematic attempt to 
shape perceptions, manipulate cognitions and obtain a response that 
corresponds to the interest of the propagandist” (Ib.). It thus results 
that propaganda needs planning. This requires establishing the effects 
that need to be attained (starting from interests/objectives), refining 
the audiences that are susceptible to influence and determining the 
techniques that can bring the desired results. Propaganda is seen  
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more frequently though as a “negative”, “selfish” action, being 
considered that it serves entities that want to affect groups, individuals, 
following their own interests. In a military context, ignoring the use of 
propaganda from ethical reasoning would certainly be a mistake, as it 
would offer advantages to the adversary.

NATO PSYOPS, that have as a first goal “to influence”, are grounded 
in ethical doctrinal principles. Thus, “truthfulness” refers to the fact that 
PSYOPS must be based on real information, while considering the use 
of false information counterproductive as it affects long term credibility 
and success. Another similarly important principle is “credibility”, 
which is ensured by employing facts that cannot be contested, so 
that when they are examined by the audience, they are perceived as 
plausible, acceptable. “Attribution” is another NATO PSYOPS principle, 
considered necessary to maintain credibility. Thus, PSYOPS are generally 
attributed to NATO, or to a partner state or nation (AJP-3.10.1, 2014, 
pp. 1-6). The Romanian PSYOPS doctrine has adopted these principles 
as well, including: truthfulness, which provides that “PSYOPS is based 
on the use of true information” (Romanian Psychological Operations 
Doctrine, 2016, p. 14); assuming identity, which “must be ensured for 
all activities conducted by PSYOPS” (Ib.) and credibility – “the use of 
indisputable information ensures the success of PSYOPS products when 
critically analysed by the audience” (Ib.).

Following the war started by the Russian Federation in Ukraine, 
there are talks on the fact that Ukraine “won” the support of the 
Western world employing means that are specific to the information 
warfare (Reisher, Jacobs, Beasley, 2022). Ukraine’s social media 
campaigns, such as those depicting the atrocities committed by the 
Russian Federation in Ukraine, mythologising Ukrainian heroes, but 
also presenting the adversary’s armed forces as being made up of 
soldiers of a questionable value, have surely been efficient in obtaining 
international and domestic support. Thus, certainly, no limitation has 
been applied when it comes to influencing the internal or international 
public on the premise that it would not be ethical to do so. And the 
lack of this limitation has ensured Ukraine’s success in maintaining 
the support of the international community for the war effort and in 
increasing the cohesion of its own population in front the common 
enemy. It can be argued consequently that, in a critical situation, the 
employment of influence operations on the internal and international 
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public is not only justified, but it is a precondition for success in the 
operational environment. Obtaining the support of this category 
of audiences for the legitimacy of the actions conducted by state 
authorities may be optimized through complementary efforts led both 
through political and military instruments.

THE IMPACT OF THE LIMITATIONS IN EMPLOYING 
INFLUENCE OPERATIONS ON THE EFFICIENCY  
OF COUNTER-PROPAGANDA ACTIONS
In accordance with Romania’s Constitution, “The armed forces 

are subordinated exclusively to the will of the people, in order to 
guarantee the sovereignty, independence and unity of the state, the 
territorial integrity of the state and of the constitutional democracy” 
(The Constitution of Romania, Art. 118). Thus, military operations, 
including influence operations are planned based on the premises that 
they will serve “the will of the people”, considered in this paradigm 
homogeneous or at least “the will of the majority”. The purpose 
of influence operations planned in a military context is to attain 
military and political objectives for the benefit of its own forces, and 
extrapolating, to contribute lastly to guaranteeing the sovereignty, 
independence, unity, and territorial integrity of the state. There is a 
need to establish an ethical code, under the auspices of which the 
propaganda activities conducted by the armed forces for the benefit of 
“the will of people” would be considered acceptable.

The public discourse fails in approaching influence operations 
conducted by state entities in a nuanced way, considering in an a priori 
way that by employing them, the rights of the targeted citizens would 
be infringed. Thus, the military doctrine of most NATO member states 
limits the use of influence operations on domestic audiences, which 
are to target only the adversary. Difficulties arise when defining the 
proper strategies of response to adversary propaganda that is targeting 
own citizens or forces, without employing influence operations as 
well. As a response strategy, the military specialists in the field, are 
left with the “weapon” of informing the internal audience, limiting 
themselves in using tactics, techniques and procedures that fall under 
the influence practices from ethical reasoning, even if the situation 
is critical. Real contexts, like the war in Ukraine, shows that there is 
a need for a pragmatic analysis on the way that influence operations 
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will be employed in a military context, as a response to the adversary 
propaganda that is targeting the domestic audience.

In the USA, the Department of Defence (DoD) prohibits directing 
influence operations on the domestic audience. The definition of 
the Forces responsible to conduct Military Information Support  
Operations (MISO) of the US Armed Forces clarifies that influence 
activities will be directed only upon external audiences, while US 
citizens can only be targeted with information messages disseminated 
by the MISO specialists: “MISO forces are trained, equipped, organised, 
mission-tailored and purpose-designed to influence foreign individuals 
and groups, and inform both domestic and foreign populations”  
(FM 3-53, 2013, p. 1-1). Further, the MISO manual goes into details in 
explaining the type of mission in which the capability is used: 

• MILINFO – Military Information (informing and influencing 
foreign TAs in support of DoD activities and operations); 

• IIS – Interagency/Intergovernmental Support (shaping and 
influencing foreign decision-making and behaviours in support 
of US regional objectives, policies, interests, theatre military 
plans and contingencies); 

• CAIS – Civil Authority Information Support (the use the 
information dissemination capabilities requested by a federal 
agency in support of relief operations in the wake of natural 
and man-made disasters within the geographical area of the 
USA) (Ib.). 

It clearly results thus that internal audiences can only be targeted 
in the USA by MISO specialists with information messages within CAIS 
missions.

In NATO, psychological operations (PSYOPS) activities are meant 
to influence targeted audiences, in order to achieve military and 
political objectives. PSYOPS are the equivalent of MILINFO, but NATO 
doctrine does not state explicitly that they are destined to engage 
audiences that are foreign to NATO, but “approved audiences”. 
The 2014 NATO doctrine on PSYOPS (in effect) defines PSYOPS as 
“planned activities using methods of communication and other means 
directed at approved audiences in order to influence perceptions, 
attitudes and behaviour, affecting the achievement of political and 
military objectives” (AJP-3.10.1, 2014, p. 1-1). The target audiences 
are approved by the North Atlantic Council (NAC) for NATO military 
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operations. The 2007 NATO doctrine on PSYOPS stated that NATO 
forces and its capabilities can be used to analyse the effects of the 
adversary’s propaganda on “friendly” audiences, uncommitted civilian 
audiences, and own forces, but will not be employed to engage 
NATO forces. Further, the annex of the doctrine that referred to  
counter-propaganda techniques and procedures explained that it 
will engage approved audiences affected by hostile propaganda, less 
NATO forces and citizens, who are audiences that would be engaged by  
“Troop Information” and “Public Information”. The doctrine explicitly 
provided among the “Limitations” section in countering propaganda 
that it is not NATO PSYOPS responsibility to directly address NATO 
forces and citizens [AJP-3.10.1(A), 2007, p. D-4]. The 2014 NATO 
PSYOPS doctrine does not include this provision. It states that in 
countering propaganda PSYOPS will make recommendations and 
where the situation dictates so, it will act in order to exploit “fleeting 
opportunities”. The 2014 NATO doctrine delimits between defensive 
and offensive counterpropaganda, mentioning for the first (through 
a footnote) that outside of a military operation, Public Affairs are 
responsible to counter messages that are hostile to NATO (AJP-3.10.1, 
pp. 1-9).

NATO PSYOPS doctrine follows the NATO policy on PSYOPS, which 
is defined in the decisions of NATO Military Committee no. 402. NATO 
Military Committee decision no. 402/1 from 2003 defined PSYOPS role 
as follows: “to influence perceptions, attitudes, and behaviour of target 
audiences, be it selected individuals or groups, with the goal of achieving 
political or military objectives, whilst preventing the effective use of 
these activities against own forces. Simply stated successful PSYOPS 
weakens the will of an adversary, reinforces the feelings and stimulates 
the cooperation of the loyal and sympathetic, and gains support 
of the uncommitted” (Military Decision on MC 0402/1, 2003, p. 2).  
At the same time, in the limitations sections it contained the provision 
according to which “NATO Commanders can conduct crisis response 
psychological operations (CRPO) and combat psychological operations 
(CPO) but will not target the international press, NATO/coalition 
nations, allied/coalition forces, or civilian audiences outside of the 
JOA” (Military Decision on MC 0402/1, p. 7), adding that the potential 
impact on unintended audiences must be considered. The limitation 
is not included in the decision of the NATO Military Committee  
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no. 402/2 from 2012 (which preceded the 2014 NATO PSYOPS doctrine) 
where it is provided that NATO Commanders will “conduct PSYOPS 
only with respect to NAC approved audiences, the possible impact on 
unintended audiences must be taken into account” (Military Decision 
on MC 0402/2, p. 6) and PSYOPS role is also differently defined: “The 
role of Psychological Operations (PSYOPS) is to induce or reinforce the 
perceptions, attitudes and behaviour of (NAC) approved audiences in 
support of the Alliance political and military objectives. Additionally, 
PSYOPS can mitigate the effective use of hostile propaganda against 
friendly forces, local civilian audiences and other audiences of 
importance to NATO” (Ib., p. 2). This definition implies that psychological 
operations in actions that are meant to counter propaganda could 
target domestic audiences. The NATO policies on PSYOPS provided 
in 2003 that “whilst NATO PSYOPS forces and assets may be used in 
the analysis of an adversary’s psychological activities, they only have 
the responsibility for addressing approved target audiences” (Military 
Decision on MC 0402/1, p. 8), whereas in 2012 counter-propaganda is 
defined as “a multidisciplined effort led and coordinated by Info Ops 
function (...) Themes stressed in the adversary’s propaganda activities 
are identified and then possibly countered in a multidisciplined effort 
(...) NATO PSYOPS forces and assets take a lead role in the analysis of 
the adversary’s propaganda and support counteractions” (Military 
Decision on MC 0402/2, p. 7).

The 2016 psychological operations doctrine of the Romanian 
Armed Forces included, similarly as the 2007 NATO PSYOPS doctrine 
and the 2007 version of the Romanian doctrine, the provision 
according to which influence operations will not be conducted on 
internal audiences, thus not adapting its provisions to the 2014 NATO 
doctrine, that eliminated it. It cannot be excluded that the doctrine 
of other NATO member states – like the 2013 US doctrine, may have 
been considered in deciding to keep the provision. Even so, the PSYOPS 
doctrine of the Romanian Armed Forces mentions that in counter-
propaganda, PSYOPS responsibility will be to make recommendations 
and act directly when the situation dictates so – an unclear provision 
that is probably adopted from the 2014 NATO PSYOPS doctrine, where 
there is the reference to exploiting “fleeting opportunities”.

If from the perspective of the citizens’ rights and liberties not 
influencing the domestic audience is an ethical matter, difficulties arise 
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in defining purely informative communication strategies, which are as 
powerful as the adversary’s propaganda that engages the citizens of 
a state in a crisis or conflict situation. In this scenario, the adversary’s 
messages will be tailored to target individuals and groups that are 
susceptible to influence, exploiting their vulnerabilities to achieve  
the desired behaviours. Not engaging those audiences and not using 
the same influence techniques, or “not fighting with weapons of the 
same calibre”, in this context – own persuasive messages –, from  
ethical reasoning, reduces the chances of executing an efficient counter-
propaganda by the forces that are destined to do so. Consequently, an 
ethical provision may constitute a weakness that offers advantages to the 
enemy in the information environment confrontation. Consequently, 
to counter propaganda, in the absence of other “weapons” to be 
used by the military specialists, the best practice would be to limit the 
exposure of the audience to propagandistic messaging.

For the US PSYOPS, the vision of targeting foreign audiences 
through MILINFO (influence operations) is not only plausible, but the 
main employment of the PSYOPS specialists. But even in the USA, after 
the interference of the Russian Federation in the 2016 elections, the 
need for optimising the efforts conducted on the four instruments 
of national power – DIME/ Diplomatic, Informational, Military and 
Economic is being discussed increasingly more, in order to impede the 
external influence on the domestic public (DuVal, Maisel, 2017), even if 
this will not be achieved through the military instrument. The model of 
“not engaging internal audiences” is inefficient in situations of potential 
conflict for Romania, in which the adversary is conducting a hybrid war, 
targeting the Romanian citizens with PSYOPS. For Romania, considering 
the limitations in employing PSYOPS, the most efficient way to counter 
the propaganda of the adversary would be to restrict the access of 
the audiences to sources that disseminate such messages, so that the 
need to target the domestic public with messages constructed with 
influence techniques does not arise. The limitation is not a sufficient 
measure, as the information environment where potential adversaries 
act is “unconstrained”. As much as the attempt to restrict channels 
that are known as propaganda vectors is conducted, the population 
still has access to high-speed internet and unlimited resources.  
At the same time, countering fake news alone with correct information 
proves to be inefficient, as the adversary has the advantage of making 
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“the first move” which leads to cognitive biases among the audience 
(Reisher, Jacobs, Beasley, ib.).

To lead an efficient counter-propaganda, in many cases there is 
a need to target the audiences that are susceptible to the influence 
of the adversary with persuasive messages that would counter the 
opponent. This would be done after an analysis on their opportunity 
and complementary to information activities if the later are considered 
sufficient. In other terms, if the propagandistic actions of the adversary 
have the potential to determine certain groups in the society to conduct 
destabilising actions that could affect “the will of the majority”, the 
way in which these groups could be targeted with influence operations 
needs rethinking. The modification of the NATO PSYOPS doctrine, 
between the 2007 and 2014 versions, seems to have left an open 
door to targeting internal audiences, even if the provision is rather 
implicit through the elimination of the limitations that were clearly 
stated previously. The PSYOPS doctrine of the Romanian armed forces 
should also reflect a more realistic approach of the PSYOPS response 
to adversary propaganda, being clear and specific about the role 
played by PSYOPS in countering propaganda, the audiences that can 
be targeted in this context and the methods that are to be employed.

THE GREY AREA BETWEEN “INFORM”  
AND “INFLUENCE”
Setting boundaries between “informing” and “influencing” is 

also a difficult démarche. According to Alex Mucchielli “any attempt 
to communicate is an attempt to influence” (Deac, Roșcan, p. 16), as 
the communicator seeks to produce effects. Consequently, a sharp 
separation between the two is almost impossible.

The function of “informing” the society is ensured for the most 
part by mass-media, which has assumed the role of a “watch dog” 
(Coman et al., 2005, p. 89) in ensuring the right of the citizens to be 
informed, defined by the article 31 of the Romanian Constitution as 
“The right of a person to have access to any information of public 
interest” (The Constitution of Romania, Art. 31). At the same time 
the constitutional provisions state that both private and public  
mass-media have the obligation to “ensure the correct information of 
the public opinion” (Ib.). In order to establish what constitutes “public 
interest” mass-media makes a selection in prioritising the subjects  
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that represent “media events”. If the event is defined as “any happening 
from the environment with a certain significance for an individual 
or group” (Roșca, 2006, pp. 113-114), the information represents, 
in relation to the event, “shaping the reality” (Ib.), a process that is 
subject to selecting the facts. The rules of journalism name certain 
criteria that guides the journalists in selecting the subjects of public 
interest, as follows: “temporal proximity (topicality), spatial proximity 
(geographical), the unusual in the happenings, involved personalities, 
consequences, conflict, human interest” (Ib.). These rules cannot 
eliminate though the subjectivity in the process of ranking the news. 
Mass-media holds the role of a “gatekeeper” (Communication Theory 
), influencing in a considerable manner what is brought to public 
attention. Mass-media, like any other industry is not exempted from 
“the gains logic”. Consequently, interests of economic, political or 
other nature play an important role on the altering the rules of the 
profession. The approach of news is also influenced by a series of 
organisational factors. Bruce D. Itule and Douglas A. Anderson name 
the factors as being the following: the instincts of the journalist 
(intuition), the audience of a media institutions, the space available for 
publication, the quantity of news that is available, the editorial policy, 
the pressures instilled by the owner of the media asset, the influence 
of the companies that buy advertising space, the editorial formula and 
the competition between press institutions (Coman et al., pp. 47-48). 
Even so, many mass-media channels claim they have the role of an 
“ally” or an “accomplice” of the public, in the relation of the public 
with the state, relying on the dissatisfaction of the citizens towards 
the political representatives. Thus, on a daily basis, the audience 
is rather subject to being influenced and less informed through  
mass-media means, while the media consumption is decisive for 
shaping perceptions, attitudes and behaviour.

Inform and influence activities (IIA), planned in a military context 
by the USA are delimited in the MISO manual through their graphic 
representation on “the influence continuum” where a separation is 
made between two lines of effort, inform and influence, where the axis 
represents: horizontally – the level of control over the information, and 
vertically – the level of psychological pressure applied on the audience 
(figure no. 1).
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Figure no. 1: MISO on Inform and Influence lines of effort  
(FM 3-53, 2013, pp.1-8)

The graphical representation shows that the activity “inform” 
has more nuances. “Semi-controlled” information has a purpose in 
essence, translated in educating and then influencing. Persuasion 
follows as a subsequent step, involving a higher level of control on 
the information and a higher level of psychological pressure on the 
audience. In this context, counter-propaganda actions could be placed 
in the area of “inform to influence”, but this already includes a certain 
level of control on the information and a certain level of psychological 
pressure on the audience. To respect the doctrinal provisions on 
influence operations, counter-propaganda efforts should be led only 
through “inform to educate” or “inform only” activities, in order to avoid 
employing influence operations when engaging the domestic audience.  
The disadvantage in these two approaches is that education is achieved 
in time, while “purely informing” is less efficient than propaganda, 
being dependent on the informational and cultural baggage of each 
individual. Thus, by employing persuasion techniques, or through a 
communication that is planned to influence, psychological operations 
would be conducted on the domestic audience, contrary to the current 
doctrinal provisions.
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CONCLUSIONS
Inform and influence activities need further clarification in future 

doctrines that regulate these fields of activity, by formulating adequate 
counter-propaganda strategies. Moreover, the limitations imposed 
in the doctrine on psychological operations need reconsideration.  
The principles stated in the doctrine should be formulated starting from 
hypothetical conflict scenarios in which Romania could be involved, and 
subsequent training activities should reflect the potential threats to 
the national security of Romania. If this is translated in establishing an 
ethical code or a “deontology on psychological operations” under which 
domestic audiences could be employed, defining the limitations should 
start from Romania’s Constitution. The constitutional provisions that 
can be defended through military force, as well as the situations when 
this would be needed, could represent the larger frame to legitimise 
the employment of PSYOPS on groups susceptible to influence, among 
the domestic audience, in support of the multidisciplinary effort of 
countering propaganda. Such an approach of psychological operations 
would be more realistic, effective, and clear for the specialists that 
operate in the field and for the commanders whose conventional war 
actions will be supported through PSYOPS.
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The increase in regional instability, generated by the current Russian-Ukrainian 
conflict as well as the effects of the Covid-19 pandemic have highlighted 
the need for effective governance through the application of tools aimed at 
providing security to the citizens. The development of technology, which has 
led to unrestricted access to information, has also created the emergence of 
new types of threats, such as fake-news, propaganda or disinformation, threats 
that require punctual, flexible and adaptable methods to counter, diminish or 
eliminate. A very good knowledge of the specifics of the Romanian people and 
their perception of security risks is required.

Starting from the premise that the mentioned threats have already 
manifested, resulting in a wrong perception of the population on security 
risks, a tool that has proven its effectiveness since Antiquity and that can be 
used by the state, through its institutions, could be represented by strategic 
communication.

This article first addresses the issue of the population’s perception of security 
risks, then issues related to strategic communication, and as a final research 
direction, the way in which risk perception can be changed through StratCom.

Keywords: risk; population’s perception; strategic communication; threat; 
national security;
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INTRODUCTION
“It is increasingly important that the Alliance (the North Atlantic 

Treaty Organisation – NATO, A.N.) communicates in an appropriate, 
timely, accurate and responsive manner regarding the evolution of its 
roles, objectives and missions. Strategic communication is an integral 
part of our efforts to achieve the political and military objectives of 
the Alliance” (Strasbourg/Kehl Summit Declaration, 2009). Part of the 
Strasbourg/Kehl summit declaration, this quote captures very well the 
importance that NATO attaches to strategic communication/StratCom, 
especially in the context of large-scale information conflicts/operations 
initiated by entities considered to be threats to the Alliance.

NATO has learned its lessons, identified in the previous situations, 
and fully understood that a strengthened communication campaign 
is required at all levels of the military art so that the information 
objectives of the opponents could not be met and public opinion 
continues to support the policy and actions to guarantee the security 
of the Alliance.

What I want to point out, right from the beginning of the article, is 
that NATO has not invented strategic communication and it has existed 
for centuries. Thus, studying and applying the method of historical 
research, I believe that, since Antiquity, strategic communication has 
been applied with amazing results, as can be seen from the article 
of Zenia Duell, Strategic Communication in History: The Emperor 
Augustus, the rapid evolution of technology making it even easier to 
use not only by the state, its institutions and organisations but also by 
hostile entities.

The hostile entities term refers, in my understanding, to those state 
or non-state organisations that carry out actions that represent threats 
to national, regional or even international security. In this respect, we 
can see the Russian Federation as a hostile state entity, potentially 
generating threats, as derived from the propaganda or disinformation 
actions undertaken by it. The methods used in this regard can be easily 
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assimilated into those of StratCom. At the same time, there are also 
organisations, such as ISIS/Islamic State Organisation, considered 
hostile non-state entities. These are only some examples, given the 
nature and complexity of contemporary threats that challenge the 
state of peace and security.

In the current security environment, whether we are talking 
about national, regional, international or human individual security, 
threats, risks and vulnerabilities are in a permanent dynamic, so 
that, sometimes, even specialists in the field encounter difficulties 
in identifying and, even more, in countering or eliminating them. 
The most representative example in this regard is, in my opinion, the 
Covid-19 pandemic. Its management was perceived as effective by 
one part of the population and as completely ridiculous by the other.  
One thing is certain, namely that managing the pandemic has been a 
real challenge in identifying the most appropriate responses so that 
human suffering is limited, citizens’ rights are respected, and sectors 
of society function at least at a minimally acceptable level so as not to 
generate negative or even destructive long-term effects.

The risk generated by the pandemic, like other risks to national 
security, was not perceived in the same way by every citizen. Everyone’s 
personal experience, living environment, education, even trust in 
authorities have determined different perceptions in different people, 
perception being essentially a subjective cognitive process.

Starting from the research hypothesis, according to which there 
is a certain perception regarding the risks to national security among 
population, I intend, in this article, to identify what the main risks 
perceived by the population are at present, if indeed they are included 
into the category of risks stated by the official documents (National 
Defence Strategy, Defence White Paper etc.) and, last but not least, 
in what way, with the help of strategic communication, the state can 
influence the perception of the population and thus provide real 
benchmarks regarding threats and vulnerabilities that can constitute 
risks to national security.

The research methods that I will use in order to achieve the 
objectives are from the heuristic category, especially classical ones, 
namely historical analysis, theoretical analysis, comparative analysis 
and observation.
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PERCEPTION OF RISKS TO NATIONAL SECURITY
Before analysing the population’s perception of the risks to national 

security, I consider it appropriate to provide a brief description of how 
the Romanian population perceives, knows and contributes to the 
creation and consolidation of national security.

Security is a concept that can be applied to any entity, thing or 
action, as “a protection in case something bad happens” (Oxford 
Advanced Learner’s Dictionary, 2015, p. 1399). Depending on the type 
and size of the organisational entity that requires protection against 
different types of risks and threats, security can be international, 
regional, national, individual, as well as economic, social or cultural.

National security is a wish of the state and its citizens, which requires 
their joint effort. In the context of globalisation, free movement, the 
accelerated development of technology or new types of risks and 
threats, national security can no longer be achieved in a regional or 
even international environment of insecurity.

The membership status of the North Atlantic Alliance/NATO, of the 
European Union/EU, as well as Romania’s strategic partnerships with 
other states make it impossible to treat security as a strictly national 
objective. These alliances and partnerships, on the one hand, help in 
the process of strengthening security at all levels, and on the other 
hand, oblige the state to take measures and actions in the interest of 
all.

For the citizens, however, individual security exists and is perceived 
as paramount. A person will perceive risks to his/her private life much 
more acutely, from financial or social to medical risks. The risk of a 
terrorist attack, for example, comes second in this context.

The term risk has been defined in countless ways and is widely 
used both in the literature and in everyday life. Thus, in the Oxford 
Dictionary, risk is defined as “the possibility that something bad will 
happen at some point in the future, a situation that may be dangerous 
or have a dangerous outcome” (Ib., p. 1339).

At the same time, in the National Defence Strategy of the 
Country for the period 2020-2024, the risk represents “probabilities 
of occurrence or manifestation of any event, situation, condition with 
uncertain manifestation potential, the materialisation of which would 
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lead to affecting in anyway the normal functioning of state institutions, 
the organisation and functioning of human communities, as well as 
the life and physical integrity of citizens, in a given circumstance or 
context” (National Strategy for the Defence of the Country for the 
period 2020-2024/SNAP., 2020, p. 24) .

From another perspective, risk “refers to the probability that some 
harm will result from a threat, combined with the estimate of the 
damage that may occur if the threat materialises” (Robinson, 2010, 
p. 189).

I believe that a clear differentiation between the two terms: risk 
and threat is required, as confusion often occurs. Threats are defined 
as “actions, facts or states of fact, capabilities, strategies, intentions 
or plans that can affect the values, interests and national security 
objectives and/or are likely to directly or indirectly endanger national 
security, by affecting the nation’s sovereignty, independence, unity and 
territorial integrity, the normal functioning of state institutions, the 
life and physical integrity of citizens and the organisation of human 
communities” (SNAp., ib.) or, if we strictly refer to national security, 
“the threat is someone or something that has the potential to harm 
national interests” (Robinson, p. 17).

We can therefore observe that, while the threat is represented by 
the existence of a factor that can cause damage, the risk means the 
existence, on the one hand, of a threat, and on the other hand, the 
possibility that such threats materialise.

The two terms should be analysed both from the objective 
perspective of their existence and from the subjective perspective 
of how they are perceived by the population. They were defined and 
exemplified, following the analysis of the international, regional and 
national security environment, in several forecasting documents, with 
the role of establishing clear directions of action, such as the National 
Defence Strategy of the Country for the period 2020-2024 or the Defence 
White Paper. Of course, they are not all-inclusive and the instability and 
dynamics of the security environment can influence or even completely 
change the courses of action established at a given time. An eloquent 
example can be the Covid-19 pandemic. It “highlighted the way in which 
risks of a non-military nature can generate transnational implications 
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and multiple challenges for states, regardless of the level of economic, 
technological and military development” (Defence White Paper, 2021, 
p. 12). In this concrete situation, a very important role was played by 
the population’s perception of the risk generated by the pandemic. 
The evolution of the spread of the virus was strongly influenced by the 
actions of the population, and the measures taken by each individual 
state were intended to be specific and effective, although the lack of 
experience of state actors and people with decision-making power 
highlighted their inability to manage the crisis.

The population’s perception of risk involves much more than the 
meaning of the perception from the perspective of the psychological 
process it represents. From the point of view of psychology, “perception 
is a cognitive process (of knowledge), which consists in reflecting objects 
and phenomena in their integrity and at the moment of action on the 
sense organs” (Eţco, Fornea, Davidescu, Tintiuc, Daniliuc & Cărăruş, 
2007, p. 52). We can easily see the limitations of this definition when 
we refer to the population’s perception of security risks. First of all, risk, 
in its meaning of the possibility of the occurrence of an undesirable 
event, entails the existence of a large amount of unknown. Although 
we can identify a threat, we are unlikely to know everything about 
it. We can consider, for example, the case of the Russian-Ukrainian 
conflict. It was known that the Russian Federation represents a threat 
to regional stability and that it may have the intention of conquering 
new territories or that it possesses certain military capabilities, but the 
fact that it initiated military actions against Ukraine, its mode of action, 
the reaction to European sanctions are elements that were partially or 
totally identified only after they occurred. Another example, even more 
representative, could be the Covid-19 pandemic, with all its political, 
economic, social or health effects. Unpredictable development has 
destabilised even the strongest states.

Another limitation, in my view, is related to the second part of 
the definition, namely the fact that it entails knowing the objects and 
phenomena at the moment they act on us. In terms of risk perception, 
we are unlikely to perceive any potentially dangerous situation as 
such even when it occurs. I will refer here, again, to the example of 
the Covid-19 pandemic. From the study Risk Perceptions of COVID-19 
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around the World, it emerges that “personal experience with the virus, 
individual and prosocial values, news about the virus from friends and 
family, trust in government, science and medical professionals, and 
personal knowledge of government strategy were significant predictors 
of risk perception” (Dryhursts, Scheinider, Kerr, Freeman, Recchia,  
Van der Bles & Van der Linden, 2020). As a result, we can deduce 
that the situation in which the risk begins to manifest itself does not 
guarantee a correct, uniform and equal perception of the population.

As the previous paragraph shows, the perception of risk can neither 
be quantified nor anticipated. The existence of so many variables 
causes different perceptions even within a small group of people. 
At the same time, risk perception “is closely related to a significant 
number of experiential and socio-cultural factors that transcend state 
barriers” (Ib.).

The population’s perception of risks has, over time, been extensively 
analysed and studied. Whether we are talking about risks generated by 
Covid-19, terrorism or even natural disasters, the perception of risk 
was, is and will always be influenced by two main factors: personal 
experience in relation to the risk factor and trust or, on the contrary, 
its absence in the authorities. There are, in addition to these, other 
factors that can influence the perception of risk, such as: gender, 
age, education, social environment, culture etc. These factors are not 
defining, but may or may not increase risk awareness.

When we talk about the population’s perception of risk, we cannot 
limit ourselves to answering the question of whether the population 
perceives the existence of a certain risk. It is more important to 
determine the level of danger of that risk, as well as the possible 
consequences of its occurrence. In my opinion, it is necessary for 
the population to be aware of the presence but also of the degree 
of importance of the risk. An example would be the importance of 
being aware of the existing risks in social media. Such awareness 
prevents us from disclosing our personal data, accessing links from 
unreliable sources or sharing posts containing fake news, knowing and 
understanding the possible negative effects.
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DEFINING ASPECTS OF STRATEGIC COMMUNICATION
Strategic communication is a relatively new phrase, but, as I stated 

at the beginning of the article, since Antiquity, it has been a useful and 
effective tool for obtaining by the state and its leaders the behaviours 
and attitudes required of citizens. Certainly, the approach, the models, 
as well as the ways of conveying messages have changed.

A relevant example in this respect has been extensively discussed 
by Zenia Duell in the aforementioned work, Strategic Communication 
in History: The Emperor Augustus. It demonstrates the effectiveness 
of the messages conveyed by Emperor Augustus both through peace 
and political speeches and through novel methods such as poetry, 
representative buildings, cults, monuments, calendars. He managed, 
thus, through this form of strategic communication, to change 
mentalities, morals and even the way in which the citizens identified 
themselves as a people. He succeeded in doing it throughout the 
empire and for a very long time. (Duell, 2022).

With all the history behind the use of strategic communication, it 
has not received an unanimously accepted definition, but each state, 
organisation, institution or company has its own vision of what it means 
and how it is used. Until an approach is found that includes most of the 
defining elements, I consider it opportune to analyse the two terms 
from a theoretical point of view; “communication” and “strategy”.

Communication can be defined in several ways, from a psychological, 
social or political perspective. Such a definition of communication 
would be: “a process of transmitting information, ideas and opinions 
from one individual to another, from one social group to another” 
(Drăgan, 2007). Another definition of communication would be “the 
discriminative response of an organism to a stimulus” (Stevens, 
1950). I consider this definition, although it dates back over 70 years 
and may seem rather vague, just as relevant today. If a stimulus does 
not produce a response, we cannot speak of communication. For a 
better understanding, we can imagine the following: a person with 
authority and decision-making power, let us say the prime minister, 
transmits through the media that in two hours all grocery stores will 
be closed indefinitely and urges the population to hurry to buy the last 
available products. Certainly, such a declaration would produce panic  
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and chaos, and a very large number of citizens would try to buy 
everything possible in a very short time. At the same time, there will be 
a number of people who will not believe that such a thing can happen 
and will not take any action, but, for reasons of space, we will not debate 
this situation. Of course, the response I have previously mentioned will 
occur within both categories of people, whether it directly generates 
action or just a cognitive process followed by a decision not to act, the 
response to the stimulus (the prime minister’s speech) exists.

These definitions can be considered somewhat simplistic. 
Communication is much more than that. It has been and continues to 
be analysed from many points of view, and thus a significant number 
of classifications of communication have emerged. An example in this 
regard is Jakobson’s theory of communication, according to which 
there are six factors necessary for communication:

• Sender: Person who delivers a message to a specific audience.
• Receiver: The audience that receives the message. It must 

consist of at least one person.
• Context: There is a context or reason for the message to be 

communicated.
• Connection: There must be a relational channel and a 

connection between sender and receiver. This connection 
keeps the lines of communication open.

• Common code: The code includes the rules that combine to 
form the message and corresponds to the type of language 
used.

• The message: What is sent by the sender and corresponds to 
an experience, idea, explanation etc.

Certainly, communication is not that simple, and the model 
presented above applies strictly to linguistic communication, but for 
the purpose of this article, we will use these elements. In our particular 
situation, the sender can be any public authority, while the receiver 
is represented by the population. The other elements vary, but what 
can be easily observed is the fact that social networks have started to 
be used predominantly. In the stated model, social networks would 
represent the “connection” factor.
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Jacobson’s theory of communication applies, from my point 
of view, also when, instead of language, mime or gesture is used to 
communicate. Facial expressions that express certain feelings or 
states, such as “fear” or “disgust”, are universal, they can be “read”  
by anyone, this represents the common code and, thus, there is 
no need for the sender and the receiver to know and use the same 
language.

Strategy has also been debated over time and possibly not fully 
understood. Probably the most representative work that refers to 
strategy is Sun Tzu’s Art of War. Written most likely in the 6th-7th century 
BC, it remains the master book of military strategy. At the same time, 
the principles enunciated there have been and are still used in many 
other areas. The Oxford Dictionary defines strategy as “the process of 
carrying out a plan in an effective way” (Oxford Advanced Learner’s 
Dictionary, p. 1547). Strategy, as seen by Sun Tzu, was defined in Paul 
Robinson’s Dictionary of International Security as “the art of applying 
means to an end” (Robinson, 2010, p. 218). We can conclude, therefore, 
that strategy is an art by which, by means of a previously established 
plan, which contains means, methods and resources, one can achieve 
a certain thing.

The two terms, communication and strategy, seen as a whole, could 
mean achieving a certain thing, action, behaviour, thought etc. through 
the transmission of information from one person to another person or 
group of persons. The means by which strategic communication can 
be achieved would deserve at least a separate article. From my point 
of view, mass media and social networks are, at the moment, the most 
used, and the fact that most people have access to both television 
and Internet determines the effectiveness of this means of achieving 
StratCom.

As I have mentioned, a precise, universally accepted and used 
definition of strategic communication does not exist, but one that, in 
my view, best applies in the context of its use to shape the public’s 
perception of risks to national security could be: “the alignment of 
words, images, actions and policy by a political actor with the intention 
of achieving changes in the attitudes and/or behaviour of a target 
audience” (Althuist, 2022)
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The importance of strategic communication has increased 
significantly in recent years, thus being adopted as a concept and 
implemented both at NATO level and within national public institutions 
through newly established structures.

The NATO Centre of Excellence for Strategic Communication 
(NATO StratCom COE) has been operating since 2014. According to 
the description of the Centre, found on its website, “NATO StratCom 
COE, based in Riga, Latvia, contributes to the improvement of strategic 
communication capabilities within the Alliance and between it and 
allied nations. Strategic communication is an integral part of efforts 
to achieve the Alliance’s political and military objectives, therefore 
it is increasingly important that the Alliance communicates in an 
appropriate, timely, accurate and responsive manner on its roles, 
objectives and missions in evolution”. (NATO StratCom COE).

The Centre’s view on strategic communication as “a holistic 
approach to communication, based on values   and interests, which 
includes everything an actor does to achieve objectives, in a contested 
environment” (Ib.), as well as its multi-level, long-term orientation to 
adopt complex solutions capture the importance and its role within 
the Alliance in creating and strengthening at the level of society the 
awareness of the objectives, missions and activities carried out and, 
thus, we could complete, a greater awareness of the risks and threats 
to NATO security and, implicitly, to national security.

A relevant event to the theme presented in this article was 
organised within the project: “Social perception and communication 
strategies regarding national security risks”, carried out in the period 
2015-2017. The event “Strategic communication – a tool for shaping 
perceptions of national security risks” took place at the headquarters 
of the “Mihai Viteazul” National Intelligence Academy in 2017, with 
the participation of specialists from several structures in the National 
Defence System, Public Order and National Security, as well as within 
some Romanian universities. At the event, topics were addressed 
such as: entities with decision-making power and that can influence 
perception, the role of citizens in creating and strengthening national 
security, strategic communication – theoretical aspects and ways 
of transposition into practice, but also the amplification of the risk 
determined by the manifestation of “fake news”.
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ELEMENTS OF STRATCOM  
THAT CAN STRENGTHEN/CHANGE POPULATION 
PERCEPTION OF RISKS/THREATS
As it emerges from the study, StratCom involves several types 

of actions and not only those related to the perception of the 
population. The population, in general, receives different messages 
from various sources and, taking into account the complexity of the 
communication channels, we can say that it is assaulted with multiple 
and contradictory approaches, a fact that can radically change, in any 
fraction of a second, the population’s perception of a phenomenon. 
In this respect, agencies with responsibilities in the field of ensuring 
and guaranteeing security act to protect the population in the face of 
fake news messages, cyber-attacks and, at the same time, analyse the 
messages transmitted through media channels.

From my point of view, the national, regional and even 
international security environment, characterised by the existence of 
dynamic, unpredictable types of risks and threats that rarely produce 
effects only within the borders of a single state, represents a great 
challenge for states and their institutions, as well as for regional 
and international organisations and alliances established to ensure 
security. What happened during the pandemic, when the population 
had to understand the destructive effects it can have if certain rules 
are not strictly followed, represented a huge challenge for the state 
authorities. The aspects that defined the strategic character of the 
communication carried out by the state institutions were: 

• consistency and volume – A very well-designed communication 
campaign was needed to provide the citizens with the 
information necessary to be aware of the situation and, at the 
same time, to protect them in the face of those fake news that 
appeared in the public space and could create panic and even 
chaos, which would have generated an unsafe and unstable 
environment. 

• coherence – The messages coming from the national authorities 
and beyond were, for the most part, unitary, acting in order 
to protect the population’s perception of the phenomenon  
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and to mobilise citizens in the immense joint effort to fight to 
stop the pandemic. 

• harmonisation with the messages sent by other entities – 
Studying and analysing the messages sent during this period, 
we can find that they contained, by and large, the same type 
of indications and recommendations and the same importance 
was given to the phenomenon. In addition, international 
organisations followed the same model, which, from my point 
of view, is natural, considering the place and role that our 
country represents in the international context, including as a 
real player in ensuring and maintaining national, regional and 
international security.

Another challenge, from StratCom’s point of view, was that 
simultaneously with the pandemic, appeared messages related to the 
actions of the Russian Federation. The short distance of only several 
hundred kilometres from the national territory and the fact that they 
gradually intensified especially after 24 February 2022, the date of the 
beginning of the offensive operation of the Russian Federation on the 
territory of Ukraine, resulted in the achievement of their objective of 
creating a state of insecurity. And I bring up here the multiple messages 
related to recruitment and forced enlistment in the structures of the 
Ministry of National Defence or the danger of offensive actions on the 
territory of our country. In order to verify and confirm the existence 
of offensive actions carried out by the Russian Federation in the form 
of “fake-news”, a simple search on the Internet is necessary. One such 
example is the article with the title Fake News in Connection with 
Trojan Footprint 2022, published on 6 May 2022 on the INFORADAR 
portal of the Ministry of National Defence, in which specialists from 
the ministry dismantle the false information from the original article 
distributed on the Telegram platform.

Moreover, the danger of war was equated with the explosion 
of prices and the significant increase in utility bills, which, again, 
influenced the population’s perception of the state of security. That is 
why decision-makers at all levels have identified it as a threat and are 
doing their best to maintain a state of balance in this regard.
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Against the background of the mentioned events, NATO acted 
permanently and effectively, in my opinion, offering messages of 
stability and safety. Here we discuss the presence on the territory of 
our country of the Secretary General of NATO just a few days before the 
invasion of the Russian Federation (on 10 February 2022), of various 
representatives of NATO, of the US Army, and not only that.

At the same time, on 12 July 2022, the annual NATO symposium, 
“Partnership 360”, took place, in which representatives of allied and 
partner countries participated with the aim of facilitating dialogue 
regarding the evolution of the partnership within NATO, common 
perspectives, as well as the search for concrete solutions to increase 
cooperation. Moreover, part of StratCom, NATO deployed and 
significantly increased the contribution of troops on the territory of 
Romania, accelerated certain actions and exercises, including the 
presence of the VJTF in our country, as can be seen from the press 
release of the Ministry of National Defence no. 203 of 19.05.2022.

We can, therefore, conclude that NATO has acted synergistically to 
shape the perception of the citizens of allied and partner states related 
to security risks, especially the risk of an armed conflict breaking 
out, to ensure a state of stability and security and the consolidation 
of security, especially in the eastern flank of the Alliance. NATO has 
proven effective in applying the lessons learned, even more so with 
regard to StratCom, as an essential tool in consolidating good relations 
within the Alliance, interactions with other states, as well as a very 
important aspect, from my point of view, the image of NATO among 
the population and the citizens’ understanding of the role, missions 
and objectives of the Alliance, of the risks and threats that NATO 
identifies, counters, diminishes or eliminates.

CONCLUSIONS AND RECOMMENDATIONS
The population’s perception of risks has always been a challenge 

for the state institutions empowered to take decisions regarding the 
state security. A wrong perception of the most likely risks, determined 
perhaps by a lack of personal experience, a poor security culture or 
the social environment of the citizen increases the chances that the 
perception of the institutions in question, of the decisions taken by 
them not to be a very good one. From here to the non-application 
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of the recommendations or indications necessary to be followed by 
all citizens, as an expression of their contribution to the creation and 
strengthening of national security, as well as of countering, reducing or 
removing risks, is only a step.

The mission of the state to increase citizens’ trust in its institutions 
is a very difficult one, even more so in this era, where fake news, 
propaganda and disinformation are constantly present in our daily 
lives. The rapid development of technology and social networks can 
constitute a real and imminent threat to national security, precisely 
through these methods used by hostile entities.

Of course, the technological development and the multiple 
means of communication also represent a huge advantage of the 
state. Strategic communication for the purpose of providing current 
and correct information constitutes an effective and easy-to-use 
tool through which both the state and NATO succeed in forming or 
changing the population’s perception of risks. It justifies the fact that 
people know the risks and threats.

From the study of the specialised bibliography, a number of 
aspects emerged that should not be neglected. First of all, the factors 
that must be taken into account when talking about the population’s 
perception of risk are largely subjective and describe attributes specific 
to citizens, such as gender, education, culture, personal experience 
with the threat that generated the risk etc. StratCom’s mission to 
influence the population’s perception in this case is even more 
difficult. Certain conceptions and perceptions can be changed through 
effective programmes to educate the population by age, category, 
social environment, their fields of activity etc. At the same time, 
there are factors, such as personal experience with the threat that 
generated the risk, which can trigger strong, invariable perceptions. 
There are also aspects related to the state and the ability with  
which its institutions, through strategic communication, manage  
to create a favourable image, corroborated with the manner of  
decision-making and whether in the past they have led to positive 
outcomes, resulting hence the population’s trust in the state, in its 
institutions and organisations. A second factor, also important, is the 
effectiveness of the use of StratCom in changing the perception of the 
population. This type of communication, known for its effectiveness 
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especially in the state-citizen relationship, applied to high standards 
and by trained people, can change not only perceptions, but also the 
creation or consolidation of a correct and complete security culture 
that can later be materialised in concrete actions in the spirit of 
maintaining a stable security environment.

A final aspect of interest, in my opinion, would be the need for the 
state to correctly and early identify the population’s perception of the 
existing security risks and, with the help of strategic communication, 
to bring about changes. Small steps in this regard were taken with 
the establishment, at the level of several institutions, of specialised 
structures in the StratCom field, as well as the financing of research 
projects aimed at establishing those risks perceived by the population 
in a more acute way. The existence of vulnerabilities that can be 
constituted by corruption, lack of security culture, insufficient or 
ineffective education, determines a slow pace of implementation of 
strategic communication, but also a low effectiveness.

We cannot say with certainty that the population’s perception of 
security risks reflects the degree of probability of the occurrence of 
a certain risk, its importance, the possible negative effects of their 
occurrence etc. From my point of view, the fact that a significant 
percentage of the population has access to a very large amount of 
information can help them correctly identify what the security risks 
are. At the same time, the mass media and social networks can easily 
become elements of destabilisation, exaggerations of negative effects 
can occur, they can create panic among the population or they can 
even expose fake news. All this determines a certain perception of the 
population regarding security risks, which, as it appears from the text 
of the article, can be influenced or changed with the help of strategic 
communication so that it comes as close as possible to the analysis and 
conception of specialists in the field.
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The development of the command and control capability for the crisis 
management operations conducted by the European Union has been a 
constant element in the context of European security and defence cooperation. 
The particular profile of the regulatory framework governing the activities 
performed under the auspices of the Common Security and Defence Policy 
has led to a specific EU capability building process. The formulas promoted in 
relation to both civilian and military components have taken various forms. 
However, the constant trend is to consolidate the options that the EU can employ 
in generating and conducting its own operations. They will add to the EU-NATO 
cooperation framework, developed from the earliest moments of the launch 
of European military operations. The developments in terms of the potential 
to generate and lead mixed civil-military commitments have been placed 
on similar coordinates. In practice, the stage in the development of the EU’s 
command and control capabilities attests to the existence of a comprehensive 
and equally complex instrument that the EU can employ in managing its own 
operational commitments.
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INTRODUCTION
The European Union is one of the most active actors in the field 

of crisis management. Within the almost two decades since the 
establishment of European security and defence cooperation, the 
EU has launched about 40 missions and operations having different 
structural levels and geographical coverage. Practically, the operational 
dimension has gradually become the main form of expression of the 
EU profile in the field of crisis management. Equally, considering the 
historical evolution of this project, institutionally subsumed under 
the Common Security and Defence Policy (CSDP) and, subsequently, 
under the Lisbon Treaty, the operational dimension has been the main 
objective on which the member states efforts have focused. Illustrative 
in this regard is the space dedicated to this component in all the treaties 
successively adopted by the European Union since its establishment. 
The situation is similar with regard to the security strategies adopted 
by the EU member states in 2003 and 2016 respectively. 

All these elements indicate the interest in the development of 
the autonomous capability to generate and conduct operational 
commitments as a way to concretely support effective multilateralism 
and to promote a strengthened profile of the EU’s external action.  
In this approach, the main focus has been on achieving preventive 
action capabilities and avoiding escalating conflicts (A Secure Europe 
in A Better World, 2009, p. 34). The Security Strategy adopted in 2003 
emphasised the necessity to deeply adapt the way in which the European 
Union would address conflict and instability situations starting from 
the premise of the dynamics of the security risks and threats forms of 
manifestation. Within this paradigm, the set objectives were related to 
the trialogue activism – capability – coherence, which, at that moment, 
had to guide the EU external action and the available instruments. It is 
evident that such an approach could not be implemented in isolation. 
That is why dialogue and partnership with the states and organisations 
with which the EU shared values were deepened. 
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From the perspective of the concrete objectives1 (Rutten, 2001, 
pp. 89-91) adopted in the context of European cooperation, the 2003 
Security Strategy reflected its incipient stage and also provided the 
foundation for the development of that dimension. The achievements 
in that regard were to be emphasised in the context of the document 
update, five years later. Thus, it was validated the focus on optimising 
the capability for action (Report on the Implementation of the European 
Security Strategy, 2008) by the operational commitments launched by 
the EU, in the timeframe between the two documents, in the Balkans, 
Africa, Asia and the Middle East. 

The adoption, in June 2016, of the second Strategy, structured 
according to the suggestions of the High Representative of the Union 
for Foreign Affairs and Security Policy, Federica Mogherini (2014-2019), 
represented the beginning of a new stage in the development of the 
EU’s role and external action, in a highly different context, given the 
increasing globalisation. In this context, it is necessary to emphasise 
the diversity of opinions regarding the consistency between the two 
strategic documents. A relatively large analytical segment supports the 
absence of conceptual consistency, highlighting the major differences 
between the two documents in terms of content. The second current 
supports the conceptual consistency between the two documents, the 
emphasis placed on the development of an active profile and on the 
potential of the EU as an actor in the international security context 
being found as the main premise of the 2016 Global Strategy (EUGS). 
From a personal perspective, I share the second approach to this topic, 
given the permanence of conceptual elements, such as the support 
for effective multilateralism and the role of the UN in managing the 
security situation or the importance given to cooperation with partners. 
It is evident that, the strategic framework adopted in 2016 came to 
respond to a highly dynamic security paradigm, considering the effects 
generated by the proliferation of asymmetrical threats as well as of 
the conventional threats associated with the Russian-Georgian War 
(2008) and the annexation of the Crimean Peninsula (2014). Under 
such circumstances, the Global Strategy provided the EU’s adapted 
response by integrating the available instruments in a multilateral 
formula having a multidisciplinary character. The geographical 

1 In compliance with the Millennium Declaration adopted by the European Council in Helsinki, in 
December 1999.
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perspective of such an approach was a mixed one, bringing together 
the concern for the EU’s vicinity, from a global perspective, justified by 
the interconnection of risks and threats, and the exponential potential 
to affect the European security. The promotion of such a vision paid 
particular attention to the EU’s capability for action in the context of 
crisis management. Thus, the EUGS directions for action were aimed 
at commitment – responsibility – partnerships, a formula in which the 
EU’s external action was based on the necessity to strengthen the 
member and partner states resilience. Moreover, it was taken into 
account the capability to project a relevant response at strategic level, 
subsumed under a larger objective, namely to establish an integrated 
approach in relation to not only the external action but also the internal 
harmonisation of EU policies. Against that background, defence policy 
became a particular focus, being highlighted the necessity for optimal 
interaction (Shared Vision, Common Action, 2016, p. 30) with other EU 
cooperation dimensions such as internal market, industry, space etc.

In supporting the level of ambition assumed by the EUGS, the 
autonomous action capability was a distinct component, associated 
with the role of the CSDP and the development of defence capabilities. 
In fact, the EUGS added additional value in substantiating a new 
security vision, in which cooperation under the institutional auspices 
provided by the Lisbon Treaty was a significant component. Practically, 
the CSDP was seen from the perspective of the general note based 
on the multidimensional approach and the implementation in all 
the stages of crisis and conflict situations. Moreover, the operational 
commitments were valued from the perspective of the EU’s objective 
to be able to rapidly, responsibly and decisively respond to crisis 
situations. In addition, the CSDP operational optimisation was seen 
as an objective based on two pillars – national contributions from 
the perspective of strengthening interoperability and development 
of the EU’s response capability. As for the latter, the focus was on 
harmonisation and synergy between different levels, including 
from the perspective of institutional convergence, as well as on the  
civil-military complementarity generalisation (Ib., pp. 47-48).  
We can thus speak about elements of consistency in the external 
action strategic framework. They can be also found at the level of 
European cooperation in the field of security and defence (ESDP-CSDP), 
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particularly at the operational dimension level. Basically, the common 
thread between the two strategies is represented by the central role 
played by the EU capability to generate operational commitments at 
the level of the pursued objectives. 

“BERLIN+” OPTION
From a practical perspective, even since the initial stages of 

the development of European cooperation in the field, the types 
of operational commitments the EU could participate in were 
aimed at three formulas – autonomous military operations, civilian 
operations and “Berlin+”-type operations. The latter represented a 
rather particular case, derived from the evolution of the EU security 
and defence dimension, and in close correlation with the previous 
cooperation between NATO and the Western European Union2 (Final 
Communique Issued at the Ministerial Meeting of the North-Atlantic 
Council, 1996). Equally, that type of operations should be also seen 
from the perspective of the initial stages of European cooperation 
under the ESDP, when the operational priority assumed by the EU 
was aimed at the Western Balkans area. In this regard, structuring 
the operational cooperation framework with NATO got absolutely 
necessary, considering the Allied commitments in the area as well as 
the incipient stages of the European project. Based on those realities, 
in late 2003 it was concluded a cooperation agreement between the 
EU and NATO, regulating the procedures through which the Allied 
command and control capabilities could be employed in the operations 
conducted by the European Union. The definition of the cooperation 
framework between the two organisations allowed the EU to launch 
the first crisis management military operations in Bosnia-Herzegovina 
(EUFOR ALTHEA) and former Republic of Macedonia – today, North 
Macedonia (Operation CONCORDIA). 

As far as functioning was concerned, the “Berlin+” Agreement 
implementation entailed employing the Supreme Headquarters Allied 
Powers Europe (SHAPE) to ensure, at strategic level, the functions 

2 The origins of the “Berlin +” Agreement can be found in the parameters agreed at NATO level 
(decisions taken between 1994 and 1996) aimed at supporting the operations conducted 
by the Western European Union, see https://www.nato.int/docu/pr/1996/p96-165e.htm, 
retrieved on 12 April 2022. Following the takeover of the latter’s functions at the EU level, they 
have been translated into the agreement between the EU and NATO.

“Berlin+”-type 
operations 
represented a 
rather particular 
case, derived 
from the 
evolution of 
the EU security 
and defence 
dimension, 
and in close 
correlation with 
the previous 
cooperation 
between NATO 
and the Western 
European 
Union. Equally, 
that type of 
operations 
should be also 
seen from the 
perspective of 
the initial stages 
of European 
cooperation 
under the 
ESDP, when the 
operational 
priority assumed 
by the EU was 
aimed at the 
Western Balkans 
area. 

Development of the European Union Autonomous Command and Control Capability  
in the Context of European Security and Defence Cooperation

EURO-ATLANTIC INTEGRATION

ROMANIAN
MILITARY
THINKING

111

of the EU Operational Command. In this context, the option agreed 
at the level of the cooperation framework was aimed at employing 
DSACEUR (Deputy Supreme Allied Command Europe) as the European 
command option for the EU “Berlin+”-type operations. At operational 
level, the implementation was achieved by the identification of the 
necessary resources at the level of NATO command structure. As for 
the experience of operational commitments in the Western Balkans, 
the utilised formula was aimed at employing the EU Command Element 
within the Joint Force Command in Naples (up to 2004, AFSOUTH), the 
EU establishing liaison structures. 

NATIONAL OPTIONS FOR THE AUTONOMOUS  
MILITARY OPERATIONS
Simultaneously with the NATO transfer of responsibilities, the 

first autonomous military operation of the European Union, known 
as EUFOR Artemis, took place. It was launched on the basis of the 
EU Council Decision 2003/4321/CFSP (OJEU/OJL 147, 2003, p. 42) 
in DR Congo, Bunia perimeter, to ensure the implementation of the 
ceasefire agreement, according to the Security Council Resolution 
no. 1484/30.05.2003 (https://digitallibrary.un.org.). Although limited 
in duration, but effective in achieving the objectives in a high-risk 
environment, Operation Artemis has a special relevance for the 
discussed topic, from at least two perspectives. Firstly, it is about 
testing the EU’s ability to rapidly deploy relevant capabilities and staff in 
an impermissible operational environment. Practically, the experience 
and type of employment contributed decisively to the development 
of the concept of Battlegroups, which would be assumed at EU level, 
a distinct dimension of effort by adopting, in May-June 2004, a new 
Headline Goal3 focused on strengthening the speed of deployment. In 
practice, the typology of the EU operation would become the main 
formula for supporting the Union’s deployment capability in the field 
of crisis management, representing, since 2007, the preferred option 
to ensure the military component of the EU’s rapid response.

3 Headline Goal 2010, approved by the General Affairs and External Relations Council on 
17 May 2004, endorsed by the European Council of 17 and 18 June 2004. The text is 
available at https://www.europarl.europa.eu/meetdocs/2004_2009/documents/dv/sede 
110705headlinegoal2010_/sede110705headlinegoal2010_en.pdf, retrieved on 14 April 2022.
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Secondly, it is about promoting the first model for conducting 
EU autonomous military operations. From the perspective of the 
conditions of the initial stage of European cooperation and the 
absence of structures dedicated to ensuring command and control 
elements (C2) at EU level, the solution adopted was aimed at using 
national capabilities. Thus, it was used the Operational Command 
(OHQ) at Mont Valérien, provided by France to ensure the operation 
management. In the case of Operation Artemis, the procedure was 
employed until the OHQ was provided with personnel from member 
states. Given France’s role as a framework nation in supporting the 
commitment in Bunia, the use of national capability accelerated the 
process of preparing and launching the operation. It also ensured a 
high level of cohesion at the level of the chain of command, as well 
as at tactical level, by using a unitary set of capabilities, especially in 
terms of communications.

Referring to the positions of the EU member states on the 
possibility of developing the EU’s capability to act in the field of 
crisis management, it must be emphasised the role of France and 
the United Kingdom. Their efforts were part of a trend inaugurated 
in the context of the crisis in the former Yugoslavian space, marked 
by intense conflicts and extreme humanitarian implications.  
The complexity of the developments in the Western Balkans highlighted 
the need for a much stronger role for Europeans in managing security 
in geographical proximity. Based on these considerations, France and 
the United Kingdom adopted, in December 1998, during the St. Malo 
Summit, a Declaration in which it was stated the necessity for the EU 
to develop crisis management capabilities (CVCE, 1998, https://www.
cvce.eu). Under those auspices, on 25 November 1999, the Franco-British 
Summit in London indicated the readiness (Rutten, ib., pp. 77-78) of the 
two states to make national commands available to the EU to ensure 
the necessary C2 functions. The parameters thus advanced were 
consolidated immediately after the completion of Operation Artemis 
through the member states concrete actions. The option for using 
national commands to conduct autonomous military operations was 
addressed as a permanent option, which allowed the advancement 
of concrete offers from France (Mont Valérien), the United Kingdom 
(Northwood), Germany (Potsdam), Greece (Larissa), Italy (Rome). 
Following the exit of the United Kingdom from the EU, completed  
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on 31 January 2020, the role of Northwood Command was taken over 
by the contribution of Spain (OHQ Rota), whose operational capacity 
was validated through a crisis management exercise, held between 16 
and 24 April 2018 (MILEX-18)4. 

At the level of EU commitments, national command options have 
also been tested in other operations, such as EUFOR D.R. Congo  
(April-November 2006), in which OHQ was provided by Germany, 
including its commander, in the person of a German General Karlheinz 
Viereck. To that were added the operations in Chad and the Central 
African Republic (OHQ France), which took place between January 
2008 and March 2009. Their relevance in the EU operational 
environment is related to the strong multinational character, relevant 
from the perspective of the participation of 28 member states and 
three third countries. Also, in structuring the command and control 
arrangements, a new option was chosen, in the sense of designating 
an operational commander of a different nationality from that of the 
state providing the OHQ. Last but not least, the discussion should 
also address Operation Atalanta, launched in December 2008 and for 
which the C2 arrangements were provided by OHQ Northwood, and 
from February 2021 by OHQ Rota.

The mentioned aspects highlight the viability of the option to use the 
member states capabilities as platforms for building the multinational 
profile in generating the command and control arrangements for 
autonomous military operations. Practically, as the EU profile in 
crisis management has matured and, at the same time, against the 
background of an increasingly dynamic agenda, the approach to 
ensuring command options by employing rotational capabilities has 
become largely identified with executive missions. In this approach, 
the conceptual clarification of the executive character of an operation 
is achieved from the perspective of the degree of interaction with the 
state that receives the assistance provided by the military commitment5. 

4 For further details regarding the certification of the Operational Headquarters provided by 
Spain, see http://armada.defensa.gob.es, retrieved on 16 April 2022.

5 In the absence of the receptor state capability for action, the EU commitment has an 
executive character, while the support commitment (especially, preparation missions) has a  
non-executive character (doc. 17107/14 on 19 December 2014, https://data.consilium.europa.
eu/doc/document/ST-17107-2014-INIT/en/pdf, retrieved on 16 April 2022). Within the same 
classification, we can also speak about the executive missions robust posture accommodation 
at the chain of command level and, subsequently, at the C2 elements, from the perspective of 
the coherence and effectiveness of the mandate objectives implementation. 
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It is also the case of the EU maritime operations in the Mediterranean, 
such as EUNAVFOR MED (also known as Operation Sofia) (Council 
Decision/CFSP/2015/778 on 18 May 2015, OJEU, L 122/19.05.2015, 
pp. 31-35) and its successor operation, EUNAVFOR MED Irini, launched 
on 31 march 2022, both led by OHQ Roma having Italian commanders. 

INTEGRATED APPROACHES IN THE EUROPEAN UNION 
INSTITUTIONAL CONTEXT 
The discussion regarding the command options developed in 

the context of European cooperation cannot be comprehensively 
performed without taking into consideration the bivalent nature of the 
EU operational commitments. More precisely, it is about the fact that 
the EU’s potential to conduct crisis management operations is related 
to both civilian and military perspectives. Despite some conceptual-
practical delineations between the two components, the realities in 
the theatres of operations in different geographical areas indicated 
the need for an integrated approach, within which the civil-military 
interaction could generate a response that was better adapted to local 
realities. The utility of such an approach became more evident after the 
launch of the first wave of EU operations and missions, between 2003 
and 2005, the particular dynamics being able to generate additional 
concerns in relation to ensuring sufficient C2 capabilities.

The initiation of the commitments in the Western Balkans 
represented a considerable effort not only from the perspective of 
the engaged contingents but also from the one of ensuring the EU 
credibility to meet the challenges in the theatre. Therefore, the issue 
of ensuring C2 arrangements was validated as an extremely important 
one. In this regard, the European Council on 12-13 December 2003 
validated the proposal to establish a Civil-Military Cell within the 
EU Military Staff. The structure responsibilities were mainly related 
to supporting the operations command and control process, 
emphasising the early warning, situational awareness and strategic 
planning dimensions. Moreover, it was extremely important the way 
in which the Cell ensured a superior level of connectivity between 
the civilian and military components of the operations conducted 
under the ESDP. It was thus advanced the possibility of conducting a  
civil-military operation, as it would be the case of the European Union 
Monitoring Mission in Aceh (Indonesia), conducted in the period 
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between September 2005 – December 2006. On the same coordinates 
was performed the planning of the European Union Border Assistance 
Mission in Rafah (24 November 2005), at the crossing point between 
Israel and the Palestinian Authority. 

From an institutional perspective, the relevance of the Civil-Military 
Cell had value with regard to the integrated management dimension 
of the crisis management issues in the context of the EU institutional 
complexity. All the mentioned aspects occurred, mention should be 
made, under the circumstances of the EU operational appetence, got 
manifested, in that period, in launching a significant number of military 
and civilian operations and missions in the Balkans (EUPOL Proxima, 
EUPM BiH, EUFOR Concordia EUFOR Althea), Africa (EUFOR Congo) 
and Georgia (EUJUST Themis). Practically, the operational pace in the 
mentioned period of time was aimed at launching an EU operation 
every three months. 

Against that background, the practical relevance of the Cell for the 
EU operations was additionally strengthened by the European Council 
Decision on 16-17 December 2004 aiming at the establishment of an 
Operations Centre within the Cell. It had an ad-hoc character, being 
activated following a particular decision of the Foreign Affairs Council. 
Equally, the reason why its establishment was decided was related to 
generating an additional command and control option, able to also 
respond in the event of conducting mixed civil-military operations. 
The Centre reached full operational capability on 1 January 2007, 
being activated for the first time in the context of MILEX 07 exercise, 
conducted between 9 and 15 June 2007 (Press Release 10362/07, 
Brussels, 4 June 2007).

Operational readiness was achieved on 22-23 March 2012, when the 
Foreign Affairs Council adopted the decision to facilitate the planning 
and integrated management process of the operations conducted 
by the EU in the Horn of Africa. The focus was also on strengthening 
the synergies between the EU commitments in the area of Somalia 
(Operation Atalanta, EUTM Somalia and the civilian operation to 
strengthen the maritime capabilities in the region – EUCAP Nestor). 
Without interfering with the chain of command, the Centre ensured a 
C2 platform, from the perspective of the interaction between the EU 
structures involved in conducting the mentioned operations and the 
member states having personnel deployed within the entity (PRESSE, 
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7858/12, Brussels, 2012). The decision parameters were maintained 
for the following two years, subsequently the Centre readiness being 
extended until 2016. Thus, through the Council Decision 2014/180/
CFSP on 1 December 2014, the future of the Operations Centre was 
placed in the larger context of reviewing the EUMS functioning, 
namely the identification of a formula to make permanent the exercise 
of command and control responsibilities. 

From this perspective, the extension of the readiness period played 
an intermediary role, ensuring the civil-military coordination for the 
operations in the Horn of Africa. Moreover, it received additional 
tasks regarding the geographical responsibility for the Sahel, from the 
perspective of launching new commitments in the area (EUTM Mali, 
EUCAP Sahel – Niger, EUCAP Sahel – Mali). In the new context, the 
Centre was to function as an integrated (civil-military) structure having 
the role of facilitating the operations planning and command process as 
well as of strengthening the civil-military synergy at operational level. 
Moreover, its responsibilities also included the interaction between 
the Council structures, the EU special representatives and the activity 
in the field. Without being officially appointed commander of the 
missions in Africa, the Chief of the Centre was mainly responsible for 
the requests of the commanders in the theatre, while the prerogatives 
regarding planning documents management and mission command 
decisions lay with operational commanders coordinated by the Political 
and Security Committee. 

Even in the absence of a fully integrated profile, the Operations 
Centre planted the institutional-practical seeds for the generation of 
the command and control structures having a permanent character. 
In this regard, the types of work and the interaction with the member 
states as well as with the missions deployed in different geographical 
areas were to serve as a starting point for the next period. Mention 
should be also made that the conduct of the missions and operations 
in Africa represented a pilot episode in this direction, being relevant 
from the perspective of the multitude of commitments in the area 
as well as of the large spectrum of objectives, which allowed for 
comprehensively covering C2 arrangements. 

In parallel with the development of the Operations Centre, in 
August 2007 clarifications were provided regarding the way in which 
command and control arrangements for civilian operations were 

The Chief of 
the Centre 
was mainly 
responsible for 
the requests of 
the commanders 
in the theatre, 
while the 
prerogatives 
regarding 
planning 
documents 
management 
and mission 
command 
decisions lay 
with operational 
commanders 
coordinated 
by the Political 
and Security 
Committee. 

Development of the European Union Autonomous Command and Control Capability  
in the Context of European Security and Defence Cooperation

EURO-ATLANTIC INTEGRATION

ROMANIAN
MILITARY
THINKING

117

to be met. Through the document “Guidelines for Command and 
Control Structure for EU Civilian Operations in Crisis Management” 
(Doc. 9919/07) it was established a dedicated permanent structure, 
the Civilian Planning and Conduct Capability (CPCC). It was to become 
operational starting the end of 2007, within the General Secretariat 
of the EU Council, under the authority of the High Representative. 
The CPCC Director was to perform the duties of operational civilian 
commander for such commitments, and the command in the theatre 
was to be provided by the head of mission. The operational commander 
also ensured the command and control of EU commitments at strategic 
level, in compliance with the COPS role in political control and strategic 
direction, in accordance with the provisions of the EU Treaty.

However, it cannot be stated with certainty that the activity 
of the Operations Centre contributed to the effectiveness of the  
civil-military functionality in the field of crisis management.  
In this context, no significant progress was made with regard to the 
procedural-institutional functionality of the command and control 
structures. The situation was mainly generated by the asymmetry in 
terms of the institutional way in which the two components of the 
EU commitment were structured. Thus, for the military component, 
the developments up to that moment were the result of two formulas 
related to the “Berlin+” agreements and the national commands, 
which did not necessarily involve the EU institutional establishment. 
Moreover, the CPCC Director integration responsibilities for all the 
civilian operations and missions did not mirror the approach to the 
military component. In the latter case, there was no such layer, the 
responsibility for operations being exercised by each operational 
commander and, from there, under the COPS coordination, through 
the High Representative. Under those auspices, the Chief of the 
Centre responsibility for coordinating with the civilian missions 
commanders was difficult to harmonise with the chain of command/
national between the CPCC and civilian commitments. Moreover, the 
effectiveness of combined (civil-military) operational actions could 
not favour a general-level synergistic approach, given the difficulty in 
identifying a formula to develop a single chain of command, different 
rules of engagement and a procedural framework adapted for each 
component. Thus, at the civilian level, the financial resources that 
were necessary to sustain operations came from the EU budget, while,  
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for the military component, they were ensured by a dual system, aimed 
at the joint funding for a limited number of costs through Athena 
Mechanism6 and national contributions. 

From this perspective, on 8 July 2017, a new stage in the 
development of the EU command and control arrangements was set, 
by adopting the Decision to establish, within the EUMS, the Military 
Planning and Conduct Capability (MPCC) (Council Decision 2017/971, 
OJEU 46, 2017, pp. 133-138). It represents a permanent structure 
having C2 responsibilities at strategic level for the EU non-executive 
military commitments. The moment the decision was adopted, the 
MPCC became responsible for the training missions conducted by the 
EU in Somalia, Mali and the Central African Republic. According to the 
agreed parameters, we can also speak about an approach meant to 
ensure symmetry with the typology used for the civilian aspects of crisis 
management. Thus, the EUMS General Director was to incorporate the 
attributes of commander of the non-executive military missions, being 
responsible for operational planning, in compliance with the EU Treaty 
(Art. 38). The Operations Centre responsibilities were thus transferred 
and, starting on 19 November 2018, the new structure responsibilities 
were extended. The new level of ambition (Fiott, 2019, p. 83) was for 
the MPCC to meet the command and control arrangements for an 
autonomous military operation7 at Battlegroup level.   

The establishment of the MPCC and the transfer of exclusive military 
responsibilities to it was followed by the creation of new coordination 
and cooperation arrangements between the two command and 
control structures in compliance with the Common Security and 
Defence Policy bivalent profile. Thus, during 2017, a new structure 
got operational within the European External Action Service, namely 
the Joint Support Coordination Cell (JSCC), whose main objective 
was to ensure civil-military synergy at the level of EU commitment 
in the field of crisis management. To this end, the JSCC structure is 
composed of personnel belonging to the CPCC and the MPCC, having 

6 Starting in June 2021, the Athena Mechanism missions and functioning were taken over by 
the European Peace Facility, established by the Council Decision CFSP/2021/509 on 22 March 
2021.

7 Structures having approximately 1,500 troops, able to deploy within 5-10 days following 
the adoption of the decision to launch an operation. For further details regarding the EU 
Battlegroup Concept (doc.11624/14 on 14 December 2016), see https://data.consilium.
europa.eu/doc/document/ST-11624-2014-EXT-1/en/pdf, retrieved on 20 April 2022.
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as responsibilities the management of the aspects of joint interest for 
both types of operational commitments, such as communications, 
logistics, medical support etc. Thus, civilian and military expertise is 
brought together, providing a strategic perspective that is coordinated 
at the level of the EU operational commitments management.

CONCLUSIONS
Without doubt, the problem of command and control arrangements 

represents one of the main themes on the European cooperation 
agenda in the field of security and defence. As it can be noticed, the 
development of the EU autonomous capability in correlation with the 
types of commitments in which the organisation can get involved is 
one of the most dynamic aspects. Since the first EU Headline Goal 
was established, it has been constantly addressed at the level of the 
European project, entailing highly complex institutional formulas 
and often having a character that is innovative in the contemporary 
operational environment. To a great extent, this situation was generated 
by the particular way in which crisis management is addressed at 
the EU level as well as by the practical response formulas that are 
themselves complex formulas of operational expression. From this 
perspective, it can be advanced the opinion that the development of 
the command and control system has been focused on providing some 
practical management solutions for the diversity of the EU operational 
potential manifestation.

Equally, we speak about a system that has developed, to a 
certain extent, asymmetrically in relation to the evolution of the EU 
operational profile, especially with regard to its military dimension. 
The development has been aimed at the combination between 
the national capabilities and the ad-hoc formulas implemented at 
the EU level, compared to the civilian dimensions, where the single 
permanent option was assumed long before. This situation largely 
derives from the political aspects associated with the development 
of an autonomous capability, mainly from the perspective of the 
complementarity with the steps taken in the operational field by other 
multinational organisations, especially NATO. 

However, the assessment cannot be comprehensively done 
without considering the interagency nature of European cooperation, 
which is reflected in the preponderant role played by the member 
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states with regard to the conduct of executive operations. Moreover, 
there should be considered the advantages of the system developed 
by the EU from the perspective of the potential for flexibility, which 
has allowed for the generation of an extensive set of commitments, 
including the mixed ones, the latter representing a significant added 
value in the operational context. 

Given the mentioned aspects, the current state of development 
of the EU capability to simultaneously plan and conduct crisis 
management operations represents a relevant indicator for the 
degree of maturity achieved by the European cooperation in the field.  
The general tendency is to standardise the civilian and military 
approaches and, subsequently, to strengthen the permanent character 
of the related structures. Without doubt, we speak about a process 
that is evolving, its results adding new solutions that will complete the 
options for using the EU-NATO cooperation framework.
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Since its establishment, the two organisations, NATO and the European Union 
(EU) have acted to find the most effective ways, adapted to the constantly 
changing international environment, to carry out their basic missions and to 
maintain a strong transatlantic relationship. 

The EU, especially after the end of the Cold War, has made significant 
progress in the direction of building and strengthening a common defence 
policy as well as the necessary means for its implementation in accordance 
with its security interests.

During the resolution of certain security crises in Europe, but also outside 
it, there were certain differences between the USA and certain allies, some of 
them members of both NATO and the EU, regarding the necessary actions to 
perform the security responsibilities.   

The differences between the two organisations were mainly represented by 
the assessment of the threats, the institutions involved in the decision-making 
to trigger military actions, the requirements for military capabilities, the optimal 
ratio between political and military means in resolving crises and the share of 
military expenses in the gross domestic product. Moreover, the steps taken at 
the EU level have not always been the most appropriate for the development 
of credible military capabilities and for independent military actions, in crises 
where NATO as a whole is not involved.
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INTRODUCTION
Strategic trends in recent years illustrate the accumulation of a 

substantial potential to reshape relations between actors with global 
interests, with direct effects on the stability and predictability of the 
international system, and the revival of global strategic competition 
confirms the transition to a new security paradigm. (The Country’s 
National Defence Strategy for the period 2020-2024, 2020, p.17).  
The present article addresses several questions central to the debate 
over European security and the future of the robust transatlantic 
relationship as follows: What is the evolution of EU-NATO relations, 
especially in the security field? What are the particular security 
responsibilities of the European Union and NATO, and what is the 
correlation between the two organisations? What are the EU-NATO 
differences over the security responsibilities? What is the European 
Union’s and NATO’s strategy on threats response?  Is the European 
Union a security provider? Does the EU meet the challenges on forces 
and capabilities?  

Both NATO and the European Community (EC), now the EU, had 
their origins in the efforts to stabilise Europe after the Second World 
War. NATO’s original purpose was to provide collective defence 
through a mutual security guarantee for the United States of America 
and its European allies to counterbalance potential threats from 
the Soviet Union. The EC’s purpose was to provide political stability 
to its members through securing democracy and free markets.  
The United States of America has strongly supported both NATO and  
the EC/EU, based on the belief that stability in Europe engenders growth 
of democracy, reliable military allies, and strong trading partners.  
The evolution of NATO and the EC/EU after the collapse of the 
Soviet Union in 1991 has brought with it some friction between the 
United States of America and several of its allies over the security 
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responsibilities of the two organisations. (Archick, Gallis, 2008,  
p. 1). These differences centre around threat assessment, defence 
institutions, and military capabilities. 

For decades, the USA and the EU (its predecessor institutions 
included) have maintained diplomatic and economic ties. The 1990  
Transatlantic Declaration on EC-US Relations established the 
institutional framework for consultation, including meetings at the 
Ministerial level. (European Parliament, 1990).

In 1990, after Iraq’s invasion of Kuwait, some European governments 
– led by France – concluded that they lacked the military capabilities 
to respond beyond the North Atlantic Treaty area, to distant threats.  
In consultation with the United States of America, they sought to establish 
the European Security and Defence Identity (ESDI) within NATO, that 
would allow for consultation among themselves and with NATO over 
response to a threat. The USA asked that ESDI should not duplicate 
NATO structures, such as headquarters and a planning staff, but rather 
“borrow” NATO structures for planning and carrying out operations.  
In 1994-1996, NATO endorsed steps to build an ESDI “separable but 
not separate” from NATO to give the European allies the ability to act 
in crises where NATO as a whole was not engaged. (Archick, Gallis, Ib.).

In 1998-1999, the EU largely adopted ESDI as its own and began to 
transform it into a European Security and Defence Policy (ESDP), given 
greater definition by more detailed arrangements for the Europeans 
to borrow NATO assets for the “Petersberg tasks” (crisis management, 
peace operations, search and rescue, and humanitarian assistance). 
(Petersberg Declaration, 1992, p. 6). The principal differences between 
ESDP and ESDI were in the effort to secure more independence from 
NATO tutelage and guidance in the event that the USA expressed 
reluctance to become involved in a crisis. The Kosovo conflict of 1999 
further spurred this effort, when most EU members of NATO conceded 
that they still lacked adequately mobile and sustainable forces for 
crisis management. (Ib., p. 6). ESDP had to confirm that NATO and the 
EU had shared objectives and the Euro-Atlantic security and political 
relations would be strengthened by the development of the EU pillar. 

All EU members express a wish to see a strong US-led NATO. 
However, there are disputes with the United States of America over 
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how or whether to involve international institutions, such as the 
UN, in international crises. (Hunter, 2002, pp.74-75). There are also 
disagreements over the weight given to political versus military 
instruments in resolving these crises. These disputes have fuelled 
European desires to develop a more independent ESDP. The Treaty of 
Lisbon (i.e., the Treaty on European Union/TEU) requires the Member 
States to make available (Article 42(1)) and progressively improve 
(Article 42(3)) their military capabilities. (Treaty of Lisbon, 2007,  
p. C306/34). 

The United States of America maintains that ESDP must be closely 
tied to NATO, given the large number of states that belong to both 
NATO and the EU as well as the limited European defence resources. 
The issues raised in the 1990s debate over European security remain 
the essence of the debate today. (Archick, Gallis, 2008, p. 2). Moreover, 
starting in 2014, as well as in 2022, the USA and the EU imposed 
sanctions on Russia in response to the annexation of Crimea and the 
invasion of Ukraine.

EUROPEAN UNION STRATEGY  
ON RESPONSE TO THREATS
The EU, following the Treaty of Maastricht (1992), has had a 

Common Foreign and Security Policy (CFSP), established in 1993, in 
which member states have adopted common policies, undertaken 
joint actions, and pursued coordinated strategies in areas in which 
they can reach consensus. The eruption of hostilities in the Balkans 
in the early 1990s and the EU’s limited tools for responding to the 
crisis convinced EU leaders that the Union had to improve its ability 
to act collectively in the foreign policy realm. Previous EU attempts to 
further such political integration had been hindered for decades based 
on member states concerns about protecting national sovereignty and 
different foreign policy prerogatives. 

Most allied governments have contended that the USA places 
excessive emphasis on the military over political means to counter a 
threat. In general, they believe that military action must be undertaken 
within a multilateral framework. The allied debate over pre-emptive 
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attack was affected by the US decision to terminate UN weapons of 
mass destruction (WMD) inspections and to go to war against Iraq in 
March 2003. The EU recognises the primary responsibility of the United 
Nations Security Council for maintaining peace and international 
security.

The initial refusal by France, Germany, and Belgium to approve 
NATO military assistance to Turkey in February 2003 in anticipation 
of a possible attack by Iraq sharply divided the Alliance. Most allies 
said then, and maintain now, that a UN resolution is a requisite step, 
whenever possible, for NATO military action. The inability of the US 
Administration to locate WMD in Iraq led to renewed insistence among 
the European allies that their opposition was correct and that a UN 
imprimatur should be sought for NATO operations. (Archick, Gallis, 
2008, p. 3).

Europeans remain wary of arguments justifying the crossing of 
borders and resorting to military action. The establishment of the 
United Nations in 1946, under US leadership, was one means to ensure 
that international diplomatic and public opinion could be brought to 
enhance understanding of an impending danger and how to respond 
to it. 

The allied debate over pre-emptive attack, out-of-area engagement, 
and “legitimisation” of military operations was generated by the US 
will to avoid the Alliance difficult decision-making procedures. The US 
Administration believes that NATO military actions should mostly be 
conducted by “coalitions of the willing”. In this view, the Allies, of which 
only a small number have deployable forces capable of high-intensity 
conflict, should use coalitions of member states that agree upon a 
threat and have the means to counter it. (Archick, Gallis, 2008, p. 4). 
Most European allies believe that “coalitions of the willing” undermine 
the solidarity of the Alliance and the consensus decision-making 
principle. Their support for the principle of consensus centres upon a 
desire to maintain political solidarity for controversial measures. (Clark, 
2001, pp. 164, 176-178, 215-219, 224-225, 249-256). The recent world 
events have demonstrated that European soft power has limitations.
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EU leaders viewed ESDP as one of the great projects on the road 
to European integration. Countries such as the UK, Italy, and Spain 
considered that bringing more and better military hardware to the 
table would give the European allies a bigger role in the Alliance  
decision-making. Newer EU member states from Central and Eastern 
Europe, such as Poland and the three Baltic states, backed ESDP but 
maintained that it must not weaken NATO or the transatlantic link. 
Germany, given its size and wealth, was considered critical to the 
success of ESDP, but it has played a rather passive role in much of ESDP’s 
development. France has traditionally been intent on developing a 
more autonomous European defence identity. (Archick, Gallis, 2008,  
p. 18). At the same time, France has asserted that the EU should 
develop a full command and planning structure of its own. US officials 
contended that such a structure would rival NATO’s large planning cell 
and be a wasteful duplication of resources. (Mehta, 2018, pp. 1-3).

Following 11 September 2001, the EU has struggled with whether 
to expand ESDP’s purview to include combating external terrorist 
threats or other new challenges, such as countering the proliferation 
of WMD. The description of “Petersberg tasks” in the text of the EU’s 
newly-agreed reform treaty (The Lisbon Treaty) states that: “all of these 
tasks may contribute to the fight against terrorism” (NATO and the 
European Union, 2008), and many analysts assert that this language 
would effectively expand “Petersberg tasks” to include combating 
terrorism. 

In the wake of the terrorist bombings in Spain, on 11 March 2004, 
EU leaders issued a new “Declaration on Combating Terrorism”. In 
November 2004, EU officials outlined a more detailed plan to enhance 
EU military and civilian capabilities to prevent and protect both EU 
forces and civilian populations from terrorist attacks, and to improve 
EU abilities to manage the consequences of a terrorist attack.

Overall, critics of ESDP contended that it will mean less influence 
for the United States of America in Europe. They suggest that the 
possible development within NATO of an “EU caucus” – pre-negotiated, 
common EU positions – could complicate the Alliance decision-making 
and decrease Washington’s leverage. 
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As noted previously, EU plans for its rapid reaction force depend 
on double or triple-hatting forces already assigned to NATO or other 
multinational units, thus potentially depriving NATO of forces it might 
need if a larger crisis arose subsequent to an EU deployment. (Archick, 
Gallis, 2008, p. 19). 

The European Union is a unique and essential partner for NATO, 
shares the same values, and plays complementary, coherent, and 
mutually reinforcing roles in supporting international peace and 
security. NATO and the EU will enhance the strategic partnership, 
strengthen political consultations and increase cooperation on issues 
of common interest, including the military field. Developing coherent 
and mutually reinforcing capabilities, while avoiding unnecessary 
duplications, are the key to joint efforts to make the Euro-Atlantic area 
safer. (NATO Strategic Concept, 29 June 2022, pp. 1, 10).

Russia’s unprovoked and unjustified military aggression against 
Ukraine on 24 February 2022 grossly violates international law and 
the principles of the UN Charter and undermines European and global 
security and stability. Russia’s war of aggression constitutes a tectonic 
shift in European history. Confronted with growing instability, strategic 
competition and security threats, the EU decides to take further 
decisive steps towards building European sovereignty and reducing 
dependencies. 

In December 2021, the EU decided that it would take more 
responsibility for its own security and, in the field of defence, pursue a 
strategic course of action and increase its capacity to act autonomously. 
The European Council agreed to: increase substantially defence 
expenditures; stimulate Member States’ collaborative investments in 
joint projects and joint procurement of defence capabilities; invest 
further in the capabilities necessary to conduct the full range of missions 
and operations and take measures to strengthen and develop defence 
industry. The EU needs to best prepare for fast-emerging challenges by: 
protecting ourselves against ever-growing hybrid warfare; enhancing 
the security and defence dimension of space industries and activities; 
accelerating ongoing efforts to enhance military mobility throughout 
the EU. (The European Council, 2022, pp.1-5).
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THE EUROPEAN UNION – SECURITY PROVIDER

For decades, there has been discussions within the EU about 
creating a common security and defence policy. Previous EU efforts to 
forge a defence arm foundered on member states’ national sovereignty 
concerns and fears that an EU defence capability would undermine 
NATO and the transatlantic relationship. However, the US hesitancy 
in the early 1990s to intervene in the Balkan conflicts favoured the 
creation of an EU defence arm.  (Archick, Gallis, 2008, p. 11). 

Improving European military capabilities has been difficult, 
especially given many years of flat or declining European defence 
budgets. Serious capability gaps exist in strategic air and sealift, 
command and control systems, intelligence, and other force multipliers. 
Also, a relatively low percentage of European forces are deployable 
for expeditionary operations. A solution may be pooling assets among 
several member states and developing national niche capabilities as 
possible ways to help remedy European military shortfalls. 

In 2004, the EU established the European Defence Agency (EDA)  
to help coordinate defence-industrial and procurement policy in 
an effort to stretch European defence funds farther. Recently, many 
EU officials and national leaders have supported increased defence 
spending and advocated for further EU defence integration. Such calls 
have been driven by both the new security challenges facing Europe, 
including a resurgent Russia, and a desire to bolster the EU project in 
light of Brexit. At the same time, fundamental differences exist among 
EU countries about the best way to manage Russia in the longer term. 
(The Council of The European Union, 2021, pp.1-6). 

The deficiencies in European defence capabilities exposed by 
NATO’s 1999 Kosovo air campaign, gave new momentum to ESDP. 
(Hunter, 2002, pp. 3,10, 23, 30,115,121,130). EU leaders have hoped 
ESDP will provide a military backbone for the Union’s evolving CFSP, 
a project aimed at furthering EU political integration and boosting 
the EU’s weight in world affairs. They have also hoped that ESDP will 
give EU member states more options for dealing with future crises.  
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Most EU members have insisted that ESDP should be tied to NATO  
– as have US policymakers – and that EU efforts to build more robust 
defence capabilities should reinforce those of the Alliance. (Archick, 
Gallis, 2008, p. 12). 

Since 1999, with political impetus initially from the UK and France, 
the EU has been working to develop a Common Security and Defence 
Policy (CSDP). CSDP has sought to improve the EU’s ability to respond 
to security crises and to enhance European military capabilities.  
The EU has created three defence decision-making bodies and has 
developed a rapid reaction force and multinational “battlegroups”. 
Such EU forces are not a standing “EU army” but rather a catalogue of 
troops and assets at appropriate readiness levels that may be drawn 
from existing national forces for EU operations. CSDP operations 
focus largely on tasks such as peacekeeping, crisis management, and 
humanitarian assistance. Many CSDP missions to date have been 
civilian, rather than military in nature. The EU is or has been engaged 
in CSDP missions in regions ranging from the Balkans and the Caucasus 
to Africa and the Middle East.

France and some other countries have traditionally favoured a 
more independent EU defence arm. Many French officials have long 
argued that the EU should seek to counterbalance the United States 
of America on the international stage and viewed ESDP as a vehicle for 
enhancing the EU’s political credibility. (Ib., p. 12).

NATO support for ESDP and for the use of NATO assets in  
EU-led operations has been conditioned, since 24 April 1999, on three 
“redlines”, stated in article 9 of Washington Summit Communique: 
no decoupling from NATO. ESDP must complement NATO and not 
threaten the indivisibility of European and North American security; 
no duplication of NATO command structures or Alliance-wide 
resources and no discrimination against European NATO countries 
that are not members of the EU. (NATO, p. 3, 1999). The non-EU NATO 
members were concerned about being excluded from formulating  
and participating in the EU’s ESDP, especially if they were going to be 
asked to approve “lending” NATO assets to the EU. 
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With the inception of the battlegroup concept, the EU began 
creating these new combat units – completely from the ground up – 
for six-month readiness periods. (The European Council, 2013, p. 2). 

At its December 1999 Helsinki Summit, the EU announced its 
“determination to develop an autonomous capacity to take decisions 
and, where NATO as a whole is not engaged, to launch and conduct EU-
led military operations in response to international crises”. At Helsinki, 
the EU decided to establish an institutional decision-making framework 
for ESDP and a 60,000-strong “Headline Goal” rapid reaction force  
to be fully operational by 2003. This force would be deployable  
within 60 days for at least a year and capable of undertaking the full 
range of “Petersberg tasks” (humanitarian assistance, search and 
rescue, peacekeeping, and peace enforcement), but it would not be a 
standing “EU army”. (The European Council, 1999). Rather, troops and 
assets at appropriate readiness levels would be identified from existing 
national forces for use by the EU. (Archick, Gallis, 2008, p. 13).

It can be stated that Brexit could make closer EU defence 
cooperation, more likely because the UK traditionally opposed certain 
measures – such as an EU military headquarters – that it viewed as 
infringing too much on national sovereignty or the primacy of NATO 
as the main guarantor of European security. Since 2016, EU leaders 
have announced several new initiatives to bolster EU security and 
defence cooperation, including the European Defence Fund (EDF) to 
support joint defence research and development activities. In 2017, 
the EU launched a new defence pact (known officially as Permanent 
Structured Cooperation, or PESCO) aimed at spending defence funds 
more efficiently, jointly developing military capabilities, and increasing 
military interoperability. EU leaders assert that efforts such as EDF and 
PESCO do not represent the first steps toward an EU army and that 
member states will retain full control over national military assets and 
over defence procurement and investment decisions. (The Council of 
the EU, 2017).

Many in the EU argue that concerns raised by the withdrawal of the 
US and European forces from Afghanistan in August 2021 demonstrate 
the need for more robust EU defence capabilities. Some in the EU 
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have renewed calls for establishing an active EU rapid reaction force, 
as well as for changes to certain EU decision-making procedures to 
allow such a force to be deployed quickly in a crisis. (Emmott, 2021). 
At the same time, implementing EU security and defence initiatives, 
including PESCO, and improving European military capabilities remain 
challenging.

On the institutional side, the EU created three new defence 
decision-making bodies to help direct and implement ESDP. They are: 
the Political and Security Committee (composed of senior national 
representatives); the Military Committee (composed of member states’ 
Chiefs of Defence or their representatives in Brussels); the Military 
Staff (consisting of about 130 military experts seconded from member 
states). The EU also established cooperation mechanisms with NATO, 
intended to enable the EU to use NATO assets and meet US concerns 
about ESDP. They include regular NATO-EU meetings at ambassadorial 
and ministerial level, as well as regular meetings between the EU 
and non-EU European NATO members. This framework allows for 
consultations to be intensified in the event of a crisis, and permits  
non-EU NATO members to contribute to EU-led operations. (Archick, 
Gallis, 2008, p. 13).

“Berlin Plus” allows the EU to borrow Alliance assets and capabilities 
for EU-led operations and thereby aims to prevent a needless 
duplication of NATO structures and a wasteful expenditure of scarce 
European defence funds. “Berlin Plus” gives the EU “assured access” 
to NATO operational planning capabilities and “presumed access” to 
NATO common assets for EU-led operations “in which the Alliance as a 
whole is not engaged” (NATO Summit, 1999).

The current mechanism for formal cooperation between NATO 
and the EU is the “Berlin Plus” arrangement, signed in March 2003. 
As part of ongoing efforts to further develop ESDP, the EU adopted 
in December 2003 a new agreement on enhancing the EU’s military 
planning capabilities and NATO-EU links. It entailed:

• establishing an EU planning cell at NATO headquarters to 
help coordinate “Berlin Plus” missions, or those EU missions 
conducted using NATO assets;
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• adding a new, small cell with the capacity for operational 
planning to the existing EU Military Staff – which currently 
provides early warning and strategic planning – to conduct 
possible EU missions without recourse to NATO assets;

• inviting NATO to station liaison officers at the EU Military Staff 
to help ensure transparency and close coordination between 
NATO and the EU. (Burwell, Gompert, 2006, pp. 7, 13, 14). 
British officials maintained that the new EU cell would “not 
be a standing headquarters” and that national headquarters 
would still remain the “main option” for running missions 
without NATO assets. (House of Commons, 2006, pp. 26-27). 

Created with the signing of the Treaty of Lisbon, in 2007, the 
Common Security and Defence Policy (CSDP) follows the former ESDP, 
offering the institutional framework for carrying out security and 
defence cooperation, at the European Union level. A CSDP specific 
element is that it retains its intergovernmental character by operating 
on the basis of the principle of unanimity in the decision-making 
process. 

Since its inception, the EU has asserted that CSDP is intended 
to allow the EU to make decisions and conduct military operations 
“where NATO as a whole is not engaged” and that CSDP is not aimed 
at supplanting NATO’s collective defence role. The United States of 
America has supported EU efforts to develop CSDP, provided that it 
remains tied to NATO and does not rival or duplicate NATO structures 
or resources. Advocates of CSDP argue that more robust EU military 
capabilities will also benefit NATO given that 21 countries currently 
belong to both organisations.

In 2016 the EU launched a Global Strategy that reignited ambitions 
for European strategic autonomy, and that ambition has dominated 
the debate about EU defence. As a result, questions at that time 
existed for European allies about the strategic relationship between 
the EU and NATO structures and processes. Also in 2016 officials  
from the EU and NATO signed a Joint Declaration that laid out 42 actions 
in seven areas of cooperation ranging from countering hybrid threats 
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and cybersecurity to defence capabilities, industry and research, 
exercises and capacity building. (The Diplomatic Service of European 
Union, 2016). The EU also launched PESCO, which is a treaty-based 
political framework to help the EU member states develop capabilities 
jointly and in a way that will make them available for EU military 
operations. (The European Commission, 2017).

Two Berlin Plus missions have been conducted in the Balkans, and 
NATO and the EU have sought to coordinate their activities on the 
ground in operations in Afghanistan and various hot spots in Africa. 
Bureaucratic rivalry and varying views on both sides of the Atlantic 
regarding the future roles of NATO and the EU’s CSDP have also 
contributed to frictions between the two organisations. The emergence 
of new security threats in Europe, however, has prompted some recent 
progress toward enhanced NATO-EU cooperation. 

In 2016, NATO and the EU concluded two new arrangements – one 
on countering migrant smuggling in the Aegean Sea and another on 
cyber defence – and issued a joint declaration to “give new impetus 
and new substance” to their strategic partnership. (NATO, 2016). 
Among other measures outlined, NATO and the EU agreed to boost 
their common ability to counter hybrid threats, expand operational 
cooperation on migration (especially in the Mediterranean), and further 
strengthen coordination on cybersecurity and cyber defence. In 2018, 
NATO leaders reaffirmed the importance of the NATO-EU partnership 
and both organisations pledged to improve military mobility in Europe. 
(NATO, 2018).

The transatlantic relationship and EU-NATO cooperation, in full 
respect of the principles set out in the Treaties and those agreed by 
the European Council on 11 March 2022, including the principles of 
inclusiveness, reciprocity and decision-making autonomy of the EU, 
are key to European overall security. The solidarity between Member 
States is reflected in Article 42(7) TEU.
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THE EU’S GOALS FOR ENHANCING FORCE 
DEPLOYABILITY AND SUSTAINABILITY  
IN ORDER TO BRIDGE EQUIPMENT GAPS TO NATO 
Since the end of the Cold War, both NATO and EU have evolved 

along with Europe’s changing strategic landscape. The world is facing  
a critical time for its security and international peace and stability. 
In this radically changed security environment, both organisations 
are taking steps in strengthening and accelerating their adaptation, 
particularly in consolidating and modernising the force structure, and 
against all threats and challenges.

European shortfalls in strategic airlift, precision-guided munitions, 
command and control systems, intelligence, aerial refuelling, and 
suppression of enemy air defences are among the most obvious. In 
setting out the parameters of the 60,000-strong “Headline Goal” rapid 
reaction force, EU leaders sought to establish goals that would require 
members to enhance force deployability and sustainability, and to 
reorient and ultimately increase defence spending to help bridge 
equipment gaps. 

In 2000 and 2001, the EU held two military capability commitment 
conferences to define national contributions to the rapid reaction force 
and address the capability shortfalls. Member states pledged in excess 
of 60,000 troops drawn from their existing national forces, as well as 
up to 400 combat aircraft and 100 naval vessels as support elements. 
In 2001, the EU also initiated a European Capability Action Plan (ECAP) 
to devise strategies for remedying the capability gaps. (Archick, Gallis, 
2008, p. 14). The European Council met in Thessaloniki in June 2003 
and concluded that the EU had operational capability across the full 
range of “Petersberg tasks”, limited and constrained by recognised 
shortfalls, which can be alleviated by the further development of the 
EU’s military capabilities. (Council of the EU, 2003, p.17).

Both organisations have permanently contained that the 
transatlantic relationship and EU-NATO cooperation, with full respect 
for the principles provided in treaties, including the principles of 
inclusion, reciprocity and EU decision-making autonomy, are essential 
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for the security of the two organisations. (The Council of the EU,  
2022, p. 1).

As a result, ESDP missions in the near to medium term have 
focused on lower-end “Petersberg tasks” rather than on higher-end  
peace enforcement operations. EU leaders pointed out that 
rationalising member states’ respective defence efforts and promoting 
multinational projects to reduce internal operating costs were key 
goals of ECAP. Some options under consideration included: leasing 
commercial assets (primarily for air transport); sharing or pooling of 
national assets among several member states; “niche” specialisation, 
in which one or more member states would assume responsibility for 
providing a particular capability; and more joint procurement projects. 
(Archick, Gallis, 2008, p. 15).

The battlegroup concept provides the EU with a specific tool in the 
range of rapid response capabilities, which contributes to make the EU 
more coherent, more active and more capable. This concept enables 
the EU to respond timely to emerging crises with military means,  
taking into account the size and capabilities of the battlegroups 
on stand-by. The battlegroup concept is also a driver for capability 
development, improved interoperability and for transforming the 
member states’ armed forces from a “Cold War” to an expeditionary 
configuration, so the member states can undertake rapid deployments 
and operations.   

At the June 2004 EU Summit in Brussels, Belgium, EU leaders 
endorsed a new Headline Goal 2010 aimed at further developing 
European military capabilities. The Headline Goal was focused on 
improving the interoperability, deployability, and sustainability of 
member states’ armed forces. A key element of the Headline Goal was 
just the “battlegroups concept”, which saw to further enhance the EU’s 
ability to respond rapidly to emerging crises and undertake the full 
spectrum of “Petersberg tasks”. It was provided that each battlegroup 
should consist of about 1,500 high-readiness troops capable of being 
deployed within 15 days, for up to four months, for either stand-alone 
missions or as a spearhead force to “prepare the ground” for a larger, 
follow-on peacekeeping operation. In November 2004, at the EU’s third 
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military capability commitment conference, EU officials announced 
plans for the creation of 13 battlegroups, which may be formed by one 
or more member states and may also include non-EU members. 

As of January 2007, the EU announced that the battlegroups 
were “fully operational”, meaning that the EU now has the capacity 
to field two battlegroup operations nearly simultaneously. Many 
European and American military experts view the EU’s battlegroups 
as more sustainable and practical than the EU’s 60,000-strong rapid 
reaction force. They hope that the emphasis on highly trained, rapidly 
deployable multinational formations indicate that the EU is growing 
more serious about enhancing its defence capabilities and seeking 
new ways to stretch existing defence resources farther. (Archick, Gallis, 
2008, p. 16).

The EU Battlegroups concept is complementary and mutually 
reinforcing with the NATO Response Force (NRF) documents while 
taking into account the characteristics of both organisations.  
The EU-NATO Capability Group, notably through ongoing exchange of 
information for addressing overall coherence and complementarity 
between EU Battlegroups and the NRF, will ensure coherent, transparent 
and mutually reinforcing development of the capability requirements 
common to both organisations. (The European Parliament, 2004). 

Over the course of the last seven years, the EU bodies have 
made contributions to the new European defence architecture.  
In May 2017, the Council endorsed the Coordinated Annual Review 
on Defence (CARD).  CARD was conceived as a tool to help member 
states to harmonise their national defence plans and make sure that 
they are consistent with EU objectives, as well as to formalise defence 
cooperation. Since their launch, EDF, PESCO and CARD have developed 
quickly. The EU is taking steps to be able to act quickly and firmly 
whenever a crisis emerges, along with partners, if possible, on their 
own when necessary. It will develop a rapid deployment capability 
and strengthen the command and control structures by promoting 
a rapid and flexible decision-making process. (The Council of the EU, 
2022, pp. 23-28). The latest changes proposed to the EU’s defence 
architecture attempt to address the challenges of decision-making  
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and sustainable finance. Qualified Majority Voting could help overcome 
divisions between member states and make the EU’s foreign policy 
more effective and autonomous. 

CONCLUSIONS
Over the past several years, the EU has struggled with how it can 

best address significant changes in Europe’s security environment.  
The most prominent concerns relate to the ongoing conflict in Ukraine, 
a more militarily assertive Russia, and terrorist activity in Europe 
linked to the Islamic State organisation. Such issues have challenged 
the EU’s ability to forge common foreign and security policies, often 
complicated by the need to reach consensus among all member states.

The EU has taken significant steps to be able to respond to 
imminent threats or to react quickly to a crisis situation outside the 
Union at all stages of a conflict cycle. EU member states make important 
contributions to ensuring the EU peace and stability interests in the 
world through different forms of cooperation. 

In support of the active profile of the EU in order to respond 
to security challenges and subsumed under the general objective  
of establishing a common European defence capability, achieved 
through the contribution of the member states with civil and military 
capacities, under the aegis of CSDP has been made significant progress 
both by developing the conceptual framework and by launching 
initiatives to develop security and defence capabilities.

Although this concept initially described the need for greater EU 
action in the security and defence fields, the EU has recently widened 
it to include other areas, such as trade, digital technology, and climate 
change, among others. For some EU officials, ensuring the EU’s position 
as a robust international leader reflects concerns about the future 
trajectory of the US-EU partnership.

In the last period of time, EU member states have taken significant 
steps to deepen political integration with resolutions to amplify a 
common foreign policy and a defence arm to improve EU member 
states’ abilities to manage security crises. The evolution of NATO and 
the EU, despite the high level of cooperation, strategic partnership  
in a spirit of full mutual openness, transparency, complementarity,  
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and respect for the organisations’ different mandates, decision-making 
autonomy and institutional integrity as agreed by the two organisations, 
has been also marked by some differences of opinions. The differences 
in viewpoint are inevitable among a multitude of countries that have 
different historical relationships and often different national interests 
when it comes to foreign policy. In recent years, many European 
leaders have renewed calls for the EU to become a more assertive, 
independent global actor – often referred to as strategic autonomy. 
Defence has been long considered the most cherished policy field, and 
the “last bastion” of national sovereignty.

The EU is generally considered a cornerstone of European stability 
and prosperity, but it also faces internal and external challenges. 
Decision-making processes and the role of the EU institutions differ 
depending on the subject under consideration. In certain other areas 
– especially foreign and security policy – member states have agreed 
to cooperate but retain full sovereignty. Decision-making in such 
fields is intergovernmental and requires the unanimous agreement 
of all EU countries, any one national government can veto a decision.  
EU institutions generally play a more limited role in the decision-making 
process in certain policy areas but may be involved with efficiency in 
implementation and oversight. 

The EU has made efforts for greater flexibility of the decision-making 
process, without compromising political and financial solidarity. To this 
end, it has continued to adapt the current model of military missions 
and operations to increase their effectiveness on the ground. Strategic 
communication tools have been permanently consolidated to better 
support joint missions and operations.

But some questions remain regarding how NATO and the EU will 
relate to one another in strategic terms. If the EU aspires to strategic 
autonomy, then what role does NATO play? Conversely, what is the 
purpose of the EU’s Common Security and Defence Policy if it does 
not achieve autonomy and continues, in practice, to rely on NATO for 
collective defence and security?

It is useful for the EU to make more effective use of increased 
defence spending, build flexibility and responsiveness while protecting 
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interoperability, and capitalise on commercial investments in 
technology and innovation. 

There is an increasing demand for the EU to become a “security 
provider”. This demand comes from Europe’s best ally, namely the 
USA, as well as from member states themselves. European countries 
have taken a number of initiatives to develop the progressive framing 
of a common defence policy in the framework of a common foreign 
security policy pursuing the aim for the Union to have the capacity for 
autonomous action, backed up by credible military forces, the means 
to decide to use them and the readiness to do so, in order to respond 
to international crises.
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The scientific and technological progress registered in the last decades has 
contributed to the development of radars with supreme radar detection abilities 
to better detect the air attack means of the enemy. These means, in turn, have 
contributed to the improvement of the parameters of the airborne surveillance 
systems in order to detect and to counter aerial threats. The structural and 
functional dynamics of the aerial surveillance systems have pursued continuous 
adaptation to the complexity of the battlefield environment in modern warfare, 
ensuring the information necessary for the coherent and effective engagement 
of forces in the conduct of military operations.
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INRODUCTION
Collecting information about the adversary has been an essential 

condition for the political, economic and military domination since 
ancient times. Surveillance, as a method of collecting information 
about the adversary, is considered a method used to know the specific 
situation of a certain area of interest or battlefield in order to obtain 
and maintain the initiative of forces during the fighting.

The creation of air assets resulted in the need to establish a 
specialised surveillance system that would ensure timely detection 
of possible air threats. Air threats, through the actions executed 
against land targets, the combatant forces and the population, led the 
authorities to identify concrete solutions to mitigate the threats from 
the airspace. Consequently, the creation of a high-performance air 
surveillance system was not due to the intensification of civil air traffic, 
but as a military requirement for permanent and effective air space 
control in order to prevent and combat the air-based threats.

The attempts of the great military powers of the beginning of the 
20th century to design and create an airspace surveillance system 
yielded small results, the identified solutions proving to be inefficient 
in case of armed conflict. The outbreak of the First World War was 
the determining factor that contributed to the creation of an air 
surveillance system corresponding to the specific military requirements 
of each state involved in the conflict, which was capable to early 
detect and stand off the adversary’s air attacks. The manner in which 
actions were carried out in air space during the Great War strongly 
demonstrated that the effectiveness of air defence was dependent on 
the sustainability of the surveillance and alarm system, which proved 
true not only during the mentioned conflict but also in the following 
conflicts. 
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BRIEF HISTORY
The first air battles took place in the First World War. The potential 

of the plane to penetrate deep into the adversary’s territory, without 
the possibility of being detected, caused concern among the states 
participating in the conflict, intensifying the research to identify 
technical and organisational solutions that would allow the early 
detection and destruction of air assets. The existing technology at the 
outbreak of the conflagration did not allow the construction of the 
radar, and for the detection of air assets there was used optical and 
acoustic equipment for collecting vital information to defend against 
air attacks.

The continuous development of air assets by the belligerents 
contributed to the creation of combat aircraft, becoming, in this way, 
a permanent threat to the civilian population and the important 
objectives important in the war. The danger represented by air attacks 
led the authorities of the belligerent states to enhance the research in 
the field in order to identify solutions to neutralise the combat aircraft. 
In this respect, concrete actions were taken to create air surveillance 
systems in order to identify aircraft from a large distance as early as 
possible in order to combat them. The surveillance of the airspace 
against aircraft was carried out by all the European states participating 
in the conflict, according to similar concepts, which involved 
concentrating the effort towards the area of operations and enemy air 
attacks. The air surveillance system designed by the belligerent powers 
was made by structures specialised in the identification of air assets 
called ambush and aerial warning structures (Teodorescu, Neagoe, 
Munteanu, 2001, pp. 37-42), which had the mission of providing 
the information necessary to combat air attacks, its importance in 
air defence being highlighted by the large number of aircraft lost 
compared to the period prior to its establishment.

The end of the First World War did not bring major changes in the 
equipment used in the detection of aircraft. The metal body detection 
tool presented by the engineer Christian Hülsmeyer had no military 
relevance, the distance from which it could detect the metal bodies 
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in question being operationally insignificant. It is considered that 
the history of radar was dated in 1904 with the device made by the 
engineer Christian Hülsmeyer even if it did not allow determining the 
distance to the object, but rather determined the direction where 
the metal object was located. Insignificant detection compared 
to the technical characteristics of air-attack assets contributed to 
maintaining disinterest in this equipment, and the dissemination of 
scientific research related to the detection of metal objects with the 
use of electromagnetic waves within the scientific community failed in 
drawing the attention of the scientists.

The technological evolution recorded by the air-attack assets, 
as well as the increasingly high possibility of the outbreak of a new 
war in Europe, generated a surge of interest of the military powers 
in the detection of air assets, many related studies being carried out, 
almost simultaneously and independently, in USA, UK, USSR, Japan, 
Germany, France and Italy. On 26 February 1935, it took place the 
Daventry Experiment (Malanowski, 2019, p. 5), demonstrating the 
possibility of detecting air assets with the use of radio waves, the 
experiment representing the high point of research carried out in 
electromagnetism. The experiment carried out in Daventry showed 
the British Army leadership the importance of a radar in the operations 
carried out against the enemy air-attack assets. The fact that the 
British Army leadership acknowledged the major importance of the 
radar led to development of the programme carried out on building it 
and creating an airspace surveillance system that became operational 
before the beginning of the Second World War. Even though radars 
became predominant elements in the air surveillance system, the 
optical and acoustic equipment used during the First World War 
continued to ensure the detection of air assets simultaneously with 
radars. The air surveillance radar system represented the finality of 
some research in science and technology, being also considered the 
result of some studies undertaken to identify the optimal solutions 
for its organisation, in order to obtain a decrease in the superiority of 
air-attack assets against air defence artillery. A strong and effective air 
defence system against the enemy’s air attacks consisted in obtaining, 
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in real time, the information about its operations in the airspace.  
The achievement of this goal required a continuous adaptation of 
the air surveillance system in order to combat enemy air attacks, 
characterised by a permanent structural and functional dynamic, 
which aimed to increase the efficiency of the process of obtaining and 
processing data and the ability to combat of the enemy air attacks by 
air defence artillery.

STRUCTURAL DYNAMICS
The First World War introduced a new means of warfare, which 

extended warfare into a new dimension, namely airspace. The new 
means of combat, the aircraft, demonstrated a high combat potential, 
being able to penetrate deeply into the opponent’s territory. In order 
to reduce the impact of this new means of combat on the economic 
and military potential, the political-military authorities of the states 
involved in the conflict made sustained efforts in order to identify 
solutions that ensured the detection of these means of combat.  
The materialisation of these solutions was achieved by building 
specialised structures for the detection of air-attack assets, equipped 
with optical technology for sound detection suitable for long-distance 
monitoring of air assets. Those structures were part of a centralised 
system designed to provide the information necessary to carry out 
defence actions against the enemy aircraft attacks. The airborne early 
warning and control systems were connected with the military and 
civil protection command centres, through which the military and civil 
authorities were notified in time about possible air-based threats.

The results obtained by the belligerents in the actions to combat 
air-attack assets through the airborne surveillance systems confirmed 
the importance of this service, whose permanent improvement and 
modernisation constitute a relevant priority in air defence.

The First World War marked the beginning of airspace surveillance 
and the detection of air assets, being characterised, from the 
perspective of aerial surveillance, by the following aspects:

• the creation of the first aerial surveillance and information 
services;
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• the development of the first concepts for the organisation of 
aerial surveillance systems;

• the organisation of training programmes for air surveillance 
specialists;

• the development and implementation of the tactical principles 
and norms for military and defence use of aerial surveillance 
systems (Teodorescu et al., pp. 44-47).

The Romanian Armed Forces, during the period of neutrality, 
received the general concepts for the operation of the air surveillance 
and warning service developed by the French, German and Belgian 
armed forces, which regulated the performance of aerial surveillance. 
Those documents constituted the necessary basis for the development 
of their own aerial observer techniques and training procedures to 
observe and identify the enemy air assets. The documents developed 
by the leadership of the Romanian Armed Forces settled the methods of 
obtaining and transmitting information to the military departments in 
order to achieve the protection of the main relevant objectives during 
the war and the civilian population. Thus, as a result of the actions 
undertaken by the leadership of the Romanian Armed Forces for the 
defence against enemy aircraft, it was established, on 15.08.1916, by 
the High Decree no. 2784 of 14.08.1916, the first airspace surveillance 
system, within the Anti-aircraft Artillery Defence, in order to inform 
the authorities about any possible air assault (Ib., p. 67). 

The interwar period was a prolific time for the scientific and 
technical development, which led to the creation of the modern radar. 
Technologically-advanced countries built radars capable of detecting 
air attack assets from long distances, allowing air defence forces to 
efficiently intervene against them. The radars built by both Germany 
and Great Britain allowed the production of aerial surveillance systems 
that played an essential role during the Second World War air battles. 
The technological evolution of aircraft of both sides involved in the 
conflict led to the continuous development of the radar that allowed 
more and more accurate aircraft detection. At the beginning of the war, 
Britain had an operational air surveillance system, called Chain Home 
(Toomay, Hannen, 2004, p. 3), capable of detecting German aircraft 
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at sufficiently large distances in order to ensure an effective response 
from the responsible structures for defence from air and missile attack.

The adverse conduct of the war affected the military operations or 
the military capacity of Germany, thus eliminating the danger posed by 
German bombers over England, the British surveillance system playing 
a secondary role in the British war effort. The emergence of a new 
threat in airspace through Nazi Germany’s development of the V-2 
ballistic missile contributed to increased interest in the development 
of aerial surveillance system. The new means of warfare was operating 
at high speeds and altitudes, making it impossible for the airspace 
surveillance system to detect them. Those new threats led to the 
reorganisation of the British air surveillance system so as to ensure 
the detection of V-2 missiles immediately after launch, informing the 
responsible structures for the protection of the population. The new 
air surveillance system was called BIG BEN (in The Chain Home Radar 
System) and was maintained until the end of the war, when the radars 
in its composition were organised into a new system, called ROTOR 
(in Rotor radar system), made for the detecting and tracking Soviet 
strategic bombers.

FUNCTIONAL DYNAMICS
The European military powers intended, in the period preceding 

the outbreak of the First World War, the creation of functional aerial 
surveillance systems. The small number of countries possessing both 
aircraft and air assets contributed to maintaining a low interest in the 
creation of a viable air surveillance system, which would ensure the 
discovery, identification and transmission of the information necessary 
to combat air-attack assets. The First World War had a significant role 
in intensifying the efforts for the achievement of such system, laying 
the foundations of the process of processing the collected data and of 
a communication system for the transmission of information related to 
actions carried out in air space. The structure of this communication 
system was made in such a way as to ensure the connection between 
the ambush and aerial warning stations, as well as their connection 
with the command centres within the anti-aircraft defence system.  

The emergence 
of a new threat 
in airspace 
through Nazi 
Germany’s 
development 
of the V-2 
ballistic missile 
contributed 
to increased 
interest in the 
development 
of aerial 
surveillance 
system. The 
new means of 
warfare was 
operating at 
high speeds 
and altitudes, 
making it 
impossible for 
the airspace 
surveillance 
system to detect 
them.

Aerial Surveillance – Evolutions and Enduring Trends –

MILITARY AFFAIRS DEVELOPMENTS

ROMANIAN
MILITARY
THINKING

151

The information flows achieved were utilised by the units of  
anti-aircraft missile forces, responsible for the civil defence, as well as 
by other structures for combatting the aerial enemy. All belligerent 
powers had a similar architecture of the communications system, 
which ensured the information flow related to actions carried out in 
air space.

The period preceding the outbreak of the Second World War 
registered a significant technological development of air-attack 
assets, by improving their technical characteristics, as well as a series 
of important achievements in electronics, aiming at developing and 
improving communications equipment and making radars with high 
detection reliability and performance in any conditions. Using radar as a 
means of airspace surveillance contributed to changing the conception 
of the organisation of the air surveillance system by both Great Britain 
and Germany. According to this new organisational concept, a change 
was made to the architecture of the communications system and a 
new vision was emerging regarding data processing and dissemination. 
Great Britain created a centralised information system, in which the 
data collected by the radars of the aerial surveillance system were 
transmitted to a central command unit, where they were materialised 
on maps, establishing the objectives that could have become targets of 
the enemy’s attack. The information provided by the radars was used 
to direct the fighter aircraft or the anti-aircraft battery. 

At the beginning of the war against Great Britain, Germany had an 
air defence system that consisted of sectors equipped with surveillance 
and fire control radars, searchlights and associated night fighters, the 
night fighter being directed into visual range with target bomber by 
the illumination of searchlights. Later, British countermeasures to 
annihilate that alignment consisted in the reorganisation of the air 
defence system by creating a radar network and coordinating fighters 
to targets (Murray, 1983, pp. 177-179). At the same time, Germany 
integrated the air surveillance systems of the allied states by operatively 
connecting the information flows provided by its own surveillance 
system with similar systems of the allied countries, thus establishing 
on the territory of Germany, Information Monitoring Centres  
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with the Allied Powers (Teodorescu et al., p. 154). The architecture 
of the British and German information system consisted of existing 
connections between radar stations and command units achieved 
through communication equipment that ensured the transmission of 
information about any potential enemy air threat.

After the war, the functional architecture of air surveillance systems 
did not undergo significant changes, having the role of optimising the 
activity in the command units.

The development of information and communication technology 
brought changes in the functional architecture of aerial surveillance 
systems. The use of computer networks has increased the ability to 
collect, process and disseminate data and information in real time, 
producing significant changes in the architecture of the system of 
transmission of information about any potential enemy air threat. The 
integration of these networks is carried out by the C4ISR (Command, 
Control, Communications, Computers, Intelligence, Surveillance and 
Reconnaissance), that provides a clear picture of what is happening in 
the area of interest by collecting massive amounts of data from multiple 
sensors, in order to provide commanders with the information that  
is necessary to make key decisions that support mission outcomes  
(in Control the Chaos. Control the Outcome). 

The functional dynamics of the aerial surveillance system had 
as its purpose the adaptation to the valid operational requirements, 
constituting a true reflection of the organisation of the airspace radar 
surveillance system, which ensures the optimal development of the 
information processes.

The structural and functional adaptation of the air surveillance 
system is a continuous process, which aims to improve the possibilities 
of discovery, tracking, identification, processing and dissemination of 
data and information about any potential enemy air threat, aiming to 
minimise or neutralise the technological advantages of the enemy. 
The technological innovations of the air-attack assets will require a 
reconfiguration of the architecture of the airspace surveillance system 
to further reduce its superiority. The detection of possible threats in 
the airspace and the avoidance of a surprise attack from the enemy  
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have led to development of the air surveillance systems. In order 
to achieve these goals, the states of the world have created sensor 
networks capable of maintaining under permanent surveillance a 
great volume of airspace, so as to ensure the detection of air assets 
from maximum distances and the timely reaction against them.

The high attack potential of aerial assets has required the 
development of complex sensor networks, capable of ensuring the 
surveillance of large geographical areas, having the effect of creating 
airspace surveillance systems with an increasingly complex architecture, 
for the purpose of achieving some higher operational requirements.  
The qualitative development of this system reveals the premise of 
achieving success in future aerial confrontations, its role in achieving 
the air power of a state being highlighted by the American General 
Henry H. Arnold, who stated that “the first essential of airpower 
necessary for our national security is pre-eminence in research”. 
(Westenhoff, 1990, p. 50).

ORGANISATION OF THE AIR SPACE SURVEILLANCE 
SYSTEM BY THE ROMANIAN ARMED FORCES

During the interwar period, Romania developed studies on ambush 
and air alert, bringing arguments in support of creating specialised 
structures in air surveillance since peacetime. Thus, in 1933, the 
General Ambush and Alarm Service was established (Teodorescu et 
al., p. 96), whose role was to ensure the surveillance of the national 
airspace and to collect the necessary information about any potential 
enemy air threat. The threat of a new war in Europe convinced the 
Romanian authorities to improve the country’s ability to defend itself 
against air attacks. In this respect, on 28 October 1940, the Aerospace 
Defence Command was established, under whose subordination all the 
forces and means participating in the country’s anti-aircraft defence 
were to function. With the same date, the newly established Passive 
Defence Service (AMR, collection 1376) was under the subordination 
of the new command. The technical means used for the detection of 
aircraft were similar to those of the First World War, the Romanian 
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state failing to purchase radars for the equipment of the anti-aircraft 
surveillance system. During the Second World War increased attention 
was paid to the ambush security system in order to protect important 
military targets from the enemy air and missile attack, such as the oil 
fields surrounding the city of Ploieşti. The importance of this oil region 
for the conduct of the war led Germany to establish a surveillance 
system based on radars of Freya and Wűrtzburg type, which provided 
the necessary information for carrying out the combat actions by 
fighter aircraft and anti-aircraft defence batteries. The air surveillance 
system established by the German armed forces for the air defence of 
the oil region of the city of Ploieşti was a part of a much larger system, 
built by Germany in the Balkan Peninsula, as follows:

• a first alignment, between the Greek coast of the Mediterranean 
Sea and the Balkan Mountains, with an interception centre at 
Kalmuki, near Megara;

• a second alignment on the Danube, between Cernavodă - Turnu-
Severin, on the Olt River, between Corabia and Braşov that 
continued with the Adjud - Galaţi alignment, being intended 
for the surveillance of the airspace against any potential enemy 
air threat, the provision of information necessary for the  
anti-aircraft batteries response in quick response of a bomber 
attack and for protection of the civilian population (AMR, 
collection 319).

The analysis of the surveillance system organised on the territory of 
our country reveals the fact that it was characterised by the coexistence 
between the air ambush system, specific to the First World War, and 
the surveillance system based on radars, organised by the German 
armed forces to ensure the information necessary for the defence 
of the oil fields. The two above-mentioned systems collaborated, 
ensuring the fulfilment of the assigned mission. Later, as a result of the 
unfavourable evolution of the war, Germany transferred the existing 
radar on the territory of Romania to the Romanian armed forces, in 
order to increase the capacity of the Romanian state to defend its 
own territory against the aerial enemy. The airspace surveillance 
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system built by the Romanian armed forces in the interwar period and 
during the Second World War, until 23 August 1944, had the following  
aspects:

• the organisation was similar to the first world conflagration, 
aiming at the surveillance of the main probable direction of 
attack of the aerial enemy and the provision of the necessary 
information for the anti-aircraft defence of important military 
objectives;

• the ambush and alarm units were equipped with optical 
and acoustic search equipment, similar to the armed forces 
equipment specific to the First World War;

• from an organisational perspective, the management of the 
Romanian armed forces identified the appropriate solutions to 
achieve the intended purposes, which was considered a major 
progress compared to the military organisation in the First 
World War, so that the existing air surveillance were developed 
considering the technical means available at the outbreak of the 
Second World War.

From the analysis carried out on the evolution of the aerial 
surveillance systems in the interwar period and during the war, it results 
that the structural dynamics were consistent with the development of 
the air-attack assets, aimed at accomplishing the assigned missions by 
the aerial surveillance systems.

THE EVOLUTION OF THE AIR SURVEILLANCE SYSTEM 
DURING THE COLD WAR 
After the end of the Second World War, aerial surveillance 

systems were adapted to face the specific threats of the post-war 
period, namely ballistic missiles, cruise missiles and bombers capable 
of carrying nuclear heads. Both the USA and the USSR developed 
airspace surveillance systems that provided the long-range detection 
of potential threats from airspace or outer space. In this regard, the USA 
and the USSR initiated programmes for the development of airspace 
surveillance systems that would ensure early warning, materialised 
in the establishment of complex radar networks, arranged over large 

After the 
end of the 

Second World 
War, aerial 

surveillance 
systems were 

adapted to face 
the specific 

threats of 
the post-war 

period, namely 
ballistic missiles, 

cruise missiles 
and bombers 

capable of 
carrying nuclear 
heads. Both the 

USA and the 
USSR developed 

airspace 
surveillance 

systems that 
provided the 

long-range 
detection of 

potential threats 
from airspace or 

outer space.



Pătru PÎRJOL

No. 3/2022 156

geographical areas, made with the aim of detecting from a very long 
distance intercontinental ballistic missile launches and enemy’s air 
attacks. The danger represented by the air-attack assets, ballistic 
and cruise missiles, had a strong impact on the political and military 
decision-makers of the two superpowers. In this context, there were 
designed aerial surveillance assets in order to neutralise the advantage 
registered by the two superpowers. The purpose pursued by the 
mentioned military powers was to include those aerial surveillance 
assets in sensor networks intended to ensure the detection of the  
air-attack assets from an as large as possible distance. These networks 
will contribute to the creation of airspace surveillance systems with a 
complex architecture, which will ensure the necessary informational 
support for defence actions. The technological evolution of air-attack 
assets has required the adaptation of the airspace surveillance system 
in order to combat them by creating complex networks of sensors that 
include land, naval, air and space (cosmic) components intended to 
provide the effective protection against anti-ballistic missiles.

The high costs generated by the creation and use of a system of 
such complexity do not allow all states to include these components 
in the architecture of surveillance systems simultaneously. Depending 
on the economic realities, the existing threats, the possibilities of 
combating such threats and, last but not least, their geographical 
position, the airspace surveillance systems may include one or more of 
the aforementioned components.

After the end of the war, Romania continued the development of 
the air surveillance system through the acquisition of Soviet radars in 
1949, in order to equip the Romanian armed forces. Therefore, the 
Romanian armed forces developed a system of aerial surveillance 
that included only ground-based technologies, having an architecture 
specific to company and battalion structures. The system thus 
created benefited from the attention of the decision-makers, being 
continuously modernised and improved, both from the point of view 
of the Romanian armed forces equipment and from the organisational 
point of view, being permanently adapted to the technological 
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advancements in aviation industry, surface-to-air missiles and  
anti-aircraft artillery.

In conclusion, the airspace surveillance system had a structural 
dynamic adapted to the technological developments of the adversary’s 
air attack assets. At the same time, the system was conceived as 
the main part of a much more complex system, intended to ensure 
the detection of ballistic and cruise missiles threats, providing the 
information necessary to counter and combat them.

THE SURVEILLANCE SYSTEM APPROACH  
FROM THE PERSPECTIVE OF COMPLEXITY THEORY 
The dynamics of the aerial, structural and functional surveillance 

systems is generated by the need to identify technical or tactical 
solutions for the timely detection of air attack assets. Airspace 
surveillance systems are complex systems, within which there are 
numerous interactions between elements. Andrei Kolmogorov1 

set forth an interesting definition of complexity, in which he stated 
that “the more complex a structure is the greater is the amount 
of information needed to describe it” (complexity.ro, 2013).  
The difficulty in understanding the complexity of a system results 
from not knowing the internal mechanisms or the lack of information 
about the phenomena or processes produced inside it. The complexity 
of a system is described by the degree of uncertainty regarding 
its functionality and evolution, being generated by a multitude of 
interactions both between the elements of the system and between 
the system and the external environment (Stănciulescu, 2003, p. 44). 
An important role in the dynamics of complex systems is played by the 
study of networks, in the sense that the determination of their topology 
characteristics would lead to a better knowledge and understanding of 
them (Derzsy, 2012). By knowing the characteristics of these complex 
systems and the laws that govern them, we are able to understand 

1  Andrei Kolmogorov, Russian mathematician, Professor at Moscow State University, contributed 
to the development of probability theory, statistics, mathematical logic, as well as to the 
development of complexity theory.
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their operating mode and their future evolution, finding the optimal 
ways to develop them.

The approach to battlefield from the perspective of complexity 
involves a high level of understanding it, by identifying both military and 
non-military interconnections between the parties involved. The increase 
in the complexity of military actions was generated by the scientific and 
technological evolution in the last century and their implementation in 
the military field, which led to an enhancement of military actions and a 
diversification of threats that modern armed forces had to face. The last 
decades development of information and communication technologies 
has contributed to the acceleration of the military transformation and 
adaptation process to the requirements of the high-tech battlefield, 
specific to the information society. The result of this process is network-
centric warfare (NCW), defined as “a way to generate increased combat 
power by networking sensors, decision-makers, and shooters to achieve 
shared awareness, increased effectiveness of command (through speed, 
stability and strength), high tempo of operations (through appropriate 
rhythm, intensity and density), greater lethality, raised survivability, and 
a degree of self-synchronisation”. (Onișor, Moștoflei, 2003). 

The concept of NCW – network-centric warfare was first mentioned 
in 1998, in the work Network Centric Warfare: Its Origin and Future, 
written by Arthur K. Cebrowski and John J. Garstka (www.usni.org, 
1998), in which it was presented as a new era of warfare, generated 
by the development of information and communication technologies 
and by the economic developments, being also considered a product 
of the information society. In this respect, the authors considered the 
following aspects:

“- the shift in focus from the platform to the network;
- the shift from viewing actors as independent to viewing them as 

part of a continuously adapting ecosystem;
- the importance of making strategic choices to adapt or even 

survive in such changing ecosystems” (Cebrowski, Garstka, 1998).
NCW was used on a large scale, in 2003, in the Gulf War, in which 

there were integrated very well, in a unique information flow, some 
structures belonging to all categories of military forces, thus allowing 

Network-centric 
warfare (NCW) 
is defined as “a 
way to generate 
increased 
combat power 
by networking 
sensors, 
decision-makers, 
and shooters to 
achieve shared 
awareness, 
increased 
effectiveness 
of command 
(through speed, 
stability and 
strength), 
high tempo 
of operations 
(through 
appropriate 
rhythm, 
intensity and 
density), greater 
lethality, raised 
survivability, and 
a degree of self-
synchronisation”.

Aerial Surveillance – Evolutions and Enduring Trends –

MILITARY AFFAIRS DEVELOPMENTS

ROMANIAN
MILITARY
THINKING

159

the use of weapons specific to the missions assigned and the goals of 
the decision-makers. The integration of information flows ensured a 
high level of knowledge of the battlefield, which allowed the timely 
identification and quick reaction to operational changes leading to an 
increased combat effectiveness.

From the definition, we conclude that, through NCW, the 
information superiority over the opponent is transformed into combat 
power by interconnecting the battlefield entities (sensors, decision-
makers, executors), allowing for freedom of action and a high ability 
of military forces to recognise and adapt to the actual conditions of 
combat. The interconnection of existing entities in the battlefield 
allows an increased capacity to disseminate the information necessary 
for the situational awareness in their operational tasks, obtaining the 
advantage offered by the permanent availability of information, which 
ensures the concentration of all available armed forces in order to act 
quickly, as well as a high level of cooperation, leading to an increased 
combat effectiveness.  

The sensor network is a battlefield entity with an important role 
in providing the data and information necessary for the battlefield 
surveillance. This will ensure the collection of data and information 
about the adversary and the real battlefield situation, which will be 
immediately transmitted for processing to the decision-makers, in 
order to take the optimal decision in a very short time. The existence 
of this network allows the superior knowledge and understanding 
of the complexity of the battlefield and the variables that cause the 
increase in the uncertainty level due to the unpredictable evolution of 
the operational situation.

The uncertainty generated by the complexity of the modern 
battlefield is based on the lack of information about the enemy, about 
its military goals and the way of carrying out its military operations. 
The uncertainty of the battlefield ensures a high potential for the 
asymmetrical use of force by state and non-state actors involved in the 
conflict. Reducing the level of uncertainty can be achieved by obtaining 
information corresponding to the area of interest so as to create a 
real image of the battlefield. The information plays an important role  
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in increasing the ability to influence the decisions taken by the adversary 
during the operation. The neutralisation of asymmetrical threats 
will require obtaining an information superiority over the opponent, 
which will be transposed into decision superiority in military combat 
operations. This information superiority will have as physical support a 
varied range of sensors deployed on space, air, sea and land platforms 
that will be used to find out information about possible hostile actions 
in order to counteract their adverse effects in time. The creation of 
complex sensor networks will contribute to the timely detection of 
threats, which allows to prevent or neutralise them altogether in order 
to conduct totally secure air operations. The effectiveness of the military 
combat operations conducted by the air force will be determined 
by an accurate visualisation of the battlefield, due to the battlefield 
surveillance missions that detect, locate, identify, and neutralise the 
threats identified in the area of interest. The sensor networks will be 
organised in the form of an air surveillance system responsible for 
providing land maritime and airspace surveillance. These systems will 
be designed with increasingly complex architectures, so as to meet, 
through specific parameters, the operational requirements of the 
battlefield and to ensure the adaptation of own military actions to the 
concrete situation of the operational environment.

The development of the aerial surveillance system in order to 
ensure some parameters of the surveillance area that are superior to 
the existing ones is characterised by the following aspects:

• improving the sensor network by developing, acquiring and 
deploying radars on land, air and sea platforms with superior 
target detection capability;

• improving the sensor network through the development, 
acquisition and deployment of small ground surveillance 
radars, which allow increased measures for the protection of 
the military force, as well as the completion with information 
of the unsupervised areas in the immediate vicinity of the 
combat team;
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• creating a network-based passive radars, which ensures the 
detection of air assets by processing reflections from the 
illuminators of opportunity;

• developing some technical means that could be incorporated 
into the surveillance system for the detection of orbiting space 
objects of a potential adversary.

The development of the aerial surveillance system architecture 
ensures its adaptation to the existing threats in the modern battlefield, 
contributing, in this way, to an increased efficiency of the air force. 
The combat capabilities of the enemy air-attack assets lead to the 
configuration of the architecture of the air surveillance system for their 
detection at maximum range.

An evolution marked by the increase in the complexity of the 
battlefield can thereby be seen at the Air Operations Centre (AOC).  
The Air Operations Centre has under its command and control the aerial 
surveillance, the aviation and ground-based air defence of air bases. 
The Air Operations Centre, analysed from the perspective of this study, 
represents the final structure intended for the processing of data and 
information provided by the other elements of the airspace surveillance 
system architecture, allowing military forces, geographically dispersed, 
to have a real image of the battlefield. The AOC is a vital air operation 
centre responsible for controlling and monitoring air forces.

The organisation of the AOC, whether it was established at 
the national level or serving as the land component command, 
was created to perform the mentioned functions in accordance 
with its existing operational requirements. For example, in the 
Vietnam War, the Tactical Air Control Centre reflected, from an 
organisational perspective, the existing divided command structure 
by which air operations were divided according to geographical and 
organisational criteria (operations carried out in the south, in order to 
support the commanders of the land forces, and air denial missions 
carried out in the north for the bombing of the military objectives).  
Even if the organisation of the AOC is different, and doctrinally several 
organisational models can be established, an element of analysis  
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of this model is the existing relationship with the Air Force General 
Staff. Regardless of its organisational model, in essence, the role of the 
AOC is to plan, monitor and coordinate the execution of air operations. 

The last decades technological development and the increased 
complexity of the battlefield require the AOC to undergo 
transformations to ensure its rapid adaptation to the operating 
environment requirements. Colonel Frederick Coleman, in the 
article Beyond the AOC-Building the Next Generation of Operational 
Command and Control, identifies four lines of effort that can be used to 
drive change, namely: distribution, system, organisation and manning. 
The progress in the field of communications allows the distribution 
of command-control warfighting functions, the leadership being able 
to command from anywhere, from a single location or from several 
places simultaneously, to several units, resulting in a greater resistance 
of the system to the enemy’s operations, especially if the operational 
command and control functions are located outside the range of its 
attack assets. The future of the AOC depends on how quickly fixed 
hardware-based systems are replaced with cloud-based automated 
systems that will allow the architecture to be reconfigured based on the 
mission or tasks at hand, instead of being anchored in a single position, 
thereby increasing the agility of the system. The organisation, in the 
future, must correspond and reflect the operational requirements 
of the battlefield, having the effect of increasing the efficiency 
of the AOC. And, last but not least, the creation of a professional  
command-control system requires the creation of a group of  
command-and-control centre specialists (Coleman, 2021).

The major challenges of national or multinational air operations 
centres, regardless of their operational-level command and control 
(Air Operations Centre, Combined Air Operations Centre) consist 
in: the existence of an aerospace strategy, the way of solving the 
problems represented by the time sensitive targets, the integration 
of ISR, the problems arising in a coalition war and the ability of the 
operations centre to expand during the operations. The way in which 
these problems will be solved in the future will determine the ability  
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of the operations centre to exercise command and control functions, 
having the effect of increasing the efficiency of the military operations 
carried out by the air force and achieving decision-making superiority 
over the adversary.

CONCLUSIONS

The structural and functional dynamics of the architecture of the 
air surveillance system highlights the technical and organisational 
solutions identified at a given time, which contribute to ensuring the 
information support necessary for planning and carrying out military 
combat operations. The link between the combat capabilities of aerial 
assets and the architecture of the aerial surveillance system is revealed 
by the permanent effort made by the relevant military powers for 
the structural and functional adaptation in order to diminish the 
technical or operational advantages of the enemy’s air-attack assets. 
Consequently, a priority of the military decision-makers has been the 
creation and development of an air surveillance system intended to 
ensure the detection of the enemy’s air-attack assets and the provision 
of the necessary information support for ensuring air sovereignty and 
air defence of the airspace of states.
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The maritime power of a state is not built overnight. That is the result of a 
long process based on articulated strategies, the needs of a state to defend 
and promote its maritime interests, and it depends on the economic power as 
well as the maritime ambition. In this regard, it must be said that the Russian 
Federation Black Sea Fleet has not appeared from nowhere. It has had a  
step-by-step strategy with relevant presence and military actions having 
significant strategic influences in the region.

As part of this endeavour, a presentation will be made on the emergence, 
evolution, and modernisation of the Black Sea Fleet, in relation to the 
geopolitical realities and regional interests of the Russian Federation. Thus, 
the purpose of this approach is to identify the principles that underpin the 
promotion of a maritime strategy in the Black Sea region, in relation to the 
peculiarities of a semi-enclosed sea, and how they influence the development 
of the fleet.

The novelty is determined by some important lessons learned. One of 
the main tasks of naval strategy in peacetime is to obtain sufficient space 
for the operations of one’s naval forces and aircraft in times of war, so the 
size, configuration, and strategic position of the coast in a Narrow Sea do 
matter. Having this relevant example, we can highlight some characteristics 
of the centuries-old strategy for the development of Russian maritime power 
(especially that of the Black Sea) and its projection capacity in the World Ocean. 
From these conclusions, the Black Sea littoral states, members of NATO, can 
extract some lessons to be capitalised on. As a result of this analysis, we can 
underline the fact that, throughout history, the states involved could learn to 
win more through war than through peace.

Keywords: The Black Sea Russian Navy; maritime security; the Sea of Azov; 
maritime strategy; Russian Empire; 
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INTRODUCTION
It is certain that the maritime power of a state is not built overnight. 

That is the result of a long process based on articulated strategies, the 
needs of a state to defend and promote its maritime interests, and it 
depends on the economic power as well as the maritime ambition. 
Starting from this consideration, this paper aims to analyse the unique 
way of the Russian Black Sea Fleet establishment and development.

In this regard, it must be said that the Russian Federation Black 
Sea Fleet has not appeared from nowhere, it has had a step-by-step 
strategy, with relevant presence and military actions having significant 
strategic influences in the Black Sea, the Mediterranean, the Middle 
East and beyond. This strategy represents the core of this paper.

Firstly, history mentions that, after the Russian-Turkish War of 
1768-1774, the Tsarist Empire took control of the Yedisan region 
between the Dnieper and Bug rivers. This was the moment when the 
creation of a strong fleet was needed, and Empress Catherine II was 
the one who issued a decree establishing the main directions for the 
construction of a fleet in the Black Sea. 

A series of steps followed, which led to the unification of the Sea 
of Azov and the Dnieper fleets in 1884, which formed the core of the 
newly created fleet, called the Black Sea Fleet, a name under which it 
is known nowadays. In memory of this moment, 13 May is the day of 
the Black Sea Fleet. (www.kchf.ru/history).

The consolidation of the fleet was carried out during the  
Russian-Turkish War of 1787-1792, in the battles against the French 
forces, and in the period 1798-1800, during the Russian-Turkish War 
of 1828-1829. The Crimean War follows, beginning in May 1853, 
between the Tsarist and Ottoman Empires, which consolidated the 
presence of the Black Sea Fleet that achieved important victories. 
Thus, the geopolitical context of the time changed in favour of the 
Russian Empire.

As it can be seen, the development of the Black Sea Fleet and the 
pursuit of strategic interests to have unhindered access to the World 
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Ocean was achieved step by step, war after war, in an impetuous and 
aggressive manner, being delayed only because of internal financial 
and economic difficulties or of external intervention meant to curb 
Russian expansion and influence.

What the Tsarist Empire failed through force, somehow Russia 
succeeded through diplomacy, through the 1936 Montreux Convention, 
an epochal achievement based on an impressive naval power, which 
obtained a decisive legal umbrella to keep the Great Powers away from 
the security of the Black Sea.

Following an analysis of the participation of the Black Sea Fleet in 
the actions of the First and Second World Wars, the paper will present 
the development of the fleet during the Cold War to the current 
period. This will highlight the role of the Black Sea Fleet as a means 
of expressing interests in the Black Sea and the adjacent area, now 
known as the Wider Black Sea Area.

As a result of the analysis, we will develop and bring arguments 
for the main characteristics of the multi-secular strategy for the 
development of Russian maritime power in the Black Sea:

• it is done step by step regardless of the regime, taking 
advantage of the favourable geostrategic situation in a timely 
and rapid manner;

• it has periods of hibernation and modest development 
depending on geopolitically imposed barriers or internal 
problems, but it does not vanish;

• it is resilient, explosive, impetuous, and surprising.
The article will end with highlighting the most important conclusions 

that underline the identification of the most relevant lessons that 
history can provide, that being the novelty of this article. The lessons 
learned have the role of preventing the repetition of mistakes and will 
be a model of approach to the development of allied capabilities in the 
Black Sea area.

THE BLACK SEA FLEET – A STRATEGIC OBJECTIVE
Peter I, also called the Great, laid the foundations of the modern 

Russian Empire and was the first leader that realised the importance 
of a fleet, making it a foreign policy goal. On the official website of 
the Ministry of Defence of the Russian Federation, we find the reason 
for the establishment and development of a fleet, which was declared 
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“the need of medieval Russia to get out of isolationism, to economically 
develop and modernise”. (structure.mil.ru). We can say that the need 
to impose the will to manifest the interests of the Tsarist Empire was 
the basis for the establishment of a fleet, considering the strategic 
importance of the Black Sea for the evolution of the empire.

From the mists of history, the Black Sea has been an area of imperial 
dispute. The Black Sea basin was, for most part of its ancient and 
medieval history, the meeting place of flourishing civilisations, imperial 
ambitions, confrontations for domination and control, as well as of 
economic and cultural synergies. Greek city-states founded trading 
colonies along the shores of the Black Sea as early as the 7th century 
BC. Byzantium dominated it for centuries through a complicated 
network of alliances and selective military interventions, the Tartars 
and the Golden Horde controlled a vital segment of the Silk Road from 
China to Europe, Venice and Genoa established prosperous shopping 
centres that survived until the end of the 15th century, when they were 
overwhelmed by the growing power of the Ottoman Empire, which, in 
turn, faced the expansion of Imperial Russia, which reached the shores 
of the Black Sea in the 18th century. 

The rivalry between the two empires, the Ottoman Empire and 
the Tsarist Empire, often resulted in wars, wiping out each other’s 
dominations as Russia struggled to gain control of the entire maritime 
space, especially the Black Sea straits, assuming the role of liberator of 
the Christian peoples (D’Encausse, 2008, p. 9).

The Little Ice Age that hit Europe in the 14th and 17th centuries was 
the chance to develop Russia – an obscure, barbaric, and unimportant 
country from the early Middle Ages. The need for Siberian furs as well as 
other goods for trade represented a special development opportunity 
for medieval Russia, so the conquest of Siberia and Vladivostok was 
an economic necessity and the development of trade with Western 
countries was a compelling market requirement. 

It is known that in those times this goal was achieved by force, i.e., 
by wars for the conquest of territories, which would ensure access to 
the sea. The first attempt to get the leader Peter I out to the sea was in 
the Sea of Azov where he built a fleet in the war with the Turks (1665), 
succeeding in conquering the city of Azov. With greater aspirations, the 
Great Northern War (1700-1721) was aimed, for Peter I, at conquering 
a window to the sea, which he succeeded in taking from Sweden,  
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the Baltic provinces, from Riga to Vyborg, and thus Russia could freely 
enter into trade with the West on its own terms.

Russia soon realised that the control of the Baltic Sea was difficult, 
if not impossible, given the interest of the riparian powers in the area, 
so it turned its attention to south-eastern Europe, namely the Black 
Sea, known at the time as the Turkish Lake, where the Ottoman Empire 
showed obvious signs of weakness. This strategy has been followed step 
by step over the centuries for unhindered access to the World Ocean. 
Thus, the Black Sea Fleet becomes a strategic objective, its origin being 
a legacy left by the visionary Peter I for the next generations, the origin 
of the fleet representing the foundation of regional strategic interests.

THE EXPANSION OF THE TSARIST EMPIRE  
IN THE BLACK SEA. THE ESTABLISHMENT  
OF THE BLACK SEA FLEET AND THE RUSSIAN-TURKISH 
WARS FOR THE HEGEMONY OF THE BLACK SEA
At the end of the 17th century and the beginning of the 18th 

century, the Black Sea basin was under the influence of the Ottoman 
Empire. This was contrary to the strategic interests of the Russian 
Empire, which developed the rivalry between the two empires.  
After the Russo-Turkish War of 1768-1774 and the conclusion of 
the peace at Kuciuk-Kainargi (21 July 1774)1, the Tsarist Empire took 
control of the Yedisan region between the Dnieper and Bug rivers 
(Drujinina, 1955, pp. 349-360; Sturdza, Colescu-Vartic, 1900, p. 125-1).  
Thus, the geopolitical context of the time changed in favour of the 
Russian Empire, which acquired the freedom of navigation of military 
ships in the Black Sea, the freedom of navigation of merchant ships 
in the Black Sea, straits, and the Eastern Mediterranean. From that 
moment a new pole of power appeared in the Black Sea basin, the first 
step of Russia’s maritime interest being fulfilled. 

The next step was to create a strong Black Sea fleet, a process that 
began after the end of the Russo-Turkish War of 1768-1774. In this 
regard, on 11/22 December 1775, Empress Catherine II issued a decree 
establishing the main directions for the construction of a fleet on the 
Black Sea. It provided for the construction of twenty large and small 
warships needed for them. (encyclopedia.mil.ru). 

1 Kűçűk Kaynarca. 
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The programme was carried out to some extent and, on 11 January 
1783, Catherine II signed an edict on the creation of the post of 
commander of the Black Sea Fleet and appointed Vice-Admiral Fedot 
A. Klokachev to the position. The document stated: “To command 
our fleet in the Black Sea and the Sea of Azov, we immediately send 
our Vice-Admiral Klokachev, who will appear before Prince Potemkin, 
Governor-General of Novorossiysk and Azov, to receive the necessary 
instructions”.2 (studbooks.net).

A series of steps followed, which in 1884 led to the unification of 
the Sea of Azov and the Dnieper fleets, which formed the core of the 
newly created fleet, called the Black Sea Fleet, a name under which it 
is known today. 

In this region, on the south-eastern shore of the Crimean Peninsula, 
it was founded the city of Sevastopol, which would become the main 
base of the fleet, and from 1804 the main military port. Sevastopol 
entered a rapid process of construction and expansion so that in 
the spring of 1784, the number of its inhabitants reached 4,000 and  
28 ships were in position in the South Bay. 

The baptism of fire of the Black Sea Fleet took place in the  
Russo-Turkish War of 1787-1792, which ended with the victory of 
the Austro-Russian alliance through the peace of Iași. In this war, the 
Russian ships under the command of Rear Admiral Jon Paul Jones, 
Prince Karl Heinrich, and the future commander of the fleet Fyodor F. 
Ushakov achieved important victories. 

Between 1798 and 1800, the ships of the Black Sea Fleet achieved 
important victories in the Mediterranean against the French forces. 
(dlib.rsl.ru). By conquering the French fortifications on the island of 
Corfu, the Black Sea Fleet established its first base in the Mediterranean 
Sea, increasing the influence of the Tsarist Empire in the area.

In conclusion, that was the moment when the expansion of the 
Tsarist Empire in the Black Sea and the Mediterranean Sea area was 
established. Thus, the hegemony of the Tsarist Empire in the region was 
carried out through the Black Sea Fleet, the most visible instrument for 
maritime power projection.

2 “Для командования заводимым флотом Нашим на Черном и Азовском морях 
повелеваем тотчас отправить нашего вице-адмирала Клокачева, которому для 
принятия потребных наставлений явиться у Нашего новороссийского и азовского 
генерал-губернатора князя Потемкина”.
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THE EARLY BLACK SEA FLEET DEVELOPMENT
At the beginning of the 19th century, the Black Sea Fleet experienced 

an important development, having in its composition: 14 liners,  
6 frigates, 4 corvettes, 12 brigs, 6 steam frigates, and other ships.  
One of the most important ships was the 3-masted line ship “Azov”, 
which was noticed during the battle in the Gulf of Navara. (runivers.
ru/doc). After the battle, the Ottoman Empire closed the straits for 
Russian ships, declaring war on the Russian Empire.

A new Russian-Turkish war ensued between 1828 and 1829, during 
which we noticed that in the operations there was a coordination 
between the ships within the Black Sea Fleet and the river ones 
belonging to the Danube Fleet. During the war the Russian ships 
participated in extensive naval battles and we can highlight their 
participation in small-scale amphibious operations. 

After the peace of Adrianople on 2 September 1829, Russia returned 
to the mouth of the Danube (the first gateway to the Western world) 
and part of the Caucasus coast between Batumi and Poti. Thus, the 
influence of the Russian Empire was growing and the main direction 
became the takeover of the Bosporus and Dardanelles straits. 

Since 1842, shipbuilding for the Black Sea Fleet was in decline 
because of the redistribution of funds for the construction of docks 
and the Admiralty in Sevastopol. The development of the Black 
Sea Fleet and the pursuit of strategic interests to have unhindered 
access to the World Ocean was achieved step by step, war after war.  
The main characteristic of the naval strategy was the impetuous and 
aggressive posture. However, the financial and economic difficulties or 
the intervention of the Great Powers to curb Russian expansion and 
influence in the region determined a lag behind the developments in 
the naval field.

The first major intervention of the Great Powers against Russia 
was the Crimean War, which initially began in May 1853 between the 
Tsarist and Ottoman Empires. The danger of Russia taking control of 
the Bosporus and Dardanelles straits was imminent especially after 
the crushing victory of Admiral Nakhimov destroying the Turkish fleet 
at Sinope on 18/30 November 1853. The battle was considered by 
the Ottoman Empire a “casus belli” for the entry of France and the 
British Empire into the war. On 23 December 1853/4 January 1854, 
the Anglo-French fleet entered the Black Sea, and on 9/21 February 1853, 
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Russia declared war on Britain and France. In June-July 1854 the 
Franco-Anglo-Turkish fleet consisting of 34 liners, 55 frigates, and 
other ships, blocked the Russian fleet in Sevastopol, providing the 
necessary conditions for the landing of allied forces at Yevpatoria on 
2/14 September 1854. During that period the ships of the Russian 
fleet participated in the defence of Sevastopol, which was abandoned 
by Russian forces on 27 August 1855, and the remaining ships were 
set on fire and sunk. The Tsarist Empire was defeated and all its fleets 
(the Baltic, the Black Sea, and Vladivostok) were destroyed. Moreover, 
the terms of the Paris Peace Treaty of 1856 were unfavourable to the 
Tsarist Empire, practically forbidding the rebirth and development of 
the Russian Fleet, in general, and of the Black Sea one, in particular. 

And yet it is worth noting the rapid recovery of Russia’s fleets as we 
will see below. Russia did not necessarily comply with the restrictions 
imposed by rigorously pursuing its strategy of maritime expansion 
step by step, even if it had periods of so-called active stagnation, 
characterised by resilience. 

In 1857, the tsarist government approved a shipbuilding programme 
for twenty years. The plan provided: for the Baltic Sea – 153 ships  
(18 liners, 12 frigates, 14 corvettes, 100 boats, and 9 paddle ships); 
for the Black Sea – 15 ships (six corvettes and 9 transport ships) and  
4 paddle ships; for the Pacific Ocean – 20 ships (6 corvettes, 6 clippers,  
2 transport ships, and a schooner). It can be seen that although 
under the restrictions imposed by the Paris Peace Treaty, the tsarist 
government did not stop the development and equipment programmes 
of the Black Sea Fleet, which had been decimated in the recent war. 

The Ministry of the Sea (Russia established a dedicated 
ministry) developed plans for the construction of small ships for the 
defence of the coast, the main directions being the defence of the  
Dnieper-Bug estuary and the Kerch Strait. This experiment, which 
lasted for 5-6 years, proved to be wrong because it did not lead to the 
development of the power projection capabilities, a fact highlighted 
during the Russo-Turkish War, which was an offensive war between 
1877-1878, when the Ottoman fleet managed to successfully oppose. 

However, successfully using the army and having as allies the 
Romanian Principality and Bulgarian volunteers, Russia again managed 
to get very close to the main objective, namely the occupation of 
the Turkish straits. It stopped in San Stefano at the gates of Istanbul  
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under the threat of the Great Powers, especially the British Empire, 
which supported Turkey in maintaining its hegemony over the Black 
Sea straits.

THE PRE-WAR PERIOD, THE FIRST WORLD WAR,  
AND THE BOLSHEVIK REVOLUTION
Realising the impossibility of achieving the goal of having unhindered 

access to the World Ocean through the Black Sea, blocked by the Great 
Powers, Russia turned its attention to Asia, making a gateway to the 
sea in Port Arthur (now Dalian-China), coming into conflict with the 
Japanese Empire that was trying the continental expansion in Asia 
(Manchuria and Korea). The conflict ended disastrously for Russia, 
losing the entire Pacific and Baltic fleets in the famous 1905 Battle of 
Tsushima. 

The only fleet of the Tsarist Empire remained that of the Black 
Sea, which had an ambitious equipment programme, continued 
in the early 20th century, so that in 1906 it had the following ships:  
8 liners – battleships, 3 cruisers, 3 mining cruisers, 13 mining ships,  
10 mine-laying ships, 2 mine transporters, 6 gunboats, and 10 transport 
ships. Two other liners – battleships and 4 mining cruisers were under 
construction. (Petrov, 1926, pp. 104-105).

The actions of the Black Sea Fleet during the First World War were 
not significant, but we can recall the episode of 18 November 1914, 
when a confrontation took place near Cape Sarych between a tsarist 
naval group of five battleships: “Evstafii”, “Zlatoust”, “Potemkin”, 
“Tri Sviatitelea” and “Rostislav” under the command of Admiral 
A.A. Ebergard and the Turkish-German group under the command 
of German Admiral Wilhelm Souchon composed of the German 
battleships “Goeben” and “Breslau”.

Other battles during that period between Russian ships and 
Turkish-German groups were: the Battle of Kefken Island, on  
29 November 1915, the Battle of 10 May 1915, near the Bosporus, and 
the Battle of 8 January 1916. In all those naval battles, the Black Sea 
Fleet demonstrated tactical skill and very good use of weapons. It is 
worth mentioning that the disasters of the Crimean War were not to 
repeat.

The revolution of February 1917 represented a serious blow to 
the fighting capability of the Black Sea Fleet, and after the October 
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Revolution, the Black Sea Fleet eventually lost its combat capability, 
because of the execution of officers by revolted sailors, leaving 
headquarters and ships without leadership. 

The development of the economy and the industrialisation of the 
country created the conditions for a systematic revival of the fleet. 
The six-year (1926-1932) and five-year (1928-1933) shipbuilding 
programmes were adopted, and in July 1933 a decree of “the Labour 
and Defence Council was issued on the military shipbuilding programme 
for 1933-1938”. The three programmes laid the foundations of the new 
fleet and implicitly of the Black Sea one. To conclude, we can mention 
that the main direction of development of the Black Sea Fleet during 
this period focused on the submarine. 

It is worth mentioning an epochal achievement of Soviet Russia in 
1936. What the Tsarist Empire did not succeed by force somehow was 
achieved by Soviet Russia through diplomacy, having an impressive 
naval power as an argument. The Montreux Convention of 1936 
provided a decisive legal umbrella to keep the Great Powers away from 
maritime security in the Black Sea. So, the Black Sea was left at the 
discretion of Turkey and Russia, which has continued up to present 
days. In addition, by this convention, Russia has unhindered military 
access to the World Ocean, somehow forcing it to maintain good 
diplomatic relations with Turkey, which militarily controls the straits 
and uses them at its discretion in case of war (for example, it closed 
them in the Second World War, achieving a strategic maritime situation 
favourable to Russia).

THE RUSSIAN BLACK SEA FLEET PARTICIPATION  
IN THE SECOND WORLD WAR
In early 1941, the Soviet Black Sea Fleet was commanded by 

Vice-Admiral F.S. Octeabrskii. The Black Sea Fleet consisted of  
1 old battleship (the liner ship “Parijskae Komuna” later renamed 
“Sevastopol”), 6 cruisers “Cervona Ukraina”, “Krasnii Caucasus”, 
“Krasnii Krim”, “Voroshilov”, “Molotov” and “Cementers”, 3 leading 
destroyers “Moskva”, “Kharkiv” and “Tashkent”, joined by 14 other 
small destroyers, smaller ships, and craft like minesweeping ships,  
4 gunboats, more than 80 torpedo boats, 40-50 submarines, and other 
gunboats, auxiliaries, and support ships. (Marolda, 1975, pp. 39-54).
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The Fleet Air Force (commanded by Aviation General V.A. Rusakov 
and, starting in November 1941, by Major General Aviation N.A. 
Ostryakov) consisted of the 62nd Fighter Aviation Brigade and the  
63rd Bombardment Aviation Brigade, independent groups and 
regiments, eight independent squadrons and naval detachments, 
numbering 626 aircraft. The coastal defence forces (Commander-in-
Chief Major General P.A. Morgunov) were composed of 26 artillery 
batteries (93 100-305 mm calibre cannons and other small calibre 
cannons). The air defence (Commander Colonel I. Zhilin) consisted of 
50 anti-aircraft batteries, 119 anti-aircraft machine guns, and more 
other capabilities. 

Under these conditions, the Black Sea Fleet was the largest 
maritime power in the Black Sea, having no competitors; the Nazi 
strategy did not rely on a serious fleet in the area, which would prove 
a serious strategic error. 

The Black Sea campaign began on 22 June 1941, when German 
aviation based on Romanian aerodromes attacked Sevastopol, and 
artillery batteries launched attacks on the Danube Flotilla. During 
the campaign, the Soviets assumed that the Black Sea Fleet could 
guarantee mastery of the sea through active mining and submarine 
actions to ban entry of enemy ships into the Black Sea through straits, 
supply of forces and military equipment in Romanian ports, Bulgaria, 
and Turkey from the sea, and ban the landing actions. To counter, the 
Germans predicted that the superiority of the Black Sea Fleet would be 
offset, possibly even eliminated, by a combination of offensive mining 
actions by air, light naval forces, and actions of the dreaded Luftwaffe. 
Until the end of 1941, this conception was proved wrong because the 
Soviets maintained the Black Sea control.

During the offensive of the Axis powers on land, the Soviet Black Sea 
Fleet participated in naval actions in support of the land forces, among 
which we can mention: the defence of Odessa, of Sevastopol and of 
the Caucasus. In those confrontations, the Soviets lost many ships 
so that in 1943 the Soviet Black Sea Fleet consisted of the following 
ships: the liner “Sevastopol” (former “Parijskae Komuna”), 4 cruisers, 
“Crasnii Caucasus”, “Crasnii Krîm”, “Voroshilov” and “Molotov”,  
1 leading destroyer “Kharkiv”, 8 destroyers, 29 submarines. (Horkov, 
1981, pp. 198-201).
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However, the forces of the Axis powers could not prevent the Soviet 
Black Sea Fleet from maintaining some control of the sea. Between 
June and July 1942, submarines of the Black Sea Fleet carried out  
78 marches in Sevastopol, delivering about 4,000 tons of ammunition 
and materials, and participated in the evacuation of more than 
1,300 wounded soldiers and residents of the city. Although the loss 
of Sevastopol was a tactical failure, the ability of the Soviet Black Sea 
Fleet to continue its actions in conditions of air inferiority proved to be 
paramount for prolonging the fighting in Crimea. Thus, the Soviet Black 
Sea Fleet offered an operational victory through its ability to maintain 
control of the sea in the absence of air superiority. (Owen, 1997).

After the front was reversed on land in the spring of 1943, the main 
actions of the ships of the Soviet Black Sea Fleet were landing actions, 
among which we mention the landing operations at Kerch-Feodosiya 
and Odessa, actions hitting the lines of communications and convoys 
that were carrying troops following the withdrawal from Crimea 
(Operation 60,000). (militera.lib.ru).

It can be concluded that the period of the Second World War was 
the period of the greatest glory of Russia until then. Russia appropriated 
the lessons learned overtime on the need for the maritime and fluvial 
fleets, and thus realised the premise of further developing this strategic 
power, which is the maritime power, even globally.

THE COLD WAR PERIOD
In the years after the Second World War, reconstruction 

programmes were developed and the Black Sea Fleet underwent a 
radical reorganisation. The Fleet was provided with new ships, new 
generation weapons, military equipment, and aircraft. The access 
to German technology, documentation, and scientists allowed both 
blocs, the Soviet Union and the West, to advance in technological 
development in the naval field. With the emergence of long-range 
nuclear weapons, the strategic value of any naval activity in the Black 
Sea has been dramatically reduced. 

We cannot talk about the Soviet fleet without talking about 
Admiral Gorshkov, the artisan of the maritime power with global 
ambitions of the Soviet Union. S.G. Gorshkov persuaded Soviet political 
circles to build a strong naval force capable of meeting the challenges  
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of the time. Among other things, it entailed adapting nuclear weapons 
so that they could be launched from submarines and aircraft, 
developing nuclear submarines and helicopters onboard ships. 

To project Soviet military power, Gorshkov adopted the doctrines of 
Peter I, understood that the Soviet Union must have permanent access 
to the World Ocean, and decided to organise a permanent group in 
the Mediterranean, so the Soviet Navy’s 5th Operational Group was 
established. Also, based on a bilateral Soviet-Syrian agreement, the 
720th Logistical Support Section was established in the port of Tartus. 
For the Soviet Navy, this port would become an important outpost 
providing access to “warm waters”. 

After the establishment of the American naval base in Rota in 
1965, the Soviet fleet had to react to maintain the desired balance in 
the Mediterranean. Until May 1965 the Soviets’ naval presence in the 
area was ensured by ships from the composition of the Nordic Fleet 
and the Baltic Fleet. After this date in the Mediterranean was detached 
a group of ships from the Black Sea Fleet. (Monakov, 2008, p. 535).  
The 5th Operational Group of the Soviet Navy was established, in  
June 1967, with the main task of “discouraging any unfriendly action 
against the USSR and its allies” (Zabloțkyi, 2008, p. 85).

During the Six-Day War between Israel and the Arab countries, 
there were rumours that nuclear weapons were aboard the “Slava” 
cruiser. Some specialists claim that the establishment of a Soviet 
naval group in the Mediterranean Sea was also due to this conflict.  
In 1973, during the Yom Kippur War, the Soviet naval group consisted 
of 50 ships, including 11 submarines and various ships belonging to the 
Black Sea Fleet. During the conflict, there were many detachments of 
ships from Sevastopol to the eastern Mediterranean. On 16 October, 
Israeli planes bombed the port of Lattakia. Two Soviet minesweepers 
of the Black Sea Fleet, “Rulevoy” and “MTȘ-219”, opened fire and 
shot down a plane. On the same day in the port of Port Said, where 
there were 8 landing craft and a destroyer, an Israeli plane was shot 
down following an attack on this Soviet naval group. Because of the 
mentioned incidents, the Soviets planned to execute a landing of 
Marines in the western part of the Suez Canal, a plan that was not 
implemented because, on 17 October, Israeli troops crossed the canal. 
(Şirokorad, 2007, p. 491).
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In the ’60s and the ’80s, the Black Sea Fleet was largely developed, 
including in its organisational chart new ships, new aircraft (in the 
early ’70s – the supersonic bomber Tu-22M). In the mid ’80s an attack  
aviation regiment was established, with the Su-17 bomber, the Marines 
were reorganised and modernised, and S-300 anti-aircraft missile 
systems were deployed for the air defence of the Sevastopol base.

Starting on 1 January 1986, the Black Sea Fleet consisted of  
303 battleships and submarines, including two missile submarines 
and 40 diesel submarines, 25 artillery and missile carriers, 66 anti-
submarine ships, 38 minesweepers, 19 landing ships, 36 special 
ships, and 78 small warships. The air force of the fleet consisted of  
330 aircraft, of which three aircraft regiments equipped with naval 
missiles (76 aircraft), three anti-submarine aviation regiments  
(21 aircraft and 107 helicopters), a reconnaissance aviation regiment 
(32 aircraft), a transport aviation regiment (20 aircraft) and 20 special 
aircraft. (Ib., pp. 499-500).

THE RUSSIAN BLACK SEA CAPABILITIES  
IN THE MODERN AGE
A serious blow to the Black Sea Fleet was the collapse of the 

USSR and the subsequent period of political and economic instability. 
The politico-military issue of the Black Sea Fleet was closely linked 
to the territory of its main base – the city of Sevastopol – and to the 
potentially conflicting ethnical-political situation in Crimea, where the 
majority of the population preferred the reunification with Russia.  
This circumstance determined the particular complexity of the 
situation and the search for political ways to resolve it. At that time, 
Ukraine, which gained independence on 16 July 1990, found the largest 
strategic group in the former Soviet army with an indefinite status 
on its territory. A tense period ensued, with many bilateral meetings 
aimed primarily at issuing a fleet-sharing agreement. 

The meetings ended on 28 May 1997, when three agreements on 
the Black Sea Fleet were signed in Kyiv: Agreement between the Russian 
Federation and Ukraine on the Parameters of the Division of the Black 
Sea Fleet (which sets the number of Russian Black Sea Fleet soldiers at 
25,000); Agreement between the Russian Federation and Ukraine on 
the Status and Conditions of the Presence of the Russian Federation 
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Black Sea Fleet on the Territory of Ukraine; Agreement between the 
Government of the Russian Federation and the Government of Ukraine 
on Payments Associated with the Division of the Black Sea Fleet and Its 
Presence on the Territory of Ukraine. These agreements were ratified 
by the Verkhovna Rada on 14 January 1998, by the State Duma on  
25 December 1998, and entered into force on 1 January 1999. 

Of the total 655 ships, 338 ships (military ships, auxiliary ships, and 
merchant ships) were accounted for in Russia. Also, in the composition 
of the Russian fleet entered more than 106 aircraft, of which only  
22 fighter jets, and Russia could not maintain on the territory of Crimea 
more than 25,000 soldiers, 132 fighting machines, and 24 pieces of 
artillery with less than 100 mm calibre. Sevastopol remained the main 
base of the Russian fleet, with three own bays and one in joint use with 
the Ukrainian fleet3.

The role of the Black Sea Fleet was to provide a means of expressing 
interests in the Black Sea and the adjacent area, now known as the 
Wider Black Sea Area. Russia’s influence in this area was very high, 
and the main direction of its policy was the control of the Bosporus 
and Dardanelles straits, which offer exceptional strategic advantages.  
Also, for the projection of force in the Mediterranean Sea, the Black 
Sea Fleet was a tool often used. In conclusion, the role of this fleet 
established by Empress Catherine II was defined as the way of 
expressing Russia’s hegemonic desires in the Black Sea.

All this period of insecurity was mainly due to Russia’s desire to 
regain control of the region. Following Russia’s annexation of Crimea, 
the political and security environment in the Black Sea changed rapidly 
and marked the transformation of Russia’s political and security position 
in the Black Sea. The relations between the Euro-Atlantic community 
and Russia have deteriorated, especially when the EU and the USA 
imposed sanctions for Russia’s actions. Regional cooperation in the 
Black Sea has been obstructed and some activities have been virtually 
abolished, for example, the BLACKSEAFOR cooperation programme. 

Russia’s change of attitude has taken place amid evolving military 
and security policies in the Black Sea region. According to the Kremlin 
communiqués, Russia’s policy of modernising the armed forces  

3 Соглашение между Российской Федерацией и Украиной о параметрах раздела 
Черноморского флота/, http://xn----7sbb5ahj4aiadq2m.xn--p1ai/others/srf0.shtml, retrieved 
on 29 July 2022.
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has been largely launched in response to previous local developments 
in the region. However, Russia’s efforts to strengthen its military 
force in the Black Sea region have been aimed at strengthening its 
force to counter NATO’s influence, in particular through substantially 
increasing the Crimean military forces, strengthening the Black Sea 
Fleet, strengthening its military presence in the South Caucasus, 
strengthening the military alliance with Armenia and improving 
political relations with Turkey. 

The Black Sea is also the main basis for the projection of Russian 
power beyond this region. As a result, the Southern Military District, 
based in Rostov-on-Don in southern Russia, has become the focal point 
of Russia’s military power for the three increasingly interconnected 
security zones: the Black Sea, the South Caucasus, and the Middle East. 
Crimea has become a central element of Russia’s military force in the 
Black Sea region, being Russia’s strategic pivot for countering NATO in 
the area and having an important role in force projection in the Middle 
East and beyond. 

Russia is currently in the process of controlling the northern 
Black Sea coast following the annexation of Crimea, instigating and 
supporting the pro-Russian insurgency in the Donbas region. Crimea’s 
control allows Russia to turn the Kerch Strait into its territorial waters 
and the Sea of Azov, de facto, under its control. It also expands Russia’s 
maritime border and economic zone with natural gas and oil fields. 

Russian authorities have considered that the Black Sea Fleet 
should be modernised and enlarged, and it has become part of the 
naval modernisation programme, included in the State Armament 
Programme (GPV/ГПВ-2020) for the 2011-2020 period, continued with 
the new programme signed on 26 February 2018, for the 2018-2027 
period (GPV/ГПВ-2027) (iz.ru). Thus, Russia aims to develop a dual 
Black Sea fleet: one tailored for coastal defence (brown water) and one 
for the projection of power in the Mediterranean Sea and the World 
Ocean (blue water). As we find the missions on the official website of 
the Russian Federation Ministry of Defence: “The main tasks of the 
Black Sea Fleet are as follows:

• to protect economic zone and production regions, suppression 
of illegal production activities; 

• to ensure the safety of navigation;
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 • to fulfil foreign policy acts of the Government in economically 
important regions of the World Ocean (visits, ships business 
visits, joint exercises, peacekeeping missions etc.)”. (eng.mil.ru/
en/structure).

SOME IMPORTANT LESSONS LEARNED
At first glance, Russia has properly mastered the lessons learned 

about naval warfare in Narrow Seas, observing the capabilities 
developed in this system called A2AD Anti-Access Area Denial. Taking 
as a reference a consistent and valuable book by Professor Milan Vego4 

from Naval War College, and bringing to attention some of the most 
valuable lessons learned in narrow seas from the book, some relevant 
aspects of the resilience of naval strategy, adapted for the Black Sea, 
can be presented.

One of the main tasks of naval strategy in peacetime is to obtain 
sufficient space for the operations of one’s naval forces and aircraft 
in times of war, so the size, configuration, and strategic position 
of the coast in a Narrow Sea do matter because they ensure rapid 
deployment and redeployment; it is invariably a bad thing to rely on 
the use of a single major base in wartime (Russian Federation would 
have remained only with Novorossiysk without Crimea), therefore, the 
annexation of the Crimean peninsula by force should not be a surprise 
for the moment when the Russian Federation could no longer control 
it through peaceful bilateral agreements with Ukraine; 

“A major part or even an entire ship formation can be destroyed by 
a mass missile strike” (Vego, 1999, 2003, p. 12). In this regard, Russia 
based its Bastion coastal missile system in Crimea and has equipped 
the ships with a series of modern missiles culminating in Kalibr, 
otherwise, the Russian naval tactics are based on launching missiles 
into the volley.

“Land-based air power is one of the most effective means to carry 
out attacks against enemy…” (Ib., p. 12), thus the fire has developed an 
aviation regiment dedicated to sea combat against only ships.

The extensive use of electronic warfare can make difficult  
– if not impossible – the effective use of sensors and guided weapons, 

4 Vego, M. (1999, 2003). Naval Strategy and Operations in Narrow Seas. Newport. Rhode Island: 
U.S. Naval War College.
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thus the Russian Federation has developed modern jamming 
capabilities both at sea and on naval and air platforms.

In considering and analysing the physical environment, an 
operational rather than a tactical focus must be in place to employ 
successfully one’s forces to accomplish operational or strategic 
objectives, thus the so-called A2AD system is a joint level capability 
with operational and geostrategic objectives.

Combat actions are carried out with intensity, simultaneously on 
the entire surface of the Black Sea. Thus, the aero-naval strikes are 
decisive. For this reason, airpower is more important than naval power. 
Airpower can decide war at sea. However, naval actions can have a 
decisive role in the evolution of the front for regaining control of the 
sea. The main condition is the air superiority in the maritime area of 
operations.

Due to the autonomy of modern platforms, military actions can 
expand into adjacent seas, such as the Mediterranean, the Azov, or the 
Baltic. However, the actions take place under the A2AD dome, which 
means that they are covered with coastal systems. Decisive military 
actions will be characterised by the predominant use of high-precision 
weapons, especially missiles (Vego, 2003, p. 12). 

The main military actions took place near the coast, with land 
support. The manoeuvrability of modern ships offers the ability to 
combine manoeuvre and firepower both from land and from the 
sea. If that characteristic became an advantage on the battlefield, 
deployment of the littoral combat forces and manoeuvre can be 
more difficult, and that is a disadvantage. Depending on the situation 
and the configuration of the coast, an operational direction can be 
developed from the sea through an amphibious operation, having all 
the conditions met, including technological superiority.

In the Black Sea, after each air attack, the forces recovery can be 
most difficult because the time available between two successive 
attacks is not enough to reorganise the combat disposal, and it is not 
enough time for resupply.

SLOCs (Sea Lines of Communication) can easily be denied by the 
superior naval forces that manage to maintain Sea Control, but at the 
same time, a certain type of Sea Denial can be executed depending on 
the weaponry on the littoral, anyway not enough to combat a superior 
naval force.
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The war in Ukraine, as we note, validates these lessons, and 
because this article was conceived before the war began, there will be 
no analysis of the ongoing sea and littoral war.

CONCLUSIONS
We can deduce some characteristics of the centuries-old strategy 

for the development of Russian maritime power (especially that of the 
Black Sea) and its projection capacity in the World Ocean:

• It is done step by step regardless of the regime, taking timely 
and rapid advantage of the favourable geostrategic situation 
(for example the weakening of Sweden in the early 18th century, 
the weakening of the Ottoman Empire in the mid-18th century, 
the Montreux Convention and disinterest in the Black Sea at 
the beginning of the 21st century);

• It has periods of hibernation and modest development 
depending on geopolitically imposed barriers or internal 
problems, but it does not disappear (the Crimean War, 
the Russo-Japanese War, the 1905 and 1917 revolutions); 
impositions through peace conferences (e.g., Paris, San 
Stefano);

• It has an impetuous and surprising explosion, it is resilient, it 
is opportunistic when it is allowed to develop extremely fast 
(e.g., after the Crimean War, after the First World War, after the 
Second World War, during the Cold War, and after the 2000s, 
during the Ukrainian crisis – the takeover of Crimea and the 
Russian invasion in Ukraine);

• The development of technologies and doctrines is done taking 
into account national interests and especially the lessons 
learned throughout history.

In conclusion, the Black Sea Fleet is the most experienced for military 
actions in the Black Sea, which is a narrow sea. The war in Ukraine has 
already demonstrated these characteristics of the development of the 
Russian Navy in the Black Sea, as well as the repeated shortcomings over 
time. Hibernation and the attempt to impetuously increase maritime 
power in a short time is not a recipe for success, the lack of modern 
capabilities for amphibious operations, the lack of modern anti-
aircraft defence systems, as well as the lack of coherent operational 
tactics and operational maritime art explaining the unexpected losses  
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of ships and platforms. However, modern submarines and frigates 
remain extremely important platforms that execute strategic, 
operational, and even tactical-level Naval Ground Force Support 
(NGFS). The bad news for the Ukrainians is that they do not synchronise 
with the land-based capabilities that are more recently countered with 
long-range strike weaponry in depth.

As for the other countries bordering the Black Sea, they have 
different interests in maritime security. Next, we will see a brief analysis 
of the way of manifestation of the regional interests among the littoral 
states. 

Turkey, one of the important actors in the security of the Black Sea, 
amid the unbridled growth of President Erdogan’s autocracy and the 
international promotion as a former rising power, is redefining and 
rediscovering the Black Sea in terms of newly discovered resources.  
As the depository and custodian of the Montreux Convention, however, 
Turkey has an important ascendant in the Black Sea area.

Georgia is an actor that no longer matters in maritime security in 
the Black Sea, but it can be said that it won the respect of its aggressive 
neighbour Russia in the 2008 war.

Bulgaria has no declared ambition to impose a certain type of 
security interest. Moreover, it does not have a certain position towards 
the imposition by a certain actor of maritime security that would 
prevail in Russia, taking into account the pan-Slavic spirit and the 
former historical friendship. So, any kind of maritime security favours 
the Bulgarian economy. 

Romania is concerned regarding maritime security and has real 
difficulties in choosing the main support for ensuring its maritime 
security given the historical aversion to Russia. The good practices of 
a narrow sea, such as the Black Sea, dictate that security is negotiated 
and maintained by littoral states. At the same time, the Black Sea  
quasi-littoral actors, NATO and the EU have become important global 
players. Therefore, Romania was courted by Turkey for actually 
collaborating on security, through the offer of MILGEM Turkish 
corvettes, but the new EU requirements forced Romania to be open 
only to the European naval industry. The USA has clear interests to have 
an active politico-military presence on the eastern borders of Europe, 
to protect its interests, while the ambition of the European Union 
is to become a major player both regionally and globally. The result  
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is a prolonged delay on a national conception of Romania on maritime 
security, as well as one on the acquisition of maritime platforms to 
ensure maritime security.

In essence, Romania will be obliged to hand over maritime security 
to another entity/country/alliance/company for the next probably  
30 years. 

NATO has important interests in the Black Sea due to the 
membership of three littoral countries. However, the Alliance is much 
more active in the Baltic Sea and on the north-eastern border.

Against this background, the Russian Black Sea Fleet thrives, 
develops, trains, and more importantly accumulates war experience, 
always one step ahead. 

At this moment the Black Sea Fleet is exactly in the stage of an 
impetuous and surprising explosion, having no real obstacle. Even with 
the losses inflicted on the Russian naval forces, it remains generally 
unassailable for Ukraine and will create particular problems in the 
Black Sea trade. In conclusion, following history, we realise that Russia 
has learned to win more through war than through peace.
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The activity of the German Military Mission in Romania in 1940 consisted 
mainly of training the Romanian armed forces in accordance with the new 
techniques of war. The efficiency of this military mission was strongly reflected 
among the Romanian armed forces from the perspective of the Romanian 
soldier’s training and morale. These defining aspects are addressed in the 
present article, using the method of historiographical investigation and 
comparative analysis.

The objective historical analysis of Romanian-German relations during the 
German Military Mission in Romania highlights a legal issue, because  between 
the two countries there were no alliance treaties or military conventions as the 
legal basis for Romania’s participation alongside Germany in the war, most of 
the subordination of the Romanian armed forces to the German echelons of 
command being done by verbal agreement.

At the same time, the German Military Mission had a dominant influence on 
the activities of the General Headquarters and the General Staff, minimising 
their responsibilities for the design and command of the Romanian armed 
forces in the theatre of war.

Keywords: Munich Agreement; German Military Mission; World War II; Little 
Entente; Molotov-Ribbentrop Pact;

English version by Iulia SINGER.

Geopolitical Perspectives of the Action of the German Military Mission on Romanian Territory 
between 1940 and 1941

MILITARY HISTORY

ROMANIAN
MILITARY
THINKING

189

INTRODUCTION
Europe in the 1940s was engulfed in the vortex of a continental 

war triggered, on the one hand, by the rise of fascism and Italian 
Nazism, and on the other hand, by a series of errors or fears of 
Western democracies. The dismemberment of Czechoslovakia and the 
disintegration of the Little Entente, following the Munich Agreement 
(September 1938), as well as the implacable Ribbentrop-Molotov 
Pact (23 August 1939) were the most drastic events on the European 
political scene. The geopolitical situation thus created had significant 
consequences on Romania’s security, the evolution of political events 
becoming inevitable. In this context, Romania was directly affected by 
the territorial losses in 1940, following the Vienna Award: Basarabia, the 
northern part of Bucovina and the northwestern part of Transilvania.

Although, in principle, as a political organisation with a defensive 
role, the Little Entente was based on democratic criteria, thus managing 
to preserve for a while the territorial integrity of the signatory states 
– Czechoslovakia, the Kingdom of Romania and the Kingdom of 
Yugoslavia – and representing, at the same time, an obstacle to the 
arbitrary claims of Horthy’s Hungary, Germany’s road to expansion 
was one of the dramatic consequences of the Munich Agreement. 
Also, the Molotov-Ribbentrop Pact and the Soviet ultimatums of  
26-27 June 1940 were determining factors in the breakdown of the 
political balance in Central and Eastern Europe, which imminently led 
to the outbreak of the Second World War.

In the same vein, the Molotov-Ribbentrop Pact brought about the 
establishment of Soviet power (Union of Soviet Socialist Republics/
USSR) in the three Baltic states – Estonia, Latvia and Lithuania – which 
thus became part of the USSR, sacrificed Poland between the Kremlin 
and Berlin, and forced Romania and Finland to give up important 
territories in favour of Moscow.

In this geopolitical picture, Romania emerges as a participating 
actor, “from the onset, on Germany’s side in the ‹crusade against 
Bolshevism›” (Trașcă, 2006, p. 3), with the natural and legitimate 
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intention of regaining the territories taken from it in the summer  
of 1940. On the same security coordinates, it can be mentioned that 
the Soviet ultimatums of June 1940 “inaugurated the black series of 
the summer of 1940, which culminated in ceding the Quadrilateral to 
Bulgaria, through the Treaty of Craiova, on 7 September 1940, and of 
North-Eastern Transylvania to Hungary, following the Second Vienna 
Award, on 30 August 1940” (Trașcă, 2013, p. 71; Duțu, 2000, p. 17). 
In such circumstances, Romania turned towards a pact with Germany, 
through the collaboration with the German Command, which was put 
into practice when a German Military Mission was sent to our country. 
Thus, in 1941, Romania found itself in the situation of being an ally 
of Nazi Germany, with the primary and obviously subjective goal of 
getting back the regions abusively annexed by the USSR a year before. 
At the same time, through the German Military Mission, the Romanian 
decision-makers sought to integrate Romania in the political-military 
system of the Axis Powers.

DEFINING ASPECTS OF ROMANIA’S POLITICAL, 
ECONOMIC AND STRATEGIC INTEREST  
DURING THE GERMAN MILITARY MISSION MANDATE
In the strategic plans of Germany, ever since before the Second 

World War, Romania had an essential role, from at least three 
perspectives: its border with the USSR, direct access to the Black Sea 
and oil resources, a fundamental element in the economy of the Third 
Reich (Haynes, 2003, p. 18). In fact, gaining access to the economic 
power of the states of South-Eastern Europe was among the objectives 
of the Nazi foreign policy (Ancel, 1940), Romania being surrounded 
by rivals with territorial claims, such as the Soviet Union, Bulgaria and 
Hungary. The Romanian side, in turn, was motivated by the orientation 
towards the German power economically and in terms of ensuring 
territorial integrity and national security, as well as in the attempt of 
blocking the Hungarian revisionism, seeking support from the German 
Military Mission to protect against a possible Soviet threat (Haynes, 
p. 28). In such circumstances, King Carol II of Romania (8 June 1930 
– 6 September 1940) thought that getting close to Germany would 
guarantee the defence of the Romanian territory, but would also save 
his throne, after the political regime changed and a national-legionary 
government rose to power.

The idea of a German military mission in Romania originated 
during the regency of Carol II, when the German military attaché  
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in Bucharest, Colonel Karl Richard Wahle, stated in Berlin on 14 July 1940 
that “The Military Air Attaché and the undersigned were called upon in 
the afternoon of the same day to an audience with the King. The King 
opened the meeting by declaring that he was seriously determined to 
go with Germany. That is why he asked us to convey to the German 
Supreme Command his official request for a Military Mission, in keeping 
with what he had already proposed to the Führer. So far the King has 
not received a favourable answer” (Oșca, p. 56). But because the Berlin 
leadership was reticent towards Carol II’s foreign policy, the Führer’s 
response would come later. Undoubtedly, although a dictatorial 
leadership, Romania progressed under the leadership of Carol II, from 
a cultural and social point of view, but the king’s authoritarianism grew 
increasingly, and the territorial losses from 1940 minimised credibility 
of the regime, culminating in the abdication of the king. As such, a 
coalition government came to power, made up of far-right officers 
under the leadership of General Ion Antonescu and representatives 
of the Iron Guard, which resumed the idea of the need, seen as a 
solution, at the same time, of a German military mission in Romania. 
This suggestion was mentioned in the document entitled “Proposals 
of the Romanian government for receiving a German Military Mission, 
based on the talks that took place on 15-17 September 1940 between 
General Antonescu, the head of the Romanian State, and General von 
Tippelskirch, from the German Supreme Command” (Trașcă, 2013, 
pp. 147-148). Regarding the organisation and powers of the German 
Military Mission, the document stipulated that: “1) it will work in 
connection with the Romanian General Staff and will have the necessary 
specialist officers; 2) the troops that will also serve as training units 
in the training centers will be the following: a) combat aviation ...;  
b) anti-aircraft defense...; c) large monitored and mechanised units. 
(...) The Romanian government proposed that a number of 3-4 staff 
officers from the German army were assigned to the Higher War School. 
Also, young Romanian officers were to be sent to training centres in 
Germany” (Ib.).

The German Military Mission started its activity in October 1940 
(Ib., p. 139). The attributions of this body emerged from the guideline 
signed by Field Marshal Wilhelm Keitel, head of the High Command 
of the Wehrmacht (Oberkommando der Wehrmacht/OKW), on  
20 September 1940, in which it was stipulated that: “The apparent 
mission of the German troops is to help Romania, a new friend, 
regarding the organisation and training of its armed forces. Their real 
missions, which must not become obvious either to the Romanians  
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or to their own troops, are: a) to protect the oil region from destruction 
and its seizure by a third power, b) to provide the Romanian armed 
forces with the ability to carry out different tasks, in keeping with a 
plan designed in favour of German interests, c) in the event of a war 
imposed on us by Soviet Russia, to carry out preparations for the 
engagement of German and Romanian forces from Romania” (Ib.,  
p. 150), Romania thus being, as Field Marshal Keitel believed, “linked 
to us to the death” (Trașcă, 2021, p. 211).

Basically, the presence of German units on the territory of our 
country meant Romania’s entry into Germany’s sphere of influence, 
as well as the implicit adoption of the decisions of the Third Reich, 
especially regarding the attack on the USSR in the first part of 1941. 
During this campaign, the Romanian armed forces did not have the 
necessary potential – neither physical nor moral – to fight against 
the USSR: the cavalry was the basis of the armed forces, but it lacked 
modern artillery, not having enough armoured units. In addition to 
these impediments, the combat and moral training of the Romanian 
soldiers were inadequate for such circumstances. It should also be 
remembered that, since the beginning of the Romanian-German 
military cooperation, there were numerous differences between the 
two entities, among which the most important ones were the poorly 
equipped Romanian armed forces, as well as the Romanians’ incapacity 
to provide civilised conditions for waging war among their own troops. 
An example in this respect is the equipment of the German armed 
forces, which had “special outfits for duty, training and sports, special 
rest, comfortable and hygienic accommodation” (AMNR, 2005, p. 9).

In economic terms, Romanian oil was a decisive factor for the 
German war effort, being the only natural product capable of meeting 
the industrial and economic needs of the German armed forces. It was 
a vital strategic resource that had to be fully secured, which is why it 
was a priority in the analyses of German decision-making factors. It 
follows, thus, that the possession of Romanian oil was a well-founded 
argument for the German interest in Romania, as well as one of the 
factors that motivated Germany to wage a war of aggression against 
the USSR in June 1941.

In these geopolitical and economic conditions, we consider that the 
German Military Mission played a significant role in preparing the attack 
against the Soviet Union on 22 June 1941, as well as in establishing and 
sustaining a strategic partnership between the German Reich and the 
Kingdom of Romania until the end of August 1944, when our country 
entered the war alongside the USSR, leaving the Axis coalition.
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ROMANIA’S INVOLVEMENT IN THE GERMAN-SOVIET 
WAR – OPERATION “BARBAROSSA”
Somewhat isolated in the international context, especially after 

the division of Eastern European territories between Germany and the 
USSR, but especially after the signing of the Ribbentrop-Molotov Pact, 
Romania found itself in the position to accept Germany’s support: 
“In this difficult situation, in which its very existence was threatened, 
Romania could not direct its policy somewhere else – as it did in other 
times – but only towards Germany, with which it entered the war 
against Russia in the summer of 1941 (... ), continuing the holy war, 
together with its great ally, against the communist danger” (Cioroiu, 
1942, p. 70). However, as the former Romanian ambassador in Berlin, 
Ion Gheorghe, reckoned, this solution was “an official act without 
convincing power” (Gheorghe, 1996, p. 220), because the relations 
between the two countries came down to an “ordinary political 
opportunism” (Duțu, 2016, p. 218). Romania’s objective within this 
alliance was unequivocal: getting back the lost regions of Basarabia 
and North Bucovina, annexed by the USSR.

In terms of strategic position in the attack against the USSR, 
Romania was considered by the Third Reich as the ideal instrument, 
the Romanian armed forces being a consistent support in carrying out 
operations against the Soviets. At the same time, the oil resources 
were a vulnerability in terms of a possible retaliation from the USSR.

Romania’s involvement in the German-Soviet war that began on 
22 June 1941 consisted in the contribution and effort of the Romanian 
armed forces, considered a main partner of the Axis, alongside 
Japan and Italy, through the participation in the siege of Odessa, the 
conquest of Crimea or the battle of Stalingrad. In all these actions, the 
contribution of the German Military Mission to train and assist the 
Romanian armed forces was significant and effective.

Germany and its allies – Italy, Finland, Slovakia, Hungary, Spain, 
Romania – attacked the USSR on 22 June 1941 in the operation  
code-named “Barbarossa”, which aimed to annihilate the Soviet Union 
and its communist regime. In order to prepare this operation, one of 
the urgent measures taken by the German Military Mission was to 
evaluate the fighting capacity of the Romanian armed forces, which 
was not exactly a positive one, as it appears from a report from 1941 
of the German Military Mission: the officers were appreciated as well 
trained theoretically, but “without the strength and will to resist to the 
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last man” (Trașcă, 2021, p. 7). The report also emphasised the fact that 
no information could be given about non-commissioned officers, “since 
there are no active non-commissioned officers at all” (Ib.). Instead, the 
evaluation of the Romanian soldiers was a positive one: “The Romanian 
soldier is a capable (human – author’s note) material, willing to learn; 
he is usually docile and willing to assimilate, apparently strong and 
persevering; however, he generally has a low level of training. He lacks 
independent activity and thinking. His relationship with his superiors 
is, according to the Romanian mentality, based on fear of punishment 
rather than trust. The treatment of the soldier is, in part, bad, and the 
living conditions in the barracks – according to our standards – are 
primitive. The salary does not even correspond to modest living needs” 
(Ib.). 

Also, the report showed the state of the Romanian divisions, 
which, following the evaluation, were considered non-functional 
in independent attack actions, and could only be used in guard and 
security missions. The assessments in the report were extremely critical 
and ended with the following decisive conclusion: “an independent 
attack operation by the Romanian troops is out of the question” 
(Ib.). Therefore, it was decided that the Romanian divisions were not 
indicated for independent combat missions, but only for some attack 
missions. Thus, both based on the conclusions of the report of the 
German Military Mission and as a result of the opposition expressed 
by Adolf Hitler, the plans regarding the use of Romanian troops in the 
“Barbarossa” operation were changed (Ib., p. 9). Although the German 
Military Mission improved the situation of the Romanian troops to 
some extent, it was still decided that the Romanian armed forces were 
not “suited for difficult attack missions” at least in the first stage of 
Operation Barbarossa (Ib.). Moreover, one of the conclusions of the 
report stated, in a suggestive and categorical manner: “The German 
suggestions were assimilated and followed with sincere interest and 
conviction. It can be seen that the greater part of the Romanian 
General Staff and the Romanian command corps are sincerely trying 
to learn German battle principles. Command posts should generally be 
filled by appropriate personalities” (Ib., p. 13).

Although the assessment of 1941 presented an army not properly 
prepared in the opinion of the German Military Mission, the Romanian 
armed forces had a dynamic role, with Romanian and Finnish troops 
securing the southern and northern flanks and taking part in military 
operations alongside the Wehrmacht. From this point of view, Romania 
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was also a base of operations for the German armed forces. We know 
that, ever since the fall of 1940, Reich troops were deployed in Romania 
as part of a German military mission. Romania was also a supplier of 
raw materials, especially oil, which was very important to the German 
war machine. From June 1941, two Romanian armies, the 3rd and 4th, 
participated in operations alongside the German 11th army within a 
group of armies called ‹General Antonescu›, whose commander was 
Ion Antonescu himself, the Romanian head of state. At the beginning, 
his goal was to liberate Basarabia and northern Bucovina...” (Trașcă, 
2013, p. 67).

Following the invasion of the Soviet Union, Romania took control 
of Basarabia and Northern Bucovina, and, following the conquest of 
Ukraine by German and Romanian troops, in July and August 1941, 
Romania received the territory between the Dniester and Bug Rivers. 
The purpose of the participation of the Romanian armed forces in this 
far-reaching action – the reunification of its borders – was different 
from that of Germany, although both countries aimed to achieve their 
objectives by defeating the Soviet Union.

The failure of German troops to defeat Soviet forces in Operation 
Barbarossa signalled a crucial turning point. Although the Red Army 
suffered greater losses than the Germans during this campaign,  
the inability of German forces to defeat the Soviet Union marked a 
significant setback for the German military effort. Also, the “Barbarossa” 
operation had a series of consequences on the Jewish issue within 
Romanian-German relations, among them, the pogrom in Iași, from 
28-30 June 1941, stirring the interest of numerous historiographers. 
The policy of the Antonescu government towards the Jews during 
the Second World War was broadly aligned with the goals of foreign 
policy, being “under the sign of tactical and pragmatic considerations” 
(Trașcă, 2013, p. 618) of those times. As it is shown in Ion Antonescu’s 
testimony during the Nuremberg Trials, “during the time I was in power 
in Romania, I followed the policy of strengthening ties with Germany 
in order to recommence the training and arming of the Romanian 
Armed forces, with its help. To this end, I met Hitler several times”  
(Procès-verbal, p. 23). This paragraph shows us the relationship 
between Germany and its satellites. In the same context, regarding the 
German Military Mission in Romania, Ion Antonescu acknowledged 
that: “I agreed with Hitler that the German military mission in Romania 
should continue its activity of reorganising the Romanian Armed Forces 
according to the German model; we also concluded an economic 
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agreement under which the Germans would deliver to Romania 109 
Messerschmitt planes, battle tanks, tractors, anti-aircraft and anti-
tank guns, automatic weapons and other weapons and would receive, 
in turn, part of Romania’s wheat and gas to meet the needs of the 
German armed forces. To the question: - Could this first meeting 
with Hitler be considered as the beginning of my agreement with the 
Germans for the preparation of the war against the Soviet Union? –  
I answer in the affirmative” (Ib., p. 65).

CONCLUSIONS
The historical studies undertaken over time on Romanian-German 

relations during the German Military Mission mandate in Romania point 
to the deficiency of legal aspects, since no alliance treaties or military 
conventions were signed between the two countries, to constitute the 
legal grounds for Romania’s participation alongside Germany in the 
war, most of the subordination of the Romanian armed force to the 
German command echelons being done by verbal agreement (Oșca, 
p. 221).

We must also mention the nature of the political-military relations 
with the Third Reich, which imposed its point of view on strategic 
and operational issues. The German Military Mission had a dominant 
influence on the activities of the General Headquarters and the General 
Staff, minimising their responsibilities for the concepts and command 
of the Romanian armed forces in the theatre of war. For example, 
during the Eastern Campaign, these two design and command bodies 
of the Romanian armed forces were prevented from independently 
drafting campaign plans or actually leading the Romanian armed 
forces at the front, with only some exceptions - “in spatially limited 
areas and directions, in the south of Basarabia and in the battle of 
Odessa, between 22 June and 16 October 1941, in the 4th Army zone, 
and even then with notable German suggestions and influences” 
(Duțu, p. 12). The role of the German Military Mission in achieving 
some of our national objectives during the war should not be omitted; 
here we can mention the contribution of the German 11th Army to the 
liberation of Basarabia and the northern part of Bucovina, in 1941. 
We can conclude that the “stronger partner” (Oșca, p. 68), in our case 
Germany, imposed its concept of leading the fight by demonstrating a 
strict but effective control over the Romanian armed forces.
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The military measures established by the Paris Peace Treaty of 10 February 
1947 considerably diminished the Romanian Armed Forces combat capacity. 
The international diplomatic document stipulated that the armed forces should 
not exceed 138,000 troops, the number of military aircraft was reduced to 150, 
of which 100 were fighter jets, and the Navy was forbidden to have submarines 
and torpedoes in the inventory.

Moreover, the Navy could be staffed with a maximum of 5,000 people, and 
the value of the total tonnage of the ships could not exceed 15,000 TDW. 

Starting in 1948, the Romanian People’s Republic Armed Forces were 
reorganised, in compliance with the impositions of the Allied Control 
Commission (Soviet Party) and the provisions of the Paris Peace Treaty. 

In this context, the Navy, together with the Navy Command as a higher 
echelon, had a new organisation, which also took into account the budgetary 
problems Romania had to face after the Second World War.

Keywords: Navy; littoral defence; combat ships; combat training; Paris Peace 
Treaty;
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INTRODUCTION
The proclamation of the Romanian People’s Republic on  

30 December 1947 brought about organisational changes to the 
leadership of the Navy. Thus, based on the Order of the Ministry of 
National Defence (MND) no. 510919 on 5 January 1948, communicated 
by the Navy Commander Order of the Day no. 86 on 8 January 1948, the 
names of the Royal Navy and the Royal Navy Command were replaced 
with the Navy and the Navy Command respectively (Glodarenco, 
Croitoru, Vochițu, Stan & Rîșnoveanu, 2010, p. 230).

Starting in 1948, with the establishment of the regime of popular 
democracy in Romania, the new military authorities in Bucharest 
began to develop a new doctrine of the country defence, based on the 
lessons learned from the Romanian Armed Forces participation in the 
Second World War.

The Ministry of National Defence interest in reorganising the Navy 
got evident on 3 August 1948 when the Minister of National Defence, 
Colonel General Emil Bodnăraş, inspected the Navy vessels and units 
in Constanţa and had meetings with all high-rank officers on board 
LIBERTATEA (AMNR, f. 229).

Thus, the Minister of National Defence ordered the officers of 
the Great General Staff to develop the hypotheses in which Romania 
could have been in the event of a possible conflict. Based on those 
hypotheses, the specialists from the Undersecretariat of the Navy 
developed a plan for the equipment, training and political preparation 
of the Navy, achievable within a maximum of 10 years, provided 
that it was anticipated a combined (sea, land and air) enemy attack 
(Moșneagu, 2006, p. 240).

It is interesting that, without going into details related to the 
procurement needs in terms of combat ships, naval equipment and 
ammunition, as well as the arrangement of fortified points on the 
entire Romanian Black Sea coastal area, the total cost of the plan was 
estimated to amount to 91,930,000,000 lei (AMNR, ff. 164, 197-219; 
Moșneagu, p. 244).
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Given the increasingly strain economic, diplomatic, political and 
military relations between the Soviet Union and the United States of 
America, and, consequently, between the alliances that were led by the 
two great powers, the leadership of the Navy Command suggested the 
establishment of two Large Units for the execution of specific missions. 
The areas of responsibility were the coastal area and the national 
waters of the Black Sea basin and the river area defence respectively.

THE NAVY ADMINISTRATIVE REORGANISATION
On 7 April 1948, Commander Eugen Săvulescu, in his capacity 

as Chief of the Navy, sent to the Minister of National Defence a 
Memorandum on the problems of the naval forces, which stated, 
among other things, that “... an aero-naval action in this sea (the Black 
Sea, A.N.), followed by a landing, would take the attackers directly to 
the territory of the Soviet Union, the main bastion of democratic forces. 
The whole of Dobrogea can be a huge bridgehead, whose important 
points can be occupied in a few hours by mechanised vehicles and 
paratroopers. A landing at this place would intercept the Danube 
artery, the most important means of communication between the 
USSR and its Balkan allies. Finally, a landing in Dobrogea would cut 
the connection between the USSR and the popular republics of the 
Balkans, which could be expected as a producer of maximum political 
effects. Thus, in conclusion, the maritime coast of Romania is on the 
forefront of importance in the event of a conflict. The essential mission 
of the Romanian Navy is therefore to defend this coast against such an 
eventuality”. (Moșneagu, p. 245).

As for the administrative reorganisation, in September 1948, the 
Navy became a Region, meaning that warehouses and subsistence 
centres were established as it should be capable of self-management 
in terms of food, equipment and accommodation.

In compliance with the Order of the Great General Staff  
no. 512990/1950, between 18 and 24 January 1950, the Navy 
Command organised in Constanţa a convocation of the Navy large units 
in Dobrogea. During the convocation it was executed a war game on 
the map having the theme Defence of a littoral portion. The war game 
was commanded by Commander Emil Grecescu, who was the Navy 
Commander. Based on the exercise conclusions, the Navy Command 
Staff developed the Instructions for the littoral defence. 
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In compliance with the Action Plan for the littoral defence, a strictly 
secret document of the Navy Command, issued on 7 February 1949, 
the Navy represented the main structure within the Ministry of 
National Defence whose fundamental mission was to deny a possible 
aero-naval enemy landing on the Romanian Black Sea littoral as well as 
an enemy forces inflow in order to force the Danube crossing on the 
general direction Bucharest.

Under such circumstances, between 26 January and 2 February 1950, 
Colonel General Emil Bodnăraș, in his capacity of Minister of National 
Defence, accompanied by a group of officers from the superior echelon, 
executed a control mission at the units and large units subordinated 
to the Navy Command, examining a series of aspects related to  
“the combat capacity, the progress of combat and political training, 
as well as the administration of the commands and units belonging 
to the Maritime Forces, the Naval Force, the Littoral Defence and the  
25th Moto Brigade” (AMNR, c. 351).

Following the examination, the communist minister issued, on 
21 March 1950, the Order of the Minister of National Defence of the 
Romanian People’s Republic no. 10, a document structured on six great 
themes, namely: “the Situation of the units organisation and combat 
capability, the Combat and political training, the State of the armament 
and combat technical assets, the Administration and service in the 
units, the Political-moral and disciplinary condition and the Control 
and assistance provided by superiors to the units” (Ib.), presenting the 
Navy organisation as well as its combat and intervention capability in 
the event of a foreign aggression in the area of the Romanian Black Sea 
littoral in gloomy words.

The document presented, in the first part, the fact that the 
inspection performed by the officers of the central apparatus of the 
Ministry of National Defence revealed a totally unsatisfactory state 
of affairs in terms of the units combat capability, as well as “serious 
deficiencies in the corps service, in the administration and the training” 
(Ib.). Exceptions to this situation were the 25th Moto Brigade, as well 
as the 75th Artillery Division in Sector 3 of the Littoral Defence, which 
“presented themselves somewhat better in terms of combat and 
political training” (Ib.).

It is interesting that, according to the high communist military 
dignitary, the great deficiencies discovered in the large units  
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and units deployed in Dobrogea were caused, first of all, by the lack of 
responsibility and the inactivity considered “condemnable of several 
higher hierarchical leaders” (Ib.) within the Maritime Forces, the Naval 
Force and the Littoral Defence.

Also, Colonel General Emil Bodnăraș considered that the Great 
General Staff, the Navy Command, as well as “some central bodies of 
the Ministry of National Defence did not make the necessary effort 
to raise the combat capacity of the units in Dobrogea”. Moreover, he 
considered that in commands and units there was often “a formal and 
bureaucratic command, along with a lack of initiative at work”, which 
led to “the harmful practice of always waiting for orders from above” 
(Ib., pp. 351-352).

Thus, in the first chapter, the Situation of the units organisation and 
combat capability, the Minister of National Defence made an objective 
presentation of the combat capability as well as of the organisation 
of the units and large units of the Navy Command that ensured the 
littoral defence and, implicitly, the denial of a possible enemy advance 
on the general direction Muntenia Plain-Bucharest.

The first problem identified in the document was represented by 
the fact that neither the Maritime Forces Command nor its Staff had 
a plan for the littoral defence and the necessary topographical maps, 
meaning that “the subordinate units did not make any effort in that 
direction” (Ib.).

Even worse was the fact that, according to the report, there was 
no alarm plan or instruction in any unit stating “where and how long  
should take the unit or subunit to get assembled, what areas or positions 
it should occupy, the necessary quantities of ammunition and food, 
the officers transportation, organisation and means of communication 
etc.” (c. 352).

Also, the permanent fortification works, which were built along the 
Romanian Black Sea coastal area, were not yet assigned to the subunits 
that guarded the coast, their commanders not even having plans for 
those works in the sectors they had under control. Moreover, the 
machine gun battalions, as well as the independent artillery divisions, 
which were part of the Littoral Defence sectors, did not have their 
locations fixed and arranged.

At the large units subordinated to the Navy Command, the 
organisation left much to be desired, too. Thus, in the opinion  
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of Colonel General Emil Bodnăraș, the deployment of the 25th Moto 
Brigade, as well as of the Command of Sector 2 of the Littoral Defence 
did not meet the operational needs, and the brigade units, equipped 
with 45 mm and 57 mm cannons as well as with 122 mm howitzers, did 
not have the ammunition necessary for the execution of the mission 
assigned to them. 

The report also contained a number of details related to the 
mismanagement of human resources within the 25th Moto Brigade: 
“... older and newer people are assigned to separate subunits instead 
of the older forming the backbone of groups, teams of servants and 
crews – although I have given precise instructions in this regard.  
Due to these shortcomings, the combat capability of the units and 
subunits decreases” (cc. 352-353).

There were also shortcomings because in the order of battle of the 
staff of the tank and moto infantry units and subunits the function of 
technical deputy was not provided, and in the independent motorised 
infantry battalions the political apparatus was not provided either.  
The medical staff was also insufficient, and the company platoon 
members were not provided in the order of battle of any unit. However, 
the aspect that bothered the highest military official the most was 
the fact that “no commander had the initiative to raise the issue of 
eliminating these shortcomings in the organisation of the units”  
(c. 353).

Negative aspects were also identified in terms of radio 
transmissions. Thus, the units that had the Romanian Black Sea littoral 
as area of responsibility had completely insufficient radio means, and 
the wire transmissions between Bucharest and Constanța did not 
function properly, not meeting the technical conditions necessary to 
ensure secure, operational and permanent connections.

The dissatisfaction of the Minister of National Defence was also 
related to the fact that, during that inspection, the large units and units 
deployed in Dobrogea did not present the scheme of radio and wired 
connections, considered a “basic operational document” (cc. 352-353).

In the second part, the Combat and political training, the general 
idea of the report was that the planning of combat and political training 
was satisfactory. However, the Navy Command Staff did not meet 
the requirements and “did not understand the organisational role of 
planning”. That was the reason why the Minister of National Defence 
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noted that “instead of meticulously executing creative planning 
work, it was content with mechanically transmitting the provisions 
of the central bodies directives, without taking into account the real 
possibilities and the specific conditions of the subordinate units”  
(c. 353).

As for the combat training of officers, non-commissioned officers 
and soldiers in the staff of large units and units deployed in the province 
between the Danube and the Black Sea, the conclusions of the report, 
presented objectively, were pretty gloomy.

It emerged from the document that the training of the staff in 
commands and units was not planned and, consequently, was not 
conducted, which is why “the staffs do not present themselves as 
cohesive management bodies” (Ib.). It is interesting that the same 
state of affairs was found in the training of the Naval Force personnel. 
The reason for that situation, as identified in the report, was that the 
commanders did no show exigency and did not create the necessary 
conditions for individual study and, consequently, for the good military 
and political training of the officers in any of the units.

However, not only the professional training of the officers but 
also the combat training of the conscripts was precarious, given that 
“preserving the obsolete methods in all branches, only the infantry 
combat training was executed, without providing the elementary 
notions specific to the respective branch. This fact contributed to a 
significant decrease in the units combat capability” (Ib.). That situation 
was complemented by the fact that no unit was prepared for the night 
actions, the coastal batteries lacking the necessary facilities for such a 
purpose.

According to the document, the quality of the combat training of 
troops and cadres was lower than modern requirements, “because 
of the poor methodological training of the cadres and the insufficient 
combat training assets” (Ib.). Thus, some of the reasons that led to 
that state of affairs were identified. The document explained that 
in the case of the training conducted with a platoon-level subunit,  
1-2 soldiers were trained, preferably among those who had graduated 
at least seven primary classes, while the rest of the soldiers watched! 
The same thing happened with company-level training, only one 
platoon being trained, with battalion-level training, only a company 
receiving basic training, or with regiment-level units, only a battalion 
being trained.
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The exception was the Artillery Division, commanded by Captain 
Mihalache, whose area of responsibility was the 3rd Sector Littoral 
Defence, “where this issue was understood correctly and where the 
soldiers were provided from the beginning with the necessary minimum 
of specialised training” (c. 354).

As for the equipment, the Minister of National Defence highlighted 
the fact that, during the combat training, the didactic material and 
the devices were used very rarely, the weapons recognition classes 
being conducted only theoretically. Moreover, in the tank battalion, 
subordinated to the 25th Moto Brigade, the entire training process was 
conducted with German-made tanks and trucks, left on the Romanian 
territory during the withdrawal of Wehrmacht troops, “although the 
unit has new Soviet weapons, which are kept, without any justification, 
in the warehouse” (Ib.).

Interesting are the conclusions reached by Colonel General 
Emil Bodnăraș, in his capacity as Minister of National Defence, in 
connection with the combat training of large units and units deployed 
in Dobrogea: “All the mentioned aspects have led to the troops poor 
individual training under all circumstances and to slow progress in the 
cadres training” (c. 355).

In the third chapter of Report no. 10, namely the State of the 
armament and the technical combat assets, it was highlighted the 
difficult situation of the armament and the combat technical assets 
in the inventory of the large units and units inspected by the high 
communist official. A first conclusion referred to the fact that neither 
the troops nor the officers were educated “in the spirit of love for their 
weapons”, which is why maintenance work was done in unsatisfactory 
conditions, a situation encountered especially in the 12th Artillery 
Regiment and on the ships of the Naval Force. The mentioned aspect 
was also noted in the case of the 25th Moto Brigade, where “old tanks 
are poorly maintained” (Ib.).

Another unacceptable situation for Emil Bodnăraș referred to the 
fact that the artillery material, the reconnaissance devices, as well as 
the optical devices were improperly kept, preserved and maintained, 
being stored in rooms exposed to sudden temperature variations. 
Exceptions were the 12th Artillery Regiment and the independent  
75th Artillery Division, where the maintenance of specific materials 
was executed satisfactorily. Those shortcomings were also the result 
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of the fact that, in the inspected units, there was no regular control of 
weapons and ammunition by hierarchical chiefs, starting with cannon 
or group commanders.

Moreover, no unit had an armament repair plan, which is why  
there were significant quantities of armament with technical failures. 
At the 25th Moto Battalion, the 28th Moto Battalion, as well as at the 
34th Tank Battalion, there were no armour workshops, no master 
gunsmiths or mechanics. 

A special situation was identified at the ammunition depots in 
Tulcea, where the order and control of the evidence and maintenance 
of the stored materials were not ensured, especially in the torpedo 
warehouses (cc. 355-356).

The fourth part, the Administration and service in the units, 
presents issues regarding the way in which the commanders 
coordinated the services of the subordinate large units and units. 
Following the inspection, a totally unsatisfactory state of affairs was 
identified regarding the performance of the self-service in the barracks 
of the units, the sanitary service, as well as the guard service.

The Minister of National Defence found that, in most cases,  
the barracks were satisfactorily maintained, except for the barracks of 
the Marine Infantry Battalion and the gunboat GHICULESCU, where, 
“due to lack of care for people, it is cold, dirty and wet” (Ib.).

A serious problem facing all the garrisons deployed in the  
Trans-Danubian province was the accommodation of officers, which, 
according to the Minister of National Defence, was “completely 
unsatisfactory” (ib.), especially for the 30 December 1949 graduates.

The young officers living in the barracks did not have recreational 
facilities, did not eat enough, did not have the necessary furniture for 
their livelihood and did not have heat and light. On the other hand, the 
accommodation of the young officers in the city did not benefit from 
the support of their commanders and political deputies, who thus 
showed “a total lack of political understanding of the issue”. Under such 
circumstances, the report suggested that, “because of the mentioned 
aspects, officers often find their homes in a hostile environment” (Ib.).

The conditions were not better in the barracks either. According to 
the document, in most of the bedrooms it was a mess, the weapons 
were not arranged in racks, backpacks and other uniform items were 
stored in disorder, not distributed to people, while under the mattresses 
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and pillows were kept various military objects, and in the warehouses, 
shoes and cartridges were covered with mould. Also, the appearance 
of the troops was sloppy. Thus, the military did not have their hair 
properly cut, the equipment was unadjusted, the epaulettes were not 
fastened regularly, and “the caps were not matched by colour” (Ib.).

Another finding was related to the way the troops were fed. 
Following the control, it was found that “the food of the people during 
the inspection was generally satisfactory, although it is prepared, 
almost everywhere, in unhygienic conditions. The tables on which the 
food is prepared are dirty, which can lead, especially with the arrival of 
spring, to intoxications” (Ib.).

The food preparation process was also inappropriate: “The food 
distributed daily is not divided according to the menu, by dishes.  
This important food problem is solved only by the cook, as he can. 
There is no day service in the kitchen and no sanitary control of food 
preparation is organised. Military camp kitchens – expensive assets – 
are left in a state of reprehensible dirt after use” (cc. 356-357).

With regard to the healthcare service, the Minister of National 
Defence considered that it was operating in “primitive conditions” 
(Ib.), all units lacking doctors and nurses. That state of affairs was 
felt, especially, in the Littoral Defence sectors, where the units and 
subunits were dispersed. Moreover, there were no pharmacies inside 
the units, which is why the officers had to travel tens of kilometres to 
buy medicines.

Also, because of the lack of medical staff and appropriate facilities, 
the outpatient and inpatient treatment was “completely uncivilised” 
(Ib.). 

Particular attention was paid to the guard service performed in 
the large units and units deployed in Dobrogea, its importance being 
underestimated. The guard service was organised only formally, 
and the guard corps were not properly arranged and did not have 
the proper documentation. A special situation was identified at the  
12th Artillery Regiment, where the guard corps was installed in a 
passage room.

In addition, at the guard corps, the sanitary control was not 
ensured, and the sentries received war ammunition only during the 
night (c. 357). 
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Given that the Romanian Armed Forces underwent an aggressive 
and continuous process of politicisation, with the establishment of 
a totalitarian political regime on 30 December 1947, it is clear that 
Colonel General Emil Bodnăraș, in his capacity as Minister of National 
Defence, during the inspection of the large units and units deployed 
in the province between the Danube and the Black Sea, paid special 
attention to the political and ideological training, as evidenced by the 
fifth part of his report, the Political-moral and disciplinary condition. 
From the beginning, the high communist official’s conclusion was that 
“the Marxist-Leninist training of officers and the political education of 
troops are conducted at a low ideological level” (Ib.).

It was further stated that the daily reading of newspapers with 
troops and officers, one of the most important activities conducted 
in the armed forces, was not done in an organised manner, and other 
means of education, such as cinema, radio or conferences, were “rarely 
used” (Ib.).

 A critical attitude was also directed at the units and subunits 
commanders who “perform almost no educational work”, which was 
why “party political work is often performed formally, independent of 
the concrete tasks of units and subunits” (cc. 357-358). 

The high military dignitary from Bucharest also brought serious 
criticism to the upper echelons, showing that “this situation is 
aggravated by the lack of organised and systematic work by the upper 
echelons to raise the level of training of the units political leaders, party 
and youth organisations secretaries, and especially by their absence 
from the field, to show how the work should be done on site” (Ib.).

Regarding this aspect, namely the non-involvement of  
decision-makers at the level of large units, Emil Bodnăraș noted 
that most bodies with political responsibilities had not given up the 
practice of leading from the office by written orders and directives, 
without going to units. The conclusion expressed was that, for those 
reasons, “the company and the battery have not become the centre 
of political and party work, in which the success of combat training 
and the education of soldiers is decided. The same was the reason why 
almost no one knows the true political-moral state of the soldiers and 
cadres” (c. 358). 

Another interesting remark in the report is that, “in order to be able 
to go to shows in an organised way, they pay with their own money”, 
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given that “the units have no material for political and cultural work 
and no funds to cover these needs” (Ib.).

The Minister of National Defence made particularly critical, even 
acid, remarks regarding the issue of discipline, which “did not reach the 
required level” (Ib.). In his view, in the inspected units, the commanders, 
the political apparatus, the party and youth organisations did not make 
sufficient efforts to establish perfect order and military discipline, 
given that commanders of all ranks did not show exigency. Moreover, 
“sometimes they fall into familiarity and intimacy” (Ib.). That is 
why such an attitude has led, in units, to deviations from discipline, 
accidents and “an excessive number of immoral acts” (Ib.).

The tradition of false reporting, brought to the level of state 
policy in Romania in the 1980s, occurred since the establishment of 
the regime of popular democracy. Thus, according to the text of the 
report prepared by Emil Bodnăraș, “in many units it has frequently 
become a shameful habit to lie when reporting, either by troops or 
officers. Sometimes, such false reports were patronised even by the 
commanders and political officers” (Ib.), especially in the 20th AD 
Division or the 26th Independent Moto Infantry Battalion. But the 
most interesting remark of the Minister of National Defence was 
related to the fact that there were still units whose political deputies 
were not party members, which was considered unacceptable by the 
high military dignitary.

In the sixth part, the Control and assistance provided by superiors 
to the units, it was presented that in all inspected large units and units, 
there was no “planned control and work support”, the motivation of 
the commanders being that “the appropriate directives by which to 
specify who and to what extent the control functions are exercised in 
the Navy have not been received from the superior echelons” (Ib.). 
Also, the inspections performed in an unorganised and superficial 
manner resulted in ignoring the state and organisation of the units, the 
most eloquent examples being that of Commander Dumitrache and 
Commander Moșor, completely missing the personal example given to 
subordinates (c. 359).

Under such circumstances, following the inspection conducted at 
the large units and units subordinated to the Navy Command deployed 
in the province between the Danube and the Black Sea, the Minister 
of National Defence, Colonel General Emil Bodnăraș, issued an Order 
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to solve the problems identified and to thus improve the combat 
capability of both the Navy and the subordinate land forces, which had 
the mission to ensure the defence of the Romanian littoral area.

*
*     *

To eliminate the shortcomings that were found,

I ORDER:

1. The commanders of the Navy large units and units must remove 
the deficiencies listed in this order, according to the instructions we 
provided on site. 

The Chief of the Navy, Commander Grecescu Emil, must report the 
order execution until 5 April 1950. 

The Commanders of the Military Districts must eliminate in the 
subordinate units the similar deficiencies listed in this order.

2. Contrary to my verbal instructions, the Z.B. gun must stand 
on the rack with the lock closed and the spring released. In order to 
avoid possible accidents in the control of weapons, the commanders 
of the units will give instructions on the inspection of the weapons 
warehouses before they are placed in the rack.

3. Commanders, staffs and political bodies of all ranks must take 
immediate and decisive action to ensure that the units capability and 
combat preparation are raised.

A high-quality leadership must be achieved, using as a basic method 
in the support given to the subordinates the personal example and the 
guidance of the work on site.

4. To ensure a planned control, according to the orders in force 
for the Land Forces, the Navy large units and units are assimilated as 
follows:

- the Navy Command with the Military District;
- the Maritime Forces Command with the Army Corps;
- the Littoral Defence Command with the Division;
- the Naval Force Command and the 25th Moto Brigade with the 

Division;
- the Maritime Sectors Command with the Regiment.
5. To raise the level of combat readiness of the units, the 

commanders of large units and units must regularly execute training 
alarms by taking the units out of the garrisons, in the field or in the 
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areas of responsibility. Typically, these alarms must be combined with 
the execution of scheduled tactical themes.

By 31 March 1950, the Chief of the Great General Staff shall send 
instructions to the units on how to execute the training and combat 
alarms. 

By the same date the units deployed in Dobrogea must be provided 
with topographical maps.

 The Deputy Minister for the Armed Forces Quartermaster issues 
must ensure within the set term the construction in Dobrogea of 
the barracks necessary for the new deployment of the units of the  
25th Moto Brigade.

6. In matters of combat readiness and political education, the 
organisation and methods of teaching must be radically improved. 

To this end, the planned demonstration sessions and the daily 
training to improve the political work of the cadres must be employed.

The training of officers and staffs of all services must be optimised 
without delay, it being the main task of combat training. 

Not a single minute must be lost during the training of staff officers 
and subunits, and the entire staff must perform practical training in the 
actions provided for in the regulations in a proportion of at least 80% 
during combat training. At the basis of the whole preparation must be 
the requirement “to learn only what is required in war”.

Special attention must be paid to the training of officers,  
non-commissioned officers and enlisted personnel, creating the 
necessary conditions for this goal.

The subunits and staffs of the units and large units must keep daily 
records of the progress of combat training. The data of these records 
should be analysed in order to draw the necessary lessons in order to 
improve the methods applied in the work. 

The head of the Combat Training Directorate must develop and 
deliver to the units by 5 April 1950 the forms for keeping records of 
combat training by company (battery), battalion, regiment, division, 
district, separately for soldiers and non-commissioned officers and 
separately for officers and staffs, with the necessary instructions for 
filling in them.

7. The Commanders of the Large Units and the Political Deputies 
must decisively begin to improve the quality of the work of the political 
bodies, of the party and youth organisations. The political and party 
work must be combined with the daily tasks of the units. 
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An attitude of intransigence towards those who commit violations 
of military discipline must be adopted.

A decisive fight must be declared against the lack of responsibility, 
against the lack of initiative and against the lack of the spirit of 
organisation at work.

Troops must be educated every day in the spirit of devotion to the 
Romanian Workers Party and the Motherland, of love and devotion 
to the Soviet Union, as well as of irreconcilable hatred towards the 
enemies of democracy and socialism.

The Head of the Superior Political Directorate:
Must review by 1 May 1950 the staffing of the political apparatus, 

complete it and remove the elements that do not meet the requirements. 
Until 5 April 1950 he must radically change the work system of the 

political bodies and the political apparatus, so that it could be closer to 
the life of the company, battery and squadron, where the success of the 
combat training, military and political education is decided. 

Immediate measures must be taken to raise the preparation of the 
political apparatus cadres.

The supply of the units with political-cultural materials must 
be improved and the necessary funds to meet these needs must be 
ensured.

8. The Armed Forces Artillery Commander:
Must develop and submit by 15 April 1950 instructions on:
a. The periodical data to execute the control of the armament 

and ammunitions by all hierarchical chiefs, starting with the group 
commander.

b. The inspection and adjustment of infantry armament.
c. The establishment of the order of fixing the infantry and artillery 

armament.
d. The maintenance and storage of all categories of armament.
During April it must be executed in the armed forces artillery 

range a practical demonstration to establish the standard deviation of 
the artillery armament and to check the line of sight of the infantry 
armament, for which 3 officers will be assigned from each unit, the 
heads of the Armed Forces Armoured Service included.

By that date too, it must be checked the extent to which all the 
armed forces units are provided with armour workshops, and measures 

The State of the Romanian Navy in 1950

MILITARY HISTORY

ROMANIAN
MILITARY
THINKING

213

must be taken to establish such workshops where there is a lack in 
them.

9. The Deputy Minister for the Armed Forces Quartermaster issues 
must submit until 15 April 1950 concrete proposals for:

a. Reorganising the sanitary service in the armed forces.
b. Radically improving the units kitchens and the food preparation 

system.
c. Using and maintaining the camp kitchens.
d. Gradually providing the barracks with tables, chairs, wardrobes 

and racks.
e. Introducing order in the armed forces vehicles system.

10. The Chief of the Great General Staff until 1 May 1950:
a. Must ensure the provision of the units with new regulations for 

the “Interior Service”, “Garrison Service” and “Discipline”.
b. Must introduce in the order of battle of tank and moto units 

and subunits as well as in that of the commands and large units of all 
branches the position of technical deputy.

c. Based on the proposals of the Artillery and Tank Corps Commands, 
there must be introduced in the order of battle of the units repair 
workshops for the infantry armament, artillery armament, vehicles and 
tanks, where there is a lack in them and they are necessary.

d. Must organise and ensure during May the control of the present 
order execution in the units deployed in Dobrogea (cc. 359-363).

CONCLUSIONS
At the end of the Order of the Minister of National Defence of the 

Romanian People’s Republic no. 10 on 21 March 1950, Colonel General 
Emil Bodnăraș took a series of measures against those commanders 
of large units and units whose activity generated dysfunctions both 
in the command act and in the structures they commanded. He also 
congratulated and rewarded the commanders of large units and units 
that achieved good results in the process of military and political 
training.

Thus, Colonel Colceag, Commander of the 25th Moto Brigade, as 
well as Captain Mihalache, Commander of the Artillery Division in 
Sector 3 of the Littoral Defence, were mentioned in the Armed Forces 
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Order of the Day for “the good results obtained in the combat training 
of subordinate units and for initiative at work” (c. 363).

Instead, Commander Aurel Dumitrache, Chief of Staff of the 
Maritime Forces, and Commander Nicolae Moșor, Commander of 
the Littoral Defence, were made available to Armed Forces Personnel 
Directorate “for lack of responsibility in the performance of their duties, 
which led to the decrease in the combat capability of the subordinate 
units” (Ib.).

Commander Corneliu Lungu, Commander of the Naval Forces, 
and Lieutenant Commander Florea Diaconu, political deputy of the 
Maritime Forces Command, were notified, “because they did not take 
severe measures to strengthen order in units” (Ib.)

However, more important is the fact that such disciplinary measures 
were taken at the highest level. Thus, Commander Emil Grecescu, 
Commander of the Navy, and Colonel Ion Enescu, Political Deputy, 
were informed about “the poor leadership and lack of assistance in 
work to subordinate units” (c. 363).

In conclusion, we may say that, in the first years after the 
establishment of popular democracy in Romania, the Romanian Armed 
Forces faced multiple problems related to the equipment, training, 
supply and organisation, under the circumstances of the development 
of an extensive programme of the military body politization.   

During 1948 and 1950, following special financial and organisational 
efforts, 70% of the artillery and 60% of the infantry assets were 
repaired. However, most of the weapons continued to be in a state of 
degradation and could not be used either in the training process or in 
the event of a conflict to which Romania would have been a party.

One of the problems identified by the communist minister was 
related to the precariousness of the means of transport in operation, 
at the level of the entire armed forces in a percentage of only 10%, 
their reparation being particularly difficult.

The supply of the Romanian Armed Forces was at an unsatisfactory 
level if we take into account the provision of the necessary equipment. 
Thus, for peacetime establishment, the equipment was provided as 
follows: 75% for small equipment, 100% for clothing and barracks, and 
52% for large equipment.

Regarding the provision of healthcare, important medicines were 
100% missing, while dental facilities were 86% insured, and surgical 
furniture and appliances had a coverage of 40-50% (Duțu, 2016, p. 26).

In the first 
years after the 
establishment 
of popular 
democracy 
in Romania, 
the Romanian 
Armed Forces 
faced multiple 
problems 
related to the 
equipment, 
training, 
supply and 
organisation, 
under the 
circumstances of 
the development 
of an extensive 
programme of 
the military body 
politization.   
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